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AAbboouutt tthhiiss gguuiiddee ((MMqqtttt ttoo GGCCPP IInntteeggrraattiioonn))
This topic contains important information about the purpose, content, context, and intended audience for
this document.

PPrroodduucctt DDooccuummeennttaattiioonn
This document is part of the Niagara technical documentation library. Released versions of Niagara software
include a complete collection of technical information that is provided in both online help and PDF format.
The information in this document is written primarily for Systems Integrators. To make the most of the infor-
mation in this book, readers should have some training or previous experience with Niagara software, as well
as experience working with JACE network controllers.

DDooccuummeenntt CCoonntteenntt
This document describes how to integrate your existing Niagara Abstract Mqtt driver with the Google Cloud
Platform (GCP). Sections in this guide include chapters about setting up the GCP IoT, setting up google
gateway in Niagara, and performing gateway actions.

DDooccuummeenntt cchhaannggee lloogg ((MMqqtttt ttoo GGCCPP IInntteeggrraattiioonn))

Changes to this document are listed in this topic.

AAuugguusstt 33,, 22002222
• New version description details are updated in the “Gateway Data” and “BacnetDevice1 Data” in the

“About Gateway Actions” chapter.

• Updated the gateway metadata state “version” in the "Publish Gateway State" and "Publish Device
State".

JJuullyy 2200,, 22002222
• Updated new property sheet for the “GoogleMQTTGateway”.

• Updated new property sheet for the “DefaultDeviceExportMarker”.

• Added new property “Model” to the property description table.

JJuunnee 44,, 22002222
Initial document release.

RReellaatteedd ddooccuummeennttaattiioonn

Additional information is available in the following documents.

• Abstract MQTT Driver Guide

• Niagara Drivers Guide
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CChhaapptteerr 11 SSeettttiinngg uupp GGCCPP CClloouudd IIooTT

Topics covered in this chapter
♦ Creating a device
♦ Creating a gateway
♦ Binding and unbinding a device
♦ Creating a topic for publish and subscribe

You need to create a project on the Google platform before you can connect to an MQTT driver. This topic
describes how to create a project on the Google platform.

PPrreerreeqquuiissiitteess:: You have a current valid account on the Google platform.

Step 1 Log in to your account on https://console.cloud.google.com and create a project, as follows.

a. In the Project Name text field accept the default Project Id (automatically generated) or type
your own.

NNOOTTEE:: The project ID is a globally unique identifier for your project. You cannot change the
project ID after the project is created.

b. The Location field is optional. If you have an organization name to add to here, use the
BBRROOWWSSEE link to select and add a value to this field.

c. Click CCrreeaattee to initiate creation of the project on the Google Cloud Platform, page .

Step 2 In the PPrroojjeecctt, click the mmeennuu bbuuttttoonn and select IIooTT CCoorree from the menu pane.

https://console.cloud.google.com
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The IIooTT CCoorree view displays.

Step 3 On the IIooTT CCoorree view, select the CCrreeaattee RReeggiissttrryy menu.

The CCrreeaattee RReeggiissttrryy view displays.
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Step 4 In the CCrreeaattee RReeggiissttrryy view, enter your registry ID in the Registry ID field, choose your
appropriate region from the Region drop-down list and then click SSHHOOWW AADDVVAANNCCEEDD
OOPPTTIIOONNSS.

NNOOTTEE:: You cannot edit Registry ID and Region later using the EEddiitt RReeggiissttrryy menu, however,
you can edit the other fields later using the EEddiitt RReeggiissttrryy menu.

The AAddvvaanncceedd SSeettttiinnggss options display.

Step 5 In the AAddvvaanncceedd SSeettttiinnggss section, choose your desired device CCoonnnneeccttiioonn PPrroottooccoollss, select a
CClloouudd LLooggggiinngg option and (optionally) provide your CCAA cceerrttiiffiiccaattee manually or by upload.

CCrreeaattiinngg aa ddeevviiccee

This section describes how you can create a device.

PPrreerreeqquuiissiitteess:: You have created a project and a registry.
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Step 1 From the IIooTT CCoorree menu, select DDeevviicceess to open the DDeevviicceess view.

The DDeevviicceess view displays a list of all registered devices.

Step 2 To create a new device, click CCRREEAATTEE AA DDEEVVIICCEE under the created registry.

Step 3 Enter the device ID, keep the remaining default settings, and click OOKK.

CCrreeaattiinngg aa ggaatteewwaayy

This section describes how to create a gateway.

PPrreerreeqquuiissiitteess:: You have set up a project on Google platform and created a device.

Step 1 From the IIooTT CCoorree menu, select GGaatteewwaayyss to see all the registered gateways in a list or to create
new gateways from GGaatteewwaayyss view.
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Step 2 To create a new gateway under the established registry, click CCRREEAATTEE AA GGAATTEEWWAAYY.

Step 3 Enter the gateway ID, keep the remaining default settings and click OOKK.

BBiinnddiinngg aanndd uunnbbiinnddiinngg aa ddeevviiccee

This section describes how you can bind and unbind a device to and from the gateway.

PPrreerreeqquuiissiitteess:: You have created a device and a gateway.

Step 1 After creating the gateway, you can bind devices to the gateway to publish and subscribe data.

Step 2 From the IIooTT CCoorree menu, select GGaatteewwaayyss to see all created gateways. In the following figure, on-
ly one gateway named “niagara-gateway” is present.

Step 3 To view the GGaatteewwaayy ddeettaaiillss page, click the name of the gateway (for example, “niagara-
gateway”).
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Step 4 Select the BBOOUUNNDD DDEEVVIICCEESS tab to open the BBoouunndd DDeevviicceess tab page.

Step 5 Click to display a list of devices. Select the checkbox associated with each device
that you want to bind to the gateway, and click BBIINNDD.
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A dialog box appears to confirm the binding status.

Step 6 Click OOKK to clear the dialog box and display the BBOOUUNNDD DDEEVVIICCEESS tab page with a list of all the
bound devices.

Step 7 To unbind a device from the gateway, select the checkbox of a bound device and then click
UUNNBBIINNDD.
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CCrreeaattiinngg aa ttooppiicc ffoorr ppuubblliisshh aanndd ssuubbssccrriibbee

This section describes how to create a topic for publish and subscribe.

PPrreerreeqquuiissiitteess:: You have created a device and a gateway.

Step 1 To view the list of items, navigate to the left corner of your screen, click the mmeennuu bbuuttttoonn
and select PPuubb//SSuubb.

Step 2 To create a topic, click TTooppiiccss→→CCRREEAATTEE TTOOPPIICC.

Step 3 Provide an ID for the topic (for example, “state”), keep all remaining default settings, and click
CCRREEAATTEE TTOOPPIICC.

The newly created topic appears in the topic list on the TTooppiiccss page.

For mqttGateway, there are two topics:

• state-projects/{Project-Id}/topics/state

• events-projects/{Project-Id}/topics/events
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CChhaapptteerr 22 SSeettttiinngg uupp aa GGooooggllee ggaatteewwaayy
iinn NNiiaaggaarraa

Topics covered in this chapter
♦ About the Google Mqtt Gateway component mixins
♦ GCP IoT registry messages
♦ GCP IoT device messages

This topic describes how you can set up a Google gateway in Niagara.

PPrreerreeqquuiissiitteess:: You have created and started a new station.

Step 1 From the abstractMqttDriver palette, add the AbstractMqttDriverNetwork component to
the DDrriivveerrss container in the Nav tree.

The AAbbssttrraaccttMMqqttttDDrriivveerrNNeettwwoorrkk is added to the DDrriivveerrss container.

Step 2 From the abstractMqttDriver palette, drag the GcpMqttDevice component from the
DDeevviicceess folder to the AAbbssttrraaccttMMqqttttDDrriivveerrNNeettwwoorrkk folder.
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The GGccppMMqqttttDDeevviiccee is added to AAbbssttrraaccttMMqqttttDDrriivveerrNNeettwwoorrkk.

After the GGccppMMqqttttDDeevviiccee is added to AAbbssttrraaccttMMqqttttDDrriivveerrNNeettwwoorrkk, a JJwwttKKeeyyss folder
containing a “pem” file is automatically added in the FFiilleess container of the station.
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Step 3 Open the pem (located in the AAbbssttrraaccttMMqqttttDDrriivveerrNNeettwwoorrkk folder) in the AAXX TTeexxtt FFiillee VViieewweerr,
copy the public key, as shown below, and add it to the GCP gateway authentication field, as
described in the following steps.

Step 4 Open the Google Cloud Platform, page in the web browser and log in with valid credentials.

Step 5 In GCP, navigate to GGaatteewwaayy DDeettaaiillss and select the AAuutthheennttiiccaattiioonn tab.

Step 6 To add the public key, click AAdddd PPuubblliicc KKeeyy or update any individual existing key (if not in use)
with the copied public key. Select RS256 as the key format.

Step 7 In Workbench, under the GGccppMMqqttttDDeevviiccee, open the aauutthheennttiiccaattoorr property sheet to configure
the AAuutthheennttiiccaattoorr, GGCCPP IIoott PPaarraammeetteerr, and TTookkeenn PPaarraammeetteerrss properties.
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Refer to the Google_IOT.pdf document for more details about the properties in this view.

Step 8 To connect the device, right-click GGccppMMqqttttDDeevviiccee→→AAccttiioonnss→→PPiinngg. Once the ping operation is
successful, the Status Message property displays a successful status message, for example: Ping
Success: Connected to Broker.

NNOOTTEE:: If the connection is unsuccessful, restart the station and try to connect again.

Step 9 From the mmqqttttGGaatteewwaayy palette, add the GoogleMqttGateway component to the
GGccppMMqqttttDDeevviiccee folder in the Nav tree.
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The GGoooogglleeMMqqttttGGaatteewwaayy is added to the device.

Step 10 Configure the properties of GGoooogglleeMMqqttttGGaatteewwaayy.
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When the GGoooogglleeMMqqttttGGaatteewwaayy is added, the following actions subsequently occur:

a. Two subscribe points are added to the PPooiinnttss container.

• GatewayErrorSubscribePoint: subscribed to “/devices/{Gateway-ID}/errors” topic.

• GatewayConfigSubscribePoint: subscribed to “/devices/{Gateway-ID}/config” topic.

These points are updated if the gateway receives messages published to these topics from the
GCP.

The gateway publishes the gateway state message when the gateway receives a Config message
from the gateway Config topic.

For devices with the following error messages, the gateway sets the device’s attach status to
false.

• GATEWAY_ATTACHMENT_ERROR

• GATEWAY_DEVICE_NOT_FOUND

• GATEWAY_DETACHMENT_DEVICE_ERROR

Step 11 A DDeeffaauulltt DDeevviiccee EExxppoorrtt MMaarrkkeerr mixin is added for any existing devices or any new device. This
mixin is automatically added when the GGoooogglleeMMqqttttGGaatteewwaayy is added to the station.
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Step 12 A DDeeffaauulltt PPooiinntt EExxppoorrtt MMaarrkkeerr mixin is added for any existing points or any new point. This mixin
is automatically added when GGoooogglleeMMqqttttGGaatteewwaayy is added in the station.

The PPooiinnttss folder can have subfolders, and control points are available in these subfolders. This
feature is optional and can be helpful if the device has many points. Control point names and
subfolder names should be unique. A station restart is required whenever a new subfolder is
created.

NNOOTTEE::

In order to meet requirements of the UDMI specification, the total number of subfolders should be
two less than the telemetry trigger interval (converted to seconds) divided by 10.

For example, if the telemetry trigger is set to 1 minute (60 seconds), then the maximum number of
allowed subfolders is 4, as shown in the following equation:
(60/10) -2 = 4

If you need to exceed the maximum number of allowed subfolders, you can set the "store payload in
history" flag in the GoogleMqttGateway component to true and restart the station. The point telemetry is
now stored in histories and sent accordingly.

AAbboouutt tthhee GGooooggllee MMqqtttt GGaatteewwaayy ccoommppoonneenntt mmiixxiinnss

When you add the GoogleMqttGateway component to GcpMqttDevice, two types of mixins are added to
the devices and points. This topic provides details about the added mixins.
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DDeeffaauullttDDeevviicceeEExxppoorrttMMaarrkkeerr
This mixin is added to all the devices in the station.

PPrrooppeerrttyy VVaalluuee DDeessccrriippttiioonn

Enabled true (default) or false Indicates if the device is enabled for pub-
lishing data or receiving messages from
GCP or not.

Attached true (default) or false Indicates if the device is attached to the
gateway or not.

Attached Status read-only Indicates the status when the device is at-
tached to the gateway.

Subscribed Topics additional properties See “SubscribedTopics” section below.

Device Name default (default) editable text field Provides a custom device name for
MQTT.

Make text Configurable property.

Model Numeric value Configurable property.

Firmware Version text Configurable property.

Last Config timestamp Reports the time when the last config
message was received from GCP.

Category text Configurable property.

Level numeric value Is updated by the Config message re-
sponse. Configurable property.
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PPrrooppeerrttyy VVaalluuee DDeessccrriippttiioonn

PointSchemasFolder container Contains point telemetry schemas for the
points that are available under each de-
vice. Folders are organized as device sub-
folders for each individual point telemetry
schema, using the naming pattern "point-
TelemetrySchema_{subfolder name}",
where the default subfolder name is point-
TelemetrySchema. These schemas are
generated once the station is started and
the device is enabled.

DeviceStateSchemasFolder container Contains device state schemas for the
points that are available under subfolders
of the points folder of a device. Each sub-
folder has a device state schema with the
naming pattern "deviceStateSchema_
{subfolder name}". These schemas have
all the same properties as the deviceSta-
teSchema. The default one is deviceState-
Schema. These schemas are generated
once the station gets started and device is
enabled.

SSuubbssccrriibbeedd TTooppiiccss
The following contains the GCP topic details that the gateway uses to subscribe when the device is attached
to the gateway. The following topics are already created:
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PPrrooppeerrttyy DDeessccrriippttiioonn

Errors For the device, the errors topic for each device is subscribed by this
component. It contains the following properties:

Enabled: The topic is subscribed only if enabled.

Topic: Indicates the topic name subscribed by the gateway when the
device is attached.

Received Message: Specifies the error message received from GCP.

Last Received Time: Indicates the time when the error message is
received.

Commands For the device, the commands topic for each device is subscribed by this
component. It contains the following properties:

Enabled: The topic is subscribed only if enabled.

Topic: Indicates the topic name subscribed by the gateway when the
device is attached.

Received Message: Indicates the message that is received while send-
ing a command from GCP.

Last Received Time: Indicates the time when the command message
is received.

Config For the device, the config topic for each device is subscribed by this ele-
ment. It contains the following properties:

Enabled: The topic will be subscribed only if enabled.

Topic: Indicates the topic name subscribed by the gateway when the
device is attached.

Received Message: Indicates the message that is received as a config
message from GCP.

Last Received Time: Indicates the time when the config message is
received.

When the gateway receives a device config message, the gateway sets
the point mixin’s Enabled to true only if the point is part of the config
message from GCP in “pointset.” If not, the point mixin’s Enabled is
set to false and the point telemetry is not sent for the point in the sub-
sequent telemetry message.

DDeeffaauullttPPooiinnttEExxppoorrttMMaarrkkeerr
This mixin is added to all the points in the station.

PPrrooppeerrttyy VVaalluuee DDeessccrriippttiioonn

Enabled true (default) or false Specifies if the point is enabled for publishing
data or updating values from GCP or not.

Source read-only Configurable property

Category read-only Configurable property

Level numeric value Configurable property
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GGCCPP IIooTT rreeggiissttrryy mmeessssaaggeess

There are two types of messages that can be sent from the GCP IoT registry.

FFiigguurree 11 GCP IoT registry messages

1. CCoonnffiigg: On the GCP IoT page, select UUPPDDAATTEE CCOONNFFIIGG to open a window that is used to send gateway
config data to the gateway over the “/devices/{GATEWAY-ID}/config” topic. Last Config property of
the gateway component in Niagara is set to current time if the config message is empty and set to
time sent in timestamp property of the config message for the valid schema.

NNOOTTEE:: Config messages follow the strict schema.

2. CCoommmmaanndd: You can send a command by clicking SSEENNDD CCOOMMMMAANNDD.

GGCCPP IIooTT ddeevviiccee mmeessssaaggeess

There are two types of messages that can be sent from the GCP IoT devices.

FFiigguurree 22 GCP IoT device messages

1. CCoonnffiigg: On the GCP IoT page, select UUPPDDAATTEE CCOONNFFIIGG to open a window that is used to send device
config data to the gateway over the “/devices/{DEVICE-ID}/config” topic. Every time a config message is
received, the publishDevcieState action is called.

• LLaasstt CCoonnffiigg property is present in DDeevviicceeEExxppoorrttMMaarrkkeerr of the device in Niagara. It is set to cur-
rent time if the config message is empty and set to time sent in the timestamp property of the
config message for the valid schema.

• LLeevveell property of DDeevviicceeEExxppoorrttMMaarrkkeerr for the device is set to min_loglevel value.

• DDeevviicceeEExxppoorrttMMaarrkkeerr→→SSuubbssccrriibbeedd TTooppiiccss→→CCoonnffiigg→→LLaasstt RReecceeiivveedd MMeessssaaggeess for the device is up-
dated with the current time when config message is received.

• DDeevviicceeEExxppoorrttMMaarrkkeerr→→SSuubbssccrriibbeedd TTooppiiccss→→CCoonnffiigg→→RReecceeiivveedd MMeessssaaggeess for the device is updated
with the the message sent.

• NNeettwwoorrkk ((ccoonnttaaiinniinngg tthhee ddeevviiccee))→→TTuunniinngg PPoolliicciieess→→DDeeffaauulltt PPoolliiccyy→→MMiinn WWrriittee TTiimmee is set to sam-
ple_limit_sec value.

• GGoooogglleeMMqqttttGGaatteewwaayy→→TTeelleemmeettrryy TTrriiggggeerr→→TTrriiggggeerr MMooddee→→IInntteerrvvaall is set to sample_rate_sec
value.

• The points are set to their corresponding ffiixx__vvaalluuee value if its value is valid for the point type.

For example:

{
"version": 1,
"timestamp": "2018-02-17T16:24:28.364Z",
"system":{
"min_loglevel": 500
},
"pointset":{
"sample_limit_sec": 60,
"sample_rate_sec": 70,
"points":{
"NumericWritable":{
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"fix_value": 23
}
}
}
}

NNOOTTEE:: Config messages follow the strict schema.

2. CCoommmmaanndd: You can send a command by clicking SSEENNDD CCOOMMMMAANNDD.

• DDeevviicceeEExxppoorrttMMaarrkkeerr→→SSuubbssccrriibbeedd TTooppiiccss→→CCoonnffiigg→→LLaasstt RReecceeiivveedd TTiimmee for the device is updated
with the current time when the command message is received.

• DDeevviicceeEExxppoorrttMMaarrkkeerr→→SSuubbssccrriibbeedd TTooppiiccss→→CCoonnffiigg→→RReecceeiivveedd MMeessssaaggeess for the device is updated
with the message sent.
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CChhaapptteerr 33 AAbboouutt ggaatteewwaayy aaccttiioonnss

Topics covered in this chapter
♦ Gateway actions

This section describes the gateway actions on the GGoooogglleeMMqqttttGGaatteewwaayy component.

Gateway actions for the MQTT integration with GCP include:

• Add Payload Schema

• Attach All

• Detach All

• Publish Gateway State

• Publish Device State

• Publish Device Event

GGaatteewwaayy aaccttiioonnss

This section gives you detailed information about the gateway actions on the GGoooogglleeMMqqttttGGaatteewwaayy
component.

AAccttiioonnss
To invoke the actions, right-click GGoooogglleeMMqqttttGGaatteewwaayy, select AAccttiioonnss and click the appropriate action.
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AAdddd PPaayyllooaadd SScchheemmaa
This actions adds required payload schemas to the mixins, which adds JSON schemas to the gateway state,
device state and point telemetry. This action is automated at the start of station and required before attach-
ing the device or publishing a message to GCP.

AAttttaacchh AAllll
The GCP gateway attaches BMS devices to the gateway in GCP as non-gateway devices. If a device fails to
attach to the gateway, the information in the Status property on the DDeevviiccee MMiixxiinn component is updated.

DDeettaacchh AAllll
The GCP gateway detaches BMS devices from the gateway in GCP. If a device fails to detach from the gate-
way, the information in the Status property on the DDeevviiccee MMiixxiinn component is updated.

PPuubblliisshh GGaatteewwaayy SSttaattee
The GCP gateway publishes the gateway state from Niagara using the Gateway State UDMI schema.

The gateway state metadata consist of the following information:

• VVeerrssiioonn: Use the latest UDMI Version.

• TTiimmeessttaammpp: Current timestamp.

• MMaakkee__MMooddeell: Configurable property on the gateway.

• LLaasstt CCoonnffiigg: Timestamp of the last received gateway Config message.

• OOppeerraattiioonnaall: Configurable property on the gateway.

• MMeessssaaggee: Configurable property on the gateway for sending message to the cloud.

• CCaatteeggoorryy: Defaults to device.state.com. Configurable property on the gateway.

• LLeevveell: Defaults to 600. Configurable property on the gateway.

• EErrrroorr__iiddss: Devices with attach error.

You can retrieve gateway state messages in GCP console by using the subscriptions and pull command:

For example: gcloud pubsub subscriptions pull –auto-ack projects/sylvan-replica-
301709/subscriptions/state-sub –limit 20

Gateway Data:

{"system":{"software":{firmware":""},"operational":true,"serial_no":"","hardware":
{MQTT"model":"","make":""},"last_config":"2018-11-23T11:29:00.004-0500",
"status":{"level":600,"message":"","category":"device.state.com",
"timestamp":"2022-08-01T16:33:41.324-0400"}},"version":"1.3.14",
"gateway":{"devices":[{"AHU-4":{"status":{"level":600,"message":"Error attaching device",
"category":"device.state.com","timestamp":"2022-08-01T16:33:41.834-0400"}}}]},
"timestamp":"2022-08-01T16:33:41.324-0400"}

PPuubblliisshh DDeevviiccee SSttaattee
GCP gateway publishes the device state for all the BMS devices from Niagara using the Device State UDMI
schema.

Device state metadata consist of the following information:

• VVeerrssiioonn: Use the latest UDMI Version.

• TTiimmeessttaammpp: Current timestamp.

• MMaakkee__MMooddeell: Configurable property on the device added through mixIn.

• LLaasstt CCoonnffiigg: Timestamp of the last received Config message.
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• OOppeerraattiioonnaall:This field in JSON represents the current state of the device in Niagara. The Operational
value is true if the device is withok status. If the device is in fault/down state, the operational value is
set to false and “statuses” will be updated with the fault cause..

• MMeessssaaggee: fault cause value in case device is in fault/error status.

• CCaatteeggoorryy: category of the status. Default is “device.state.com”. Configurable property..

You can retrieve device state messages in GCP console by using the subscriptions and pull command :

For example: gcloud pubsub subscriptions pull –auto-ack projects/sylvan-replica-
301709/subscriptions/state-sub –limit 20

BacnetDevice1 Data:

{"system":{"software":{"firmware":""},"operational":false,"serial_no":"
","hardware":{"model":"","make":""},"last_config":"2018-02-15T11:35:00.004-0500",
"status":{"level":600,"message":"{fault}","category":"device.state.com",
"timestamp":"1969-12-31T19:00:00.000-05:00"}},"pointset":{"points":{"point_41":
{"units":"NULL","status":{"level":800,"message":"{fault,stale}@def",
"category":"device.config.validate","timestamp":"2022-08-01T16:34:20.080-04:00"}}},
"version":"1.3.14","timestamp":"2022-08-01T16:34:19.571-0400"}

PPuubblliisshh TTeelleemmeettrryy SSttaattee
The GCP gateway publishes point data for all the BMS devices from Niagara using the Pointset UDMI
schema.

There is a mixin for points with a boolean property to indicate if the point should be included in the teleme-
try data. This Boolean property is configurable.
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You can retrieve point telemetry messages in GCP console by using the subscriptions and pull command :

For example: gcloud pubsub subscriptions pull –auto-ack projects/sylvan-replica-
301709/subscriptions/events-sub –limit 20

Telemetry Data

{"version":1,"timestamp":"2021-01-28
18:05:45.664+0530","points":{"NumericWritable":{"present_value":66}}} │ 2004867416053967 │ │
deviceId=BacnetDevice1
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GGlloossssaarryy
Google Cloud Platform A suite of products and services that include:

• Google Compute Engine

• Google Container Engine

• Google BigQuery

• Google Cloud Datastore

• Google Cloud DNS

These are the technologies that Google uses in their own products and
services.

Device A physical box running Niagara and CloudLink for connectivity to Niagara
Cloud Suite services. For example, this could be a JACE, a Niagara Supervisor,
or a virtual machine running Niagara.

JWKS JSON Web Key Set

It is a set of keys containing the public keys used to verify any JSON Web
Token (JWT) issued by the authorization server.

JWT JSON Web Token

It is an open standard that provides secure authentication between the client
and server.

JSON JavaScript Object Notation
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