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About this guide (Mqtt to GCP Integration)

This topic contains important information about the purpose, content, context, and intended audience for
this document.

Product Documentation

This document is part of the Niagara technical documentation library. Released versions of Niagara software
include a complete collection of technical information that is provided in both online help and PDF format.
The information in this document is written primarily for Systems Integrators. To make the most of the infor-
mation in this book, readers should have some training or previous experience with Niagara software, as well
as experience working with JACE network controllers.

Document Content

This document describes how to integrate your existing Niagara Abstract Mqtt driver with the Google Cloud
Platform (GCP). Sections in this guide include chapters about setting up the GCP loT, setting up google
gateway in Niagara, and performing gateway actions.

Document change log (Mqgtt to GCP Integration)

Changes to this document are listed in this topic.

August 3, 2022

* New version description details are updated in the “Gateway Data” and “BacnetDevice1 Data” in the
“About Gateway Actions” chapter.

* Updated the gateway metadata state “version” in the "Publish Gateway State" and "Publish Device
State".

July 20, 2022

e Updated new property sheet for the “GoogleMQTTGateway”.

e Updated new property sheet for the “DefaultDeviceExportMarker”.
* Added new property “Model” to the property description table.

June 4, 2022

Initial document release.

Related documentation

Additional information is available in the following documents.
e Abstract MQTT Driver Guide

* Niagara Drivers Guide
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Chapter 1 Setting up GCP Cloud loT

Topics covered in this chapter

# Creating a device

¢ Creating a gateway

4 Binding and unbinding a device

4 Creating a topic for publish and subscribe

You need to create a project on the Google platform before you can connect to an MQTT driver. This topic
describes how to create a project on the Google platform.

Prerequisites: You have a current valid account on the Google platform.

Step1 Loginto your account on https://console.cloud.google.com and create a project, as follows.

Project name *
My Project 45059 (7]

FProject ID: skilled-box-307212. It cannot be changed later. EDIT

Location *
Hh Mo organization BROWSE

Farent organization or folder

CREATE CANCEL

a. Inthe Project Name text field accept the default Project Id (automatically generated) or type
your own.

NOTE: The project ID is a globally unique identifier for your project. You cannot change the
project ID after the project is created.

b. The Location field is optional. If you have an organization name to add to here, use the
BROWSE link to select and add a value to this field.

c. Click Create to initiate creation of the project on the Google Cloud Platform, page

Step 2 Inthe Project, click the menu button E and select loT Core from the menu pane.

= Google Cloud Platform &= My Project 45059 «

hd CREATE REGISTF
# Home > H
odb

yle) loT Core

@

M I: Region Prota
+«*s Pub/Sub >

PRODUCTS A
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The loT Core view displays.

= Google Cloud Platform &= My Project 45059 « o}

m loT Core Registries CREATE REGISTRY

= Filter Filter registries
O Registry ID ‘] Region Protocol
Mo registries to display

Step3 Onthe loT Core view, select the Create Registry menu.

The Create Registry view displays.

= (oogle Cloud Platform  %* My Project 45059 ~

& 10T Core & Create a registry

Define how devices in this registry will send data te Cloud 10T Core. After you create your
registry, you can start adding devices to it. Learn more

Registry properties
Registry ID
niagara-reg
Permanent identifier for your registry. 3-233 characters. Start with & letter. You can also
include numbers and the following characters: + . %-_ ~
Region
asia-east] hd
Determines where data is stored for devices in this registry. Choice is permansnt.

Cloud Pub/Sub topics

Cloud IoT Core routes device messages to Cloud Pub/Sub for aggregation. You can route
messages to different topice and subfolders in Cloud Pub/Sub based on the type of data
in the messages. Learn more

Select a Cloud Pub/Sub topic
MNone -

Device telemetry events will be published to this topic by default.

+ ADD ADDITIONAL TOPIC

¢ SHOW ADVANCED OPTIONS
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Step 4

Step 5

In the Create Registry view, enter your registry ID in the Registry ID field, choose your
appropriate region from the Region drop-down list and then click SHOW ADVANCED
OPTIONS.

NOTE: You cannot edit Registry ID and Region later using the Edit Registry menu, however,
you can edit the other fields later using the Edit Registry menu.

The Advanced Settings options display.

Selact the protocols your devices will use to connect to Cloud loT Core. Leam miore

MaQTT
HTTP

Cloud Logging

Set the default logging for all devices in this registry. You can apply a different setting or
debug at the device level. Learm mare

(®) Disabled

() Errar

CA certificate (optional)

Imput method
i(® Enter manually

() Upload

In the Advanced Settings section, choose your desired device Connection Protocols, select a
Cloud Logging option and (optionally) provide your CA certificate manually or by upload.

Creating a device

This section describes how you can create a device.

Prerequisites: You have created a project and a registry.
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Step1 Fromthe loT Core menu, select Devices to open the Devices view.

D o7 Core

B  Registry details
¥ Devices

&  Gateways

il Menitoring

The Devices view displays a list of all registered devices.
Step2 To create a new device, click CREATE A DEVICE under the created registry.

Devices CREATE A DEVICE @ DELETE

Reqistry ID: niagara-reqg
asiz-east]

Devices are things that connect to the internet directly or through a gateway. Learn maore

= Filter Enter exact device IT

|:| Device ID

lo devices to display in this registry

Cloud loT Core documentation

Step 3  Enter the device ID, keep the remaining default settings, and click OK.

Creating a gateway

This section describes how to create a gateway.
Prerequisites: You have set up a project on Google platform and created a device.

Step1 From the loT Core menu, select Gateways to see all the registered gateways in a list or to create
new gateways from Gateways view.
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'Jﬁl If loT Core Gateways CREATE A GATEWAY @ DELETE
dlo
Registry detail . .
B Regity detsils Registry ID: niagara-reg
£ 4 3 Devices asiz-east]
= Gateways Gateways handle communication for low-powered devices. Learn more
fii  Monitaring = Filter Enter exact gateway ID

O Gateway ID

Mo gateways to display in this regisry

Cloud loT Core documentation

Step2 To create a new gateway under the established registry, click CREATE A GATEWAY.
Step 3  Enter the gateway ID, keep the remaining default settings and click OK.

Binding and unbinding a device

This section describes how you can bind and unbind a device to and from the gateway.
Prerequisites: You have created a device and a gateway.
Step 1 After creating the gateway, you can bind devices to the gateway to publish and subscribe data.

Step2 Fromthe loT Core menu, select Gateways to see all created gateways. In the following figure, on-
ly one gateway named “niagara-gateway” is present.

ﬂ" loT Core Gateways CREATE A GATEWAY W DELETE

M Registy detaile Registry ID: niagara-reg

£ 4 3 Devices asiz-east]

Gateways handle communication for low-powered devices. Learn more

(]

Gateways

B

Maonitoring = Filter Enter exact gateway 1D

| Gateway ID

O nizgara-gateway

Cloud loT Core documentation

Step 3 To view the Gateway details page, click the name of the gateway (for example, “niagara-
gateway”).
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“ Gatewa}r details # EDIT GATEWAY X UPDATE CONFIG % SEND COMMAND M ELOCK COMMUNICATION W DELETE

Gateway ID: niagara-gateway

Numeric 1D Registry Cloud Logging Communication
3704300922330430  niagarareg  Registry default View logs  Allowed

DETAILS BOUND DEVICES COMFIGURATION & STATE AUTHENTICATION
Latest activity

Heartbeat (MOTT enly) -
Telemetry event received -
Gateway state event received -
Config sent -
Zone Config ACK (MOTT enly) -

Error -

Authorization method

Association only

Gateway metadata

You can add or edit metadata in gateway settings. Edit gateway.

Step4 Select the BOUND DEVICES tab to open the Bound Devices tab page.

&« Gatewa}r details # EDIT GATEWAY 2 UPDATE CONFIG % SEND COMMAND M ELOCK COMMUNICATION W DELETE

Gateway ID: niagara-gateway

Mumeric ID Registry Clowd Logging Communication
3204390922330430  nisgara-reg  Registry default View loga  Allowed

DETAILS BOUND DEVICES CONFIGURATION & STATE AUTHENTICATION
= Filter Enter sxzct device T

O Device ID

Ma devices ars bound to the getewsy. Bind devices 1o associate them with this gateway.

Step5 Click to display a list of devices. Select the checkbox associated with each device
that you want to bind to the gateway, and click BIND.
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Bind devices to gateway

Select devices from the “niagara-reg” registry to bind to the “niagara-gateway” gateway.

Binding devices to the gateway will allow them to exchange MOTT/HTTP messages with
Cloud 10T Core. Limited to 10,000 devices per gateway.

= Fiher | Enter exact device |Ds separated by commas

|:| Dievice ID Communication Last seen Cloud Logging
O BacnetDevicel & Allowed - Registry default
O BacnetDevice? & Allowed - Registry default
[Q  acretDevies3 & Allowed - Registry default

No devices selected. Select 1 or more devices to bind to the gateway.

CANCEL BIND

A dialog box appears to confirm the binding status.

Gateway and device binding complete

& 2 bound successfully.
All the selected devices are now bound to the gatewsy "niagara-gatewsay’.

0K

Step 6  Click OK to clear the dialog box and display the BOUND DEVICES tab page with a list of all the
bound devices.

& Gateway details # EDITGATEWAY  f¥ UPDATECONFIG 44 SEND COMMAND MW BLOCK COMMUNICATION W DELETE

Gateway ID: niagara-gateway

Numeric ID Registry Cloud Logging Communication
3204300922330430 nizgara-reg Registry default View loga Allowed

DETAILS BOUND DEVICES CONFIGURATION & STATE AUTHENTICATION

ot device |D

= Filter Enter
] Device |0
|:| BacnetDevicel

O EacnetDevice2

Step7 To unbind a device from the gateway, select the checkbox of a bound device and then click
UNBIND.

August 3, 2022
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Creating a topic for publish and subscribe

This section describes how to create a topic for publish and subscribe.

Prerequisites: You have created a device and a gateway.

Step 1

Step 2
Step 3

To view the list of items, navigate to the left corner of your screen, click the menu button E
and select Pub/Sub.

=82 pubssub Topics O cReATETOPIC @ DELETE G HIDE INFO PANEL
T = Filter Flierio (-] m Select a topic

O o Encryption key Topic name Labels
Na topics 1z displa

Subscriptions PERMISSIONS LagELS STORAGEPOLIC >

Snapshots

©  Flease select ateast one resource
Schemas

D 8 @ ii 0

Lite Topics
Lite

Subseriptions

To create a topic, click Topics-=CREATE TOPIC.

Provide an ID for the topic (for example, “state”), keep all remaining default settings, and click
CREATE TOPIC.

The newly created topic appears in the topic list on the Topics page.

For mqgttGateway, there are two topics:

e state-projects/{Project-Id}/topics/state

* events-projects/{Project-ld}/topics/events

14
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Chapter 2 Setting up a Google gateway
in Niagara

Topics covered in this chapter

4 About the Google Mqtt Gateway component mixins
¢ GCP loT registry messages
¢ GCP loT device messages

This topic describes how you can set up a Google gateway in Niagara.
Prerequisites: You have created and started a new station.

Step1 From the abstractMqgttDriver palette, add the AbstractMgttDriverNetwork component to
the Drivers container in the Nav tree.

The AbstractMqttDriverNetwork is added to the Drivers container.
& Platform
# Station (GoogleMQTT
A sz
D Config
@ Servioes
3 orivers

fj NiagaraNetwork

[ fj AbstractMgttDriverietwork |
G Apps
a Files

Step2 From the abstractMgttDriver palette, drag the GepMgttDevice component from the
Devices folder to the AbstractMqttDriverNetwork folder.

August 3, 2022 15



Chapter 2 Setting up a Google gateway in Niagara

- # Statianm (GoogleMOTT)
A Alarm
+ B Config
[ @ Services
= P Drivers
] Elllagarb-‘ﬂema:k

I - ﬂhbs‘.rml-'q:tl:-wememnfk

| ¥ ; GepkigittDewice

b D Authentiestsss
B D.ﬂ-b:-'.rartl-fq‘.tl‘-"\c-lr-ts

Niagara MQTT Integration with Google Cloud Platform Guide

The GepMgqttDevice is added to AbstractMqttDriverNetwork.

v # Station (GoogleMQTT)
A dlarm
v 6 Config
) @Ser'.'ir.es
b e[lri\rem
p eNiagaraNeh'mrk
v Gﬂbsuacr.ik'lqttm'.'erﬂemur!-;

b ichHqttDe'.'ice
b ehpps

b @ Files

b @Hieratchjr

b @ History

After the GepMqttDevice is added to AbstractMqttDriverNetwork, a JwtKeys folder
containing a “pem” file is automatically added in the Files container of the station.

16
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Step 3

Step 4
Step 5

Step 6

Step 7

v # Station (GoogleMQTT)
!. Alarm
] @L‘unfig
v @ Files

v 0 Jwitieys

v 6 AbstractMgttDriverNetwork

E] GepMagttDevice. pem

] @ Hierarchy

by @ History

Open the pem (located in the AbstractMqttDriverNetwork folder) in the AX Text File Viewer,
copy the public key, as shown below, and add it to the GCP gateway authentication field, as
described in the following steps.

L Saation (GoogleMyTT) Jwteyn AbgtractbgrDriverietmerk ¢ GepMigitDevioe.pem F BTt File Wiewer =

----- BEGIN FUBLIC RET---——
METBI 3 ARBgioghicd G BAGE FAROCACEANT RS RCAGEACH I THaT s HAXT I tuEqal
IFOKkedatwake BeatUES sy WS+ 4 < Hp TR AN 22N Cx S DDCRC s RICFERIROC LY
Cils ImemtuiéVp200mte L tivhpBeo Ne X nkiC TR SV e e Done LaVO R IBUERTA
Rz s Y ey L S HTE Lk b0z a L JAT Te Y e S+ S1keg I To0 80508
Fma+cER) ZeXaR 11 £ 2RuSHE IW+ 16/ JUMIAKARCC S SEXS 30Ca Pl Ip+ DogviyCR
CTEVOWErMARE T1 chBg75) TT4BIY cu THRsok v EY = F522] o5 SqaGTHME rlizts
JWIDAGAS

Open the Google Cloud Platform, page  in the web browser and log in with valid credentials.

In GCP, navigate to Gateway Details and select the Authentication tab.

Google Cloud Platform e My First Project =

i 1aT Core = Gateway details & EBITa G UPDATE COMNFIG b B T AT B BLOGCE COamiLma TN W o
B oty ety "
Gateway ID: niagara-gateway
0 Cevicen Burreric Reginiry Chosd Lisgging e gt
® Geteern
= Moworing DETALS BOAUND DV COMIMGLRATION L STATE AUTHENTICATION
Eith ity o resbtid b 3 Pubies b i
0O o fomat . Enperation v
o s
o - s
o - s

To add the public key, click Add Public Key or update any individual existing key (if not in use)
with the copied public key. Select RS256 as the key format.

In Workbench, under the GecpMgqttDevice, open the authenticator property sheet to configure
the Authenticator, GCP lot Parameter, and Token Parameters properties.
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Al ytrnonM g RDvRee e bavi Tk GenMatiDevioe Butkemisarg s

Property Sheet

. authenticator (Gop Authenticator)
(@ Broker Endpoint BICT.gocgleapls. com
j Client 1 D projects/sylvan-replica-301705%/locations,
(B Broker Port 31 E ] [0~ Juoededaiad]

b %y Callback Router Mgt Callback Router

[l sl Version TLSw12
[l Expiration Date Of Bsa Keys  2033-01-33

* B8 Gcplot Parameters Gcp lot Parameters

(M Project 1d sylvan-replica-301706

M Cloud Region  |asis-sascl

) [ Registry 1d riagara-reg
[l Device Id Bisgara=gaTevay
B Client 1d projects/sylvan-replica-30070%/ locations,
- (E} Token Parameters Token Parameters

Ul Certificate Alias

B Algarithm Recammiended (R4

Tl validity 00024n Obm 002 4 [5eminutes-1day]
Il Advance Expiration 00000h 00m 10s &) [0es-Lminute]
{l Private Key Expiration |1 yr1-8]

Refer to the Google_IOT.pdf document for more details about the properties in this view.

Step8 To connect the device, right-click GepMqgttDevice—Actions—Ping. Once the ping operation is
successful, the Status Message property displays a successful status message, for example: Ping
Success: Connected to Broker.

Drivers . AbstractMqgttDriverNetwork -

A Property Sheet

(M Connection Timeout 300

f] Ti Status Message Ping Success: Connected to Broker.
: » € Points Maqtt Client Driver Point Device Ext
(s Send Enum As @ a6

77 Refresh | [F] save

NOTE: If the connection is unsuccessful, restart the station and try to connect again.

Step9 From the mqttGateway palette, add the GoogleMgttGateway component to the
GcpMgqttDevice folder in the Nav tree.
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v BDrivers
b aNiagaraNEhmrk

v 6 AbstractMgttDriverMetwork

v ; GopMgttDevice
] o Alarm Source Info
» €D Points

|l authenticator

» ©a

» Palette

= IE] E i Gateway

E

] ii GoogleMgttGateway

The GoogleMqttGateway is added to the device.
+ ) Drivers
k a MiagaraMetwork
v 6AbstracthttDriverNeh~ork
v ﬁ GepMqgttDevice

» o Alarm Source Info
» €D Points
» @ authenticator

s m GoogleMgttGateway

» E’Apps

Step 10 Configure the properties of GoogleMqttGateway.
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Step 11

20

Property Sheet

- GoogleMqttGateway (Google Mqtt Gateway)

Jl Status [ok}

. Fault Cause

(@l Enabled @ true

- Udmi Version 1.3.14

- Make

@ Model 1.4

- Firmware Version 4.11.1.16

[ Operational @ true

(@l Last Config 23-Nov-2012 11:29 AM EST
- Message Google MQOTT Integration
[ category device.state.com

(@ Level €00

© Alarm Source Info Alarm Source Info

[l Device Alarm Enabled @ true

(@l Store Payload In History @ ialse

- Serial Number

{‘} gatewayStateSchema Relative Json Schema

When the GoogleMqttGateway is added, the following actions subsequently occur:
a. Two subscribe points are added to the Points container.
* GatewayErrorSubscribePoint: subscribed to “/devices/{Gateway-ID}/errors” topic.
e GatewayConfigSubscribePoint: subscribed to “/devices/{Gateway-ID}/config” topic.

These points are updated if the gateway receives messages published to these topics from the
GCP.

The gateway publishes the gateway state message when the gateway receives a Config message
from the gateway Config topic.

For devices with the following error messages, the gateway sets the device's attach status to
false.

* GATEWAY ATTACHMENT ERROR
* GATEWAY DEVICE NOT FOUND
* GATEWAY DETACHMENT DEVICE ERROR

A Default Device Export Marker mixin is added for any existing devices or any new device. This
mixin is automatically added when the GoogleMqttGateway is added to the station.
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! Tuning Policies

i EBametDevice

Uﬁ.larm Source Info
6 Points
0‘.-'ir1:ual
OAIarms

@ Schedules

o Trend Logs

@ Config

\Jll Default Device Export Marker

@Al:ps
A

Step 12 A Default Point Export Marker mixin is added for any existing points or any new point. This mixin
is automatically added when GoogleMqttGateway is added in the station.

:I: Tuning Policies

ms BacnetDevice

o.ﬁ.larm Source Info
@ roints
Test Point
."__4' Proxy Ext
E . Default Point Export Marker
Virtual
o.ﬂ.larms

The Points folder can have subfolders, and control points are available in these subfolders. This
feature is optional and can be helpful if the device has many points. Control point names and
subfolder names should be unique. A station restart is required whenever a new subfolder is
created.

NOTE:

In order to meet requirements of the UDMI specification, the total number of subfolders should be
two less than the telemetry trigger interval (converted to seconds) divided by 10.

For example, if the telemetry trigger is set to 1 minute (60 seconds), then the maximum number of
allowed subfolders is 4, as shown in the following equation:
(60/10) —-2=4

If you need to exceed the maximum number of allowed subfolders, you can set the "store payload in
history" flag in the GoogleMgttGateway component to true and restart the station. The point telemetry is
now stored in histories and sent accordingly.

About the Google Mqtt Gateway component mixins

When you add the GoogleMgttGateway component to GepMgttDevice, two types of mixins are added to
the devices and points. This topic provides details about the added mixins.
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DefaultDeviceExportMarker

Niagara MQTT Integration with Google Cloud Platform Guide

This mixin is added to all the devices in the station.

Property Sheet

(@il Default Device Export Marker (Gcp Device Export Marker)

(@ Enabled

(@l Attached

(@l Attached Status

(@l Subscribed Topics

[l Device Name

- Dewvice State Schemas Folder
(@l Point Telemetry Schemas Folder
(o mMake

- Model

(@ Firmware Version

(@l Serial Number

(@l Last Config

- Category

[l Level

Gl Telemetry Trigger

. true

. true

Attached to the Gateway.

Gecp Subscribed Device Topics
BHU_1

Device State Schemas Folder

Point Schemas Folder

ll-Mar—2021 05:35 AM EST
device.state.com
400

4 minutes {Sun Mon Tue Wed Thu Fri Sat}

Property Value Description

Enabled true (default) or false Indicates if the device is enabled for pub-
lishing data or receiving messages from
GCP or not.

Attached true (default) or false Indicates if the device is attached to the

gateway or not.

Attached Status

read-only

Indicates the status when the device is at-
tached to the gateway.

Subscribed Topics

additional properties

See “SubscribedTopics” section below.

Device Name

default (default) editable text field

Provides a custom device name for

MQTT.

Make text Configurable property.

Model Numeric value Configurable property.

Firmware Version text Configurable property.

Last Config timestamp Reports the time when the last config
message was received from GCP.

Category text Configurable property.

Level numeric value Is updated by the Config message re-

sponse. Configurable property.

22

August 3, 2022




Niagara MQTT Integration with Google Cloud Platform Chapter 2 Setting up a Google gateway in Niagara
Guide

Property Value Description

PointSchemasFolder container Contains point telemetry schemas for the
points that are available under each de-
vice. Folders are organized as device sub-
folders for each individual point telemetry
schema, using the naming pattern "point-
TelemetrySchema_{subfolder name}",
where the default subfolder name is point-
TelemetrySchema. These schemas are
generated once the station is started and
the device is enabled.

DeviceStateSchemasFolder container Contains device state schemas for the
points that are available under subfolders
of the points folder of a device. Each sub-
folder has a device state schema with the
naming pattern "deviceStateSchema_
{subfolder name}". These schemas have
all the same properties as the deviceSta-
teSchema. The default one is deviceState-
Schema. These schemas are generated
once the station gets started and device is
enabled.

Subscribed Topics

The following contains the GCP topic details that the gateway uses to subscribe when the device is attached
to the gateway. The following topics are already created:
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Property Description

received.

Errors For the device, the errors topic for each device is subscribed by this
component. It contains the following properties:

Enabled: The topic is subscribed only if enabled.

Topic: Indicates the topic name subscribed by the gateway when the
device is attached.

Received Message: Specifies the error message received from GCP.

Last Received Time: Indicates the time when the error message is

is received.

Commands For the device, the commands topic for each device is subscribed by this
component. It contains the following properties:

Enabled: The topic is subscribed only if enabled.

Topic: Indicates the topic name subscribed by the gateway when the
device is attached.

Received Message: Indicates the message that is received while send-
ing a command from GCP.

Last Received Time: Indicates the time when the command message

received.

Config For the device, the config topic for each device is subscribed by this ele-
ment. It contains the following properties:

Enabled: The topic will be subscribed only if enabled.

Topic: Indicates the topic name subscribed by the gateway when the
device is attached.

Received Message: Indicates the message that is received as a config
message from GCP.

Last Received Time: Indicates the time when the config message is

When the gateway receives a device config message, the gateway sets
the point mixin's Enabled to true only if the point is part of the config
message from GCP in “pointset.” If not, the point mixin's Enabled is
set to false and the point telemetry is not sent for the point in the sub-
sequent telemetry message.

DefaultPointExportMarker

This mixin is added to all the points in the station.
(@l Default Point Export Marker (Gep Point Export Marker)

(@l Enabled @ true

(@l source fix
. Category device.config.validate
Ol Level 800
Property Value Description
Enabled true (default) or false Specifies if the point is enabled for publishing
data or updating values from GCP or not.
Source read-only Configurable property
Category read-only Configurable property
Level numeric value Configurable property

24
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GCP loT registry messages

There are two types of messages that can be sent from the GCP loT registry.

Figure 1  GCP loT registry messages
& Gateway details # EDITGATEWAY ¥ UPDATE COMFIG 4 SEND COMMANE B ELOCK COMMUMICATION B

1. Config: On the GCP loT page, select UPDATE CONFIG to open a window that is used to send gateway
config data to the gateway over the “/devices/{GATEWAY-ID}/config” topic. Last Config property of
the gateway component in Niagara is set to current time if the config message is empty and set to
time sent in timestamp property of the config message for the valid schema.

NOTE: Config messages follow the strict schema.
2. Command: You can send a command by clickihng SEND COMMAND.

GCP loT device messages

There are two types of messages that can be sent from the GCP loT devices.

Figure 2 GCP loT device messages
[ Device details # EDIT DEVICE £ UPDATE COMFIG A SEND COMMANE B BLOCK COMMUMICATION @ DELETE

1. Config: On the GCP loT page, select UPDATE CONFIG to open a window that is used to send device
config data to the gateway over the “/devices/{DEVICE-ID}/config” topic. Every time a config message is
received, the publishDevcieState action is called.

e Last Config property is present in DeviceExportMarker of the device in Niagara. It is set to cur-
rent time if the config message is empty and set to time sent in the timestamp property of the
config message for the valid schema.

* Level property of DeviceExportMarker for the device is set tomin loglevel value.

* DeviceExportMarker—Subscribed Topics—»Config—Last Received Messages for the device is up-
dated with the current time when config message is received.

¢ DeviceExportMarker—Subscribed Topics—+Config—»Received Messages for the device is updated
with the the message sent.

¢ Network (containing the device)-»Tuning Policies—»Default Policy—~Min Write Time is set to sam-
ple limit sec value.

¢ GoogleMqttGateway—Telemetry Trigger—Trigger Mode—Interval is set to sample rate sec
value.

* The points are set to their corresponding fix_value value if its value is valid for the point type.
For example:
{

"version": 1,

"timestamp": "2018-02-17T16:24:28.3642",
"system": {

"min loglevel": 500

}y

"pointset": {

"sample limit sec": 60,
"sample rate sec": 70,

"points": {

"NumericWritable": {
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"fix value": 23

}

}
}
}

NOTE: Config messages follow the strict schema.

2. Command: You can send a command by clickihng SEND COMMAND.

26

DeviceExportMarker—Subscribed Topics—»Config—Last Received Time for the device is updated
with the current time when the command message is received.

DeviceExportMarker—Subscribed Topics—»Config—Received Messages for the device is updated
with the message sent.
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Topics covered in this chapter

¢ Gateway actions

This section describes the gateway actions on the GoogleMqttGateway component.
Gateway actions for the MQTT integration with GCP include:

¢ Add Payload Schema

e Attach All

e Detach All

e Publish Gateway State

¢ Publish Device State

® Publish Device Event

Gateway actions

This section gives you detailed information about the gateway actions on the GoogleMqttGateway
component.

Actions
To invoke the actions, right-click GoogleMqttGateway, select Actions and click the appropriate action.

% Niagara Workbench

File Edit Search Bookmarks Tools Window  Help

‘ 0- o N

My Host : IEGTLTH96J122.global.ds.honeyweliRatalels b Attach All

New > Detach All

Add Payload Schema
, A Edit Tags
® My Network & Publish Gateway State

@ services Make Template Publish Device State

® orivers cut Publish Device Event

NiagaraNetwo ;
6 - Copy ‘ Alarm Alarm Database

@ AbstractMqttD:

Paste 6 Config The station configuratiol
Paste Special @ Files File System accessed ove
Duplicate & Spy Diagnostics information
Delete @ Hierarchy Hierarchy views of remot

Find @ History History database
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Add Payload Schema

This actions adds required payload schemas to the mixins, which adds JSON schemas to the gateway state,
device state and point telemetry. This action is automated at the start of station and required before attach-
ing the device or publishing a message to GCP.

Attach All

The GCP gateway attaches BMS devices to the gateway in GCP as non-gateway devices. If a device fails to
attach to the gateway, the information in the Status property on the Device Mixin component is updated.

Detach All

The GCP gateway detaches BMS devices from the gateway in GCP. If a device fails to detach from the gate-
way, the information in the Status property on the Device Mixin component is updated.

Publish Gateway State

The GCP gateway publishes the gateway state from Niagara using the Gateway State UDMI schema.
The gateway state metadata consist of the following information:

* Version: Use the latest UDMI Version.

¢ Timestamp: Current timestamp.

e Make_Model: Configurable property on the gateway.

* Last Config: Timestamp of the last received gateway Config message.

¢ Operational: Configurable property on the gateway.

* Message: Configurable property on the gateway for sending message to the cloud.

e Category: Defaults to device.state.com. Configurable property on the gateway.

e Level: Defaults to 600. Configurable property on the gateway.

e Error_ids: Devices with attach error.

You can retrieve gateway state messages in GCP console by using the subscriptions and pull command:

Forexmﬂpb:gcloudpubsubsubscriptionspull—auto—ackprojects/sylvan—replica—
301709/subscriptions/state-sub -1imit 20

Gateway Data:

{"system":{"software":{firmware":""}, "operational":true, "serial no":"","hardware":
{MQTT"model":"", "make":""},"last config":"2018-11-23T11:29:00.004-0500",
"status":{"level":600, "message":"","category":"device.state.com",
"timestamp":"2022-08-01T16:33:41.324-0400"}},"version":"1.3.14",

"gateway":{"devices": [{"AHU-4":{"status":{"level":600, "message" :"Error attaching device",
"category":"device.state.com", "timestamp":"2022-08-01T16:33:41.834-0400"}}1}11},
"timestamp":"2022-08-01T16:33:41.324-0400"}

Publish Device State

GCP gateway publishes the device state for all the BMS devices from Niagara using the Device State UDMI
schema.

Device state metadata consist of the following information:

* Version: Use the latest UDMI Version.

* Timestamp: Current timestamp.

* Make_Model: Configurable property on the device added through mixIn.

e Last Config: Timestamp of the last received Config message.
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* Operational:This field in JSON represents the current state of the device in Niagara. The Operational
value is true if the device is withok status. If the device is in fault/down state, the operational value is
set to false and “statuses” will be updated with the fault cause..

* Message: fault cause value in case device is in fault/error status.
e Category: category of the status. Default is “device.state.com”. Configurable property..
You can retrieve device state messages in GCP console by using the subscriptions and pull command :

Forexmnpb:gcloudpubsubsubscriptionspull—auto—ackprojects/sylvan—replica—
301709/subscriptions/state-sub -1limit 20

BacnetDevice1 Data:

{"system":{"software":{"firmware":""}, "operational":false, "serial no":"
","hardware":{"model":"", "make":""},"last config":"2018-02-15T11:35:00.004-0500",
"status":{"level":600, "message":"{fault}", "category":"device.state.com",

"timestamp":"1969-12-31T719:00:00.000-05:00"}}, "pointset": {"points":{"point 41":
{"units":"NULL", "status":{"1level":800, "message":"{fault,stale}@def",
"category":"device.config.validate","timestamp":"2022-08-01T16:34:20.080-04:00"}1}},
"version":"1.3.14","timestamp":"2022-08-01T16:34:19.571-0400"}

Publish Telemetry State

The GCP gateway publishes point data for all the BMS devices from Niagara using the Pointset UDMI
schema.

There is a mixin for points with a boolean property to indicate if the point should be included in the teleme-
try data. This Boolean property is configurable.

BacnetDevicel . Points . BooleanWritable . Default Point Export Marker

(@l --faultPointExport Marker [ ..fault Point Export Marker

Property Sheet

- Default Point Export Marker (Gcp Point Export Marker)
(Ml Enabled (@ false
:i Source fix
- Category device.config.validate
:i Level 400

etNetwork + . BacnetDevicel . Points . NumericWritable . Default Point Export Marker

A [ ..fault Point Export Marker [ ...fault Point Export Marker

Property Sheet
- Default Point Export Marker (Gcp Point Export Marker)
(@l Enabled @ e

:i Source fix
- Category device.config.validate
:i Level 200
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You can retrieve point telemetry messages in GCP console by using the subscriptions and pull command :

Forexmhpb:gcloudpubsubsubscriptionspull—auto—ackprojects/sylvan—replica—
301709/subscriptions/events-sub —-1imit 20

Telemetry Data

{"version":1,"timestamp":"2021-01-28

18:05:45.664+0530", "points": {"NumericWritable": {"present value":66}}} | 2004867416053967 | |
devicelId=BacnetDevicel
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Glossary

Google Cloud Platform

A suite of products and services that include:
* Google Compute Engine

* Google Container Engine

* Google BigQuery

* Google Cloud Datastore

e Google Cloud DNS

These are the technologies that Google uses in their own products and
services.

Device A physical box running Niagara and CloudLink for connectivity to Niagara
Cloud Suite services. For example, this could be a JACE, a Niagara Supervisor,
or a virtual machine running Niagara.

JWKS JSON Web Key Set
It is a set of keys containing the public keys used to verify any JSON Web
Token (JWT) issued by the authorization server.

JWT JSON Web Token
It is an open standard that provides secure authentication between the client
and server.

JSON JavaScript Object Notation
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