Technical Document

Niagara Station Security Guide

July 25, 2019

mi(:)gara4



Niagara Station Security Guide

Tridium, Inc.

3951 Westerre Parkway, Suite 350
Richmond, Virginia 23233

U.S.A.

Confidentiality

The information contained in this document is confidential information of Tridium, Inc., a Delaware
corporation (“Tridium”). Such information and the software described herein, is furnished under a license
agreement and may be used only in accordance with that agreement.

The information contained in this document is provided solely for use by Tridium employees, licensees, and
system owners; and, except as permitted under the below copyright notice, is not to be released to, or
reproduced for, anyone else.

While every effort has been made to assure the accuracy of this document, Tridium is not responsible for
damages of any kind, including without limitation consequential damages, arising from the application of the
information contained herein. Information and specifications published here are current as of the date of this
publication and are subject to change without notice. The latest product specifications can be found by
contacting our corporate headquarters, Richmond, Virginia.

Trademark notice

BACnet and ASHRAE are registered trademarks of American Society of Heating, Refrigerating and Air-
Conditioning Engineers. Microsoft, Excel, Internet Explorer, Windows, Windows Vista, Windows Server, and
SQL Server are registered trademarks of Microsoft Corporation. Oracle and Java are registered trademarks
of Oracle and/or its affiliates. Mozilla and Firefox are trademarks of the Mozilla Foundation. Echelon, LON,
LonMark, LonTalk, and LonWorks are registered trademarks of Echelon Corporation. Tridium, JACE,
Niagara Framework, NiagaraAX Framework, and Sedona Framework are registered trademarks, and
Workbench, WorkPlaceAX, and AXSupervisor, are trademarks of Tridium Inc. All other product names and
services mentioned in this publication that are known to be trademarks, registered trademarks, or service
marks are the property of their respective owners.

Copyright and patent notice

This document may be copied by parties who are authorized to distribute Tridium products in connection
with distribution of those products, subject to the contracts that authorize such distribution. It may not
otherwise, in whole or in part, be copied, photocopied, reproduced, translated, or reduced to any electronic
medium or machine-readable form without prior written consent from Tridium, Inc.

Copyright © 2019 Tridium, Inc. All rights reserved.

The product(s) described herein may be covered by one or more U.S. or foreign patents of Tridium.



Contents

About this gUIdEe .........uuuuuueunueeiunninntinitntettttteneieniieiteeieeeee s sesssssssssssssssssssnsees 7
Document change 10g ......ceeviiiiiiiiiiiiiiiiee et eeeees 7
Related doCUMENTS ...cooeiiimiiiiiiieii e 9

Chapter 1 About station SeCUritY....cccccirrrmmrueeniiiiiiniinninnnneciiiiineerneennnseeeeesssnes 11
Security Precautions............oooeiiiiiiiii i 11
Security best Practices.........oovvvuiiiiiiiiiiiiiiiiiii 12
Security Dashboard oVervieW...........cceeeeeeeeiiiiiiiiiiiieree et eeeeeneees 13

Chapter 2 Secure COMMUNICAtION ...ccveerrirennneeeeessssicnenrerasssesessssssnsssssssssnsesssssns 15
Client/server relationships .........cccccvviiiiiiiiiiii 15
COrtITICALES -ttt et e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaas 16

Self-signed certificates ........ccoceeveiememeiiiiiiiiieieieeeeeeeeeeeeeeeeeeeeeee e 17
KEYS it 18
How certificates verify identity...........ooooeiiiiiiiiiiiiiiies 19
ENCryption .......cuviiiiiiiiii 19
Naming conVeNtion .........ccuuuiiiiiiiiiiiiiii e 19
Certificate StOres......ccuviiiiiiiiiiiiiiii i 20
Accessing the stores........ooovvveiiiiiiiiieeee 20
Stores folder structure.........ccoovviiiiiiiiiiiniiii 21
Stores file NAMES .. .. 22
CSR TOIAEr SEIUCTUIE ...ttt e e e e e e e e 22
Creating a CSR folder StruCture........uuuiiiiiiiiiiiiieieiiiniienieenneeeeeeeeeeeenns 22
Certificate SEt UP.....ioiiuiiiiiiiiiicccc e 23
Root and intermediate certificate checklist...........cccccvviniiiiiiiinnii, 23
Supervisor/engineering PC checklist .............ccccccoinniiiiiinnn. 24
Platform and station checklist .........ccccceeiiiiiiniiiiiiinniiii, 24
Opening a secure platform connection (niagarad)...........ccccceeeennne. 25
Enabling the NiagaraNetwork.............oooiiiiiiiiiiiiiiiiis 26
Confirming client/server relationships ...........ccccccceeiiviiiiniiiiinnnne. 27
Creating a root CA certificate .......ccceovvvemieeeeeeriniiieeieee e, 27
Creating a server certificate .......cceeeeriieiiiiiiiiiiiieee, 30
Creating a code-signing certificate........ccceeeeeerineiieeeeeeinniiiieeeeeenn. 31
Creating @a CSR.....oiiiiiiiiiii 33
SigNING @ CertifiCate..cooeeeereiiititee e e e e e e e e e e 33
Importing the signed certificate back into the User Key
STOME s 35
Installing a root certificate in the Windows trust store...................... 35
Exporting a certificate ........cceeeieiiiiiiiiiiiiiiini s 36
Manually importing a certificate into a User Trust Store ................... 37
Installing @ certificate.......cooueiiiiiiiiiiiiiiii s 37
Station health confirmation.............cceiiiiiniiiiiii e, 38
Viewing session information.........c..eeeeeierieriiieeieeeenneiiiieeeee e 39
Allowed hosts management.........ccccceevumemeieieiiiiiiiieeeeeeereeeeeeeeeeeeee 39
When a certificate expires..........ccocueeviiiiiiiiiiiiiiic, 40

July 25, 2019 3



Contents

Niagara Station Security Guide

Deleting a certificate .....ccoeeeeiiiiiiiiiiiiiiiiiiie s 40
Configuring secure platform communication ..........cccccoeiiiiiiiiniiiiiinnn. 40
Configuring secure station commuNICation .........ccccuveeeeeierreiiieeeeeeennenneee 41
Enabling clients and configuring them for the correct port.............cc.occ... 41
SeCUrING €Mail.ccciiiiiiiiiieeiieii ittt eeeeeeeees 41
Secure communication troubleshooting .........ccccccveiiiiiiin. 42

Default TCP/IP POItS ....ccuviiiiiiiiiiieiiiccieceieecce e 45

Certificate management when replacing a controller ....................... 45

Chapter 3 User authentication........cccouirreerereeeiiiiinnernninnnneeccssssnnnnnnesanseceeesssses 47
User authentication checklist ...........cccccciiiiiniiiiin 47
Authentication SChemMES ..o 48
Set up client certificate authentication............cccceeiiviiiiiniiiiin. 49

Admin workflow for client certificate authentication ...........c............ 49

User workflow for client certificate authentication ...............ccceenees 51
Logging in via browser using client certificate authentication ..................... 56
Logging in via Workbench using client certificate authentication ................ 58
Enabling a kiosk-like mode using ClientCertAuth.........cccoeevviieiiiiiiiiiiinnenn... 58
Setting up Google authentication ..........cccccceiiiiiniiiii 59
SINGIE SIGN OMN ettt 59

Creating a User Prototype for SAML Authentication .........ccccceceee.. 61

Configuring the SAML Authentication Scheme ...........cccovvviiiiinnenn... 61

Customizing SAML attribute mapping........cccceeevviiiiiiiiiiiiniiiieene, 63

Logging in with SAML SSO ......ccciiiiiiiiiiiiiiiiiiieeteeeerrereeee e 63
NETWOIK USEIS....eeiiiiiiiiiiiiiiiiiitee ittt ee e 65

Challenge ...ttt 65

User Service changes........cccoiiiiiiiiiiiiiiiiiiiiiiiiiecceeees 65

NiagaraNetwork changes ..........cooooiiiiiiiiiiiiiiiis 66

Network user related properties..........ccccceevvniiiiiieiiiniiinicecinnn, 66

User prototypes ........cuuuuiiiiiiiiiiiiiiiiiiic s 67
Station-to-STation USErS ......ciiiiiiuiiiiiiiiieeiiie ettt e 70
Adding or editing @ USEI ...ttt 70
Assigning authentication schemes to Users...........ccovevviviiiiiiieeeeeeeeeeeinennnne. 71
Password management ........ooooiviiiiiiiiiiii e 71

Setting up password strength ...........cccooviiiiiiinnii 71

Setting up password Options .........cccceeievviiiiiiieeiinniie 72

Setting up a user's Password .........ccccceiiviiiiiiii 72
Logging 0N 10 @ StatioN......cceuuiiiiiiiiiiiiiiiie et 72
Station Auto Logoff........cociiiiiiiiiiiiiiiii 74
Changing your password ...........c.ciiiiiiiiiiiiiciiiiiiii e 74
User authentication troubleshooting ...........cooooiiiiiiiiiiiiiiiiiiie 75

Chapter 4 Authorization management..........cueeeeeeiiciinnnneeeencccssssnneeeeeecscsnnes 77
Component permissions checklist .............ccccccooviiiiiniiii 78
Component permission level.............cccoooiiiiiiiiiii 78

Changing a component Config flag.......ccccceeiiiiniiiiiiiinnnin, 78

UserService permission levels .............ccooviiiiiiiiiinniinii 79

July 25, 2019



Niagara Station Security Guide Contents

O =Y o) 4 1=t PP P PP R PR TPPPPPPPPPRt 80
Basic categories ......cccviiiiiiiiiiiiiiiic 80
Adding and editing a basic category ........c.cccuueeeeiiiiiiiiiiiiiiiiieeeeeeenn. 80
Assigning a component to a basic category..........cccceiiiiiiiiiiiiin, 81
Deleting a category Name........ccooevviiiiiiiiiiiiieieee s 82

Roles and permissions ...........cccccovviiiiiiiiiiniiiiii 83
Adding roles and permissions ...........cccccovvviiiiiiiiiiniiinin 83
Adding @ CoMPONENt.........viiiiiiiiiiiiiiiieiiee e 85
Editing roles and permissions .............cccoouviiiiiiiiiiiiii 85
AssigNiNg roles to USErs.......cccoeeeieiiiiiieieeeeeeeeeeeeeeeeeeceeeee e 86
Confirming aCCess SECUNY...ccuuuverieieeriiiiiiieeeee et e e e e sereeeee e 86
Reviewing permissions ...........cccccoeveeimiiiieiiiiiniiiiiieec e 86
ANcestor Permissions ...........cceeeeiiiiiiiiiiiiiiiii 87
File permissions .........ccccoveviiiiiiiiniiiiiiicc e 87
History permissions .........ccccccviiiiiiiiiiiiiii 87

Component permissions troubleshooting..........ccccovviiiiiiiiiiiiiiiii, 88

Chapter 5 Components, views and Windows ..........cceeeeiueeeeeeereiiisnnneneennecnnnee 89

LOFeTy 5T oTe] o =T o £ J PO 89
baja-AuthenticationService .........cccccevvviiiiiiiiiiiiiiiiie e, 89
baja-AuthenticationSchemeFolder ............ccccevivviiiiiiiiiniiiieeeeen, 89
baja-SSOCONTIGUration ........oveuereiieieiiiiiee e 90
baja-DigestSCheme ......cooeiiiiiiiiiiiiicee e 91
baja-GlobalPasswordConfiguration..........ccccuuuiiiiiiennriiiiiiiiiiiiinnenn.. 91
baja-AXDigestSCheme............euviiiiiiiiiiiiiiiiiiiiiiiiieee e, 92
baja-HTTPBasicAuthenticationScheme .........cccccccceiiiiniiinnnnnnnnie. 92
baja-CategoryServiCe .......uuuuuuiiiiiiiiiiiiiiiiiiiiieieieieeeee e 93
ROIESEIVICE ..t 94
baja-UserPrototype .......cccccovvumiiiiiiiiiiniiiiiien 94
Daja-USErService ..cuuuuuueieeiiiiiiiiiiiiiieee ettt et 95
clientCertAuth-ClientCertAuthScheme .........ccccccovvviiiiiiiinninnnnee 101
FOXSEIVICE .uuuiiiiiiiiiiiiiiii 102
NSS-SECUNityServiCe.....uuiiiiiiiiiiiiiiiii 105
saml-SAMLAttributeMapper..........cccoovuiiiiiiiiiiiiiiiici 106
saml-SAMLAuthenticationScheme........c.occciiiiiiiinniii, 108
samlEncryption-SamIXmIDecrypter ........cccccuviiiiiiniinniiiiiiinnnnnne, 109
Web-WebService ...ttt 109

Plugins (VIEWS) ..eeeeeeieiiiiiiiiiiieieie e ee e 114
nss-SecurityDashboardView.........cccccoveeiiiiiiiiniiiniieeiiniiieeeeeenn 114
platCrypto-CertManagerView...........c.cccoovuiiiiiiiiiiiiiiicccciieecee, 117
WhULI-CategoryBroWSer..........eieeeeeeiiiiiiiiieeeeeeeeeeteeiiiieeeeeeeeeeeeenns 123
Wbutil-CategoryManager.......cceeeeeeieieiiiiiiiiieeeeeeeeeeeeiiiiceee e e eeeeeeens 124
whbutil-CategorySheet ... 125
wbutil-PermissionsBrowser .........cccccuvvveiiiiiiiiiiiieiiiiiieeeecees 126
wbutil-RoleManager ..........uueuiiiiiiiiiiiiiiicceee e 128

WINAOWS . .ciiiiiiiiiiiiiiiiiiiiiiie e e e e 129
Certificate Export Windows..........cccccovuiiiiiiiiiiiiiiiccicccic 129

July 25, 2019 5



Contents

Niagara Station Security Guide

Edit history export Window.........ccccovvuiiiiiiiiinniiiiceinnineeeen, 131
Generate Self-Signed Certificate window .........ccccceeeeiiiininnnnnnnnne. 132
New category WiNdOWS .......ccooeiiiiiiiiiiiiiiiiieie s 134
New/Edit roles WindoW ........cccooiuiieiiiiiiiieeieiceee et 134
Platform Authentication Window ............coeeviiiiieiiiiiiieieeiiieee e, 135
Platform Connect WindOW ...........ueeiiiiiiieeieiiiieeeeeeieee e 136
Platform TLS Settings «.ecceeveemererieeeerieiiieeeeeeeenieeeeeeeeseiireeeeee e 136
Permissions Map .......ccccccvvviiiiiiiiiii 137
Session INfO WINAOW ....ccuuuiiiiiiieii e 138
Station Authentication Window ..........ccoeiiiiiiiiiiiiiiieiiciiee e, 139
Station Connect WINAOW.........ccuueiiiiiiiieeiiiiiie e e e 139
....................................................................................................... 141
....................................................................................................... 143

July 25, 2019



About this guide

This topic contains important information about the purpose, content, context, and intended audience for
this document.

Product Documentation

This document is part of the Niagara technical documentation library. Released versions of Niagara software
include a complete collection of technical information that is provided in both online help and PDF format.
The information in this document is written primarily for Systems Integrators. In order to make the most of
the information in this book, readers should have some training or previous experience with Niagara 4 or Ni-
agaraAX software, as well as experience working with JACE network controllers.

Document Content

This document provides guidance and best practices designed to help you configure and maintain secure
stations while taking advantage of the benefits that internet connectivity offers.

Document change log

This log provides the date this document was released and lists any subsequent document updates that have
occurred.

July 25, 2019
Many changes throughout to support the Niagara 4.8 release, including the following edits:
® In Chapter 1, added a section on the “Security Dashboard feature”.

* In Chapter 3, edited “Configuring a user for Client Certificate Authentication”, and added a new proce-
dure for “Enabling a kiosk-like mode using client certificate authentication”.

¢ In Chapter 4, added a note to the “Reviewing permissions” procedure.

* In Chapter 5, added a component topic on the “nss-SecurityService”, and view topic on the “nss-Securi-
tyDashboard”. Also added information about the Station Link Config property to the “nss-SecuritySer-
vice” component topic. Edited the “wbutil-PermissionsBrowser” topic, to add information on
improvements to the Permissions Browser view.

February 11, 2019

* In Chapter 3, edited the “Authentication Schemes” topic to add information on the Client Certificate Au-
thentication Scheme and the GoogleAuthenticationScheme.

* In Chapter 3, added two sections with associated procedures: the “Admin workflow for client certificate
authentication” and “User workflow for client certificate authentication”.

¢ Added these component topics to Chapter 5: “clientCertAuth-ClientCertificateAuthenticationScheme”
and “gauth-GoogleAuthenticationScheme”.

November 14, 2018

e Edited the component topic, “saml-SAMLAttributeMapper”, to add information on a recent configura-
tion change to handle multiple values returned from the IdP for the prototypeName attribute.

* Edited the component topic, “saml-SAMLAuthenticationScheme”, to add information on SAML metada-
ta URL which can automatically generate the station's SAML metadata XML.

¢ Added the component topic, “saml-Sam|Xml|Decrypter” which you can add to a SAMLAuthentication-
Scheme to configure a certificate for decryption.

¢ Edited component topics, “wbutil-CategoryBrowser” and “wbutil-CategorySheet” to add note on behav-
ior new in Niagara 4.8.

* Minor changes in the procedure, “Customizing SAML attribute mapping".
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August 8, 2018

Correction to specified SP metadata in prerequisites for “Configuring the SAML Authentication Scheme”
procedure.

May 17, 2018

Added a caution regarding giving admin write permissions on the Role Service to the following topics: Roles
and permissions”, “Role Service”, and “Role Manager”.

March 2, 2018

In the “Single Sign On"” and “Components” sections, added information on the baja-UserPrototype which is
required for SAML authentication; also added the procedure, “Creating a User Prototype for SAML
authentication”.

February 15, 2018

Edited the procedure, Configuring the SAML Authentication scheme,” to add information on required SAML
SP metadata that must be shared with the SAML IdP. Expanded on information provided in the “saml-SAM-
LAttributeMapper” component topic, and added a procedure for “Customizing SAML attribute mappings”.

January 24, 2018

Changed the topic title “Auto Logoff" to “Station Auto Logoff” and clarified wording throughout. Also
edited property descriptions for Auto Logoff settings in the “baja-UserService” component topic.

November 13, 2017

In the topic, “About station security”, under authorization management list item, deleted a note discussing
unsupported tagged categories.

October 12, 2017

* Inthe User Authentication chapter, edited the “Authentication Schemes” topic; added the “Single Sign
On” and “Auto Logoff” topics; and added these procedures: “Configuring the SAML Authentication
Scheme” and “Logging in with SSO".

* Inthe Components chapter, added the "sam|-SAMLAttributeMapper”, and “saml-
SAMLAuthenticationScheme” topics; and edited the “baja-SSOConfiguration”, and “baja-UserService”
topics.

¢ Significantly edited the topics in the Secure Communication chapter, rewriting “Creating a server certifi-
cate,” adding “Creating a root CA certificate, and “Creating a code-signing certificate.”

* Added “Provisioning a job to install a certificate” to the same chapter.

e Added references to code-signing certificates through the chapter.

e Added “Certificate Export windows"” to the Components, views and windows chapter.
September 20, 2017

e Added the topic “When a certificate expires” to the “Certificate Setup” chapter.

e Updated multiple topics in the “Certificate Setup” chapter to include the code-signing certificate.

September 14, 2017
Updated the WebService property description in web-WebService topic.

September 13, 2017

Updates to WebService properties and descriptions in the web-WebService component topic

August 31, 2017

The following list of modifications are included in this update:
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* In the topic baja-UserService, added the description about “Effect of property changes on user session”

* In the topic “Configuring Secure Platform Communication” and “Platform TLS Setting” modified the de-
scription for Platform TLS setting window.

¢ Created new topic WebService cacheControl under the chapter Components, views, and windows.

* Restored Network User content (formerly found only in legacy documentation) and updated that content
to reflect user synchronization feature support currently in Niagara 4.

* Added baja-AuthenticationService components to the Components section.

* Revised the Preface section to remove content which now makes up the chapter, “About station
security.”

* Inthe User Authentication chapter, updated several topics to update the name of the LegacyDigest-
Scheme which changed to AXDigestScheme in Niagara 4.

July 13, 2016
Updated to support rebranding (minor changes throughout)

November 6, 2015

Updates to WebService properties description in web-WebService component topic
August 23, 2015

Initial release document

Related documents

Following is a list of related guides.
* Niagara Drivers Guide
* Niagara Platform Guide

® Niagara 4 Hardening Guide (available on www.tridium.com\resources\library)
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Chapter 1 About station security

Topics covered in this chapter

4 Security precautions
# Security best practices
# Security Dashboard overview

Security begins with the way you configure and monitor each station. It involves setting up secure
communication, secure email, secure user credentials, and configuring components, categories, hierarchies,
and roles to grant users access only to the system objects they need to do their jobs. Ultimately, your
system will only be secure if you take full advantage of Niagara 4's enterprise security features, and if you
configure your network effectively. Although the defaults are designed to be as secure as possible, your
system will remain vulnerable if you rely solely on factory defaults. The aspects of station security that
require configuration are settings for secure communication, user authentication and authorization
management.

* Secure communication provides:

- Server identity verification, which prevents man-in-the-middle and spoofing attacks. To set up the
digital certificates that verify server identity. you use the Certificate Manager view.

— Data encryption (foxs/https/platformtls), which prevents eavesdropping during the actual
transmission of data. You define the key size used to encrypt data transmission when you create each
certificate.

- Secure email communication. To configure email security, you use the EmailService.

* User authentication protects against malicious access by ensuring that only legitimate users (human or
station) can log in using Workbench or a web browser. You use the AuthenticationService to
activate the authentication schemes the station needs, and the UserService to assign the
authentication scheme and login credentials to individual users (human or another station). You can add
multiple schemes, each of which may be used by a different user.

* Authorization management involves defining which component slots, files and histories are accessible,
which users may modify them, and what modifications users may make Niagara uses role-based access
control, where users are assigned roles that are mapped to component permissions. You use the
CategoryService to set up component categories (groups of components), the RoleService to
assign permissions, and the UserService to assign roles to users.

NOTE: Platform security is beyond the scope of this document.

Security precautions

Whether you are protecting assets in a single building or in a large, multi-site application, station security is
critical. The practical implementation of a secure device network relies on basic common sense.

Interret| - Do not connect any station directly to the Internet. If you need remote access, use a VPN (Virtual
. Private Network) solution where your devices are protected behind a fire wall, but remotely ac-
& | cessible. Your VPN solution should incorporate RSA two-factor authentication.

@ Do not share accounts (log on using someone else’s credentials). Always log on as yourself.

== Do not create a certificate (and key pair) on a local computer and download the certificate into
@@ the User Key Store of each remote controller. Each host requires its own unique certificate, pub-
lic and private keys, which should be generated by the controller and should reside only in the
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controller or on a backup medium that is physically protected. Transmitting a certificate with its
private key exposes the key to the risk of capture during transmission.

Do not commission a remote controller over the internet. If it becomes necessary to replace a
~==== controller, physically travel to the location, take the controller off the network, connect a cross-
over cable, and import the backed-up stores. While the Key and Trust Stores are backed up with

the station, they are not part of a station copy.

#es | Do not mix secure platforms with platforms that are not secure on the same network. All control-
Eox . .
e | lers and Supervisor stations must be secure.

Foxs

Hetp

issued by| Do not use self-signed certificates. In a CA-signed certificate, the Issued By property is not the

S| Sameas the Subject.

Do not use guest accounts. They are easy to hack.
Guest

Do not use default passwords or passwords that can be easily guessed by attackers, such as birth
Nitgeril23|  dates, short words, and real words. Use different passwords for each entity. For example, use dif-
ferent usernames and passwords for your system password, platform credentials and station cre-
dentials. Implement strong passwords and change them frequently. Store and use passwords
securely, strictly controlling access to file systems.

Do not rely on an NTP (Network Time Protocol) server that you do not directly control. If your
NTE | Ni k depend INTP for the time of d dth i -
Pl iagara network depends on an externa server for the time of day, and that server is com
promised or spoofed, your Niagara system may be harmed. For example, locks may be turned
off, the alarm system disabled, etc. If you use an NTP server, it must be an internal server that is
physically controlled by your trusted organization.

— Be warned. If your Niagara system is dependent on an external weather service, and if that
(,,,eam; weather service is compromised or spoofed, any logic in your system that uses the temperature
=i/ for heating or cooling, or any other purpose may be harmed.

Security best practices

In today’s world, ensuring the security of your device network is extremely important. While managing digi-
tal certificates and passwords may seem like an excessive burden, the cost of the alternative is so substantial
that you must assign resources and take the time to implement the best practices covered by this topic.

Always upgrade your platform and station to the latest software version. Install all patches and
software updates.

&
)g%f‘?

= Physical security is crucial. Secure all computer equipment in a locked room. Make sure that each
@ station is only accessible by authorized users.

Physically protect wiring to prevent an unauthorized person from plugging in to your network.

Use digital certificates to secure data transmission over wires or wireless connections. If you must
connect a host station directly to the public Internet, make sure you are using CA-signed
certificates.

A

If your company is acting as its own CA (Certificate Authority), your root CA certificate must be
separately installed in each station’s User Trust Store and each browser.

ES
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@ Physically protect the medium (usually a USB thumb drive) you use to back up and transport ex-
% ported certificates.

Install browsers using only a trusted installation program. The program you use installs third-
@——| party certificates from CAs, such as VeriSign and Thawte. These must be trustworthy certificates.

Foxd|  For high-traffic stations (especially stations that provide public access to a controller network),
aé secure Niagarad with a separate certificate from that used for your FoxService and

“Seb :
WebService.

Back up each station regularly. Embedded systems, such as JACE controllers write audit informa-
@ tion to a rolling buffer. To avoid losing a station’s audit trail, regularly export audit histories to a
Supervisor station.

Security Dashboard overview

In Niagara 4.8 and later, the Security Dashboard feature provides (for admin and other authorized users) a
bird's eye view of the security configuration of your station. This allows you to easily monitor the security
configuration in many station services, and identify any security configuration weaknesses on the station.

CAUTION: The Security Dashboard View may not display every possible security setting, and should not
be considered as a guarantee that everything is configured securely. In particular, third party modules may
have security settings that do not register to the dashboard.

The Security Dashboard view is the main view on the station’s SecurityService. The view alerts you to secur-
ity weaknesses such as poor password strength settings; expired, self-signed or invalid certificates; unen-
crypted transport protocols, etc., indicating areas where the configuration should be more secure. Other
reported data includes: system health, number of active accounts, inactive accounts, number of accounts
with super-user permissions, etc.

Figure 1 Example Security Dashboard View

r
SecurityService 5 [@ Security Dashboard View v [X] |

System View | Station View

Walcan All the users in the station are
superuser.

A Super User with name "admin™

o exists.
Unsigned program objects can be
o executed.
'{he following modules are not
Alert 1 Warning 42 OK 45 Info 31 3 O “'"“‘a'"p_e": aap"’”t'aap_"“‘"’b"’
TOTAL FEATURES Hide Hide Hide Hide The following modules are signed
with a self-signed certificate: aaph...
The following modules are unsigned:
& Alert n testLexicon-rt.
Https Min Protocol is TLSv1.0+.
Warning 11
Certificate is self-signed: tridium.
OK 11
Info 7 MORE
Bajor Unsigned program objects can be Earth Unsigned program objects can be Federation Https Min Protocol is TLSv1.0+.
executed. executed. . .
The following medules are not The following medules are not Unsigned program objects can be

executed.

timestamped: aaphp-rt, aaphp-wb... timestamped: aaphp-rt, aaphp-wb...

The following modules are not

The following modules are signed timestamped: aaphp-rt, aaphp-wb...

with a self-signed certificate: aaph...

The following modules are signed
with a self-signed certificate: aaph...
The following modules are signed

I;ilfz)lglii\:"lvgmodules are unsigned: ‘T?;E;lglizz\;\w;g‘modules are unsigned: 2 9 with a self-signed certificate: aaph...
Https Min Protocol is TLSv1.0+. Https Min Protocol is TLSv1.0+. Thefoll_owmgmodules are unsigned:
testLexicon-rt.
Certificate is self-signed: tridium. Certificate is self-signed: tridium. The following logs are set to FINE,
. . . . FINER, FINEST or ALL:...
ASuper User with name "admin A$uperUserW|lhname admin Foxs Min Protocol is TLSV1.0+.
. exists. . exists. .

ity The following logs are set to FINE, Rane g The following logs are set to FINE, Ramne RS Certificate is self-signed: tridium.

OK 11 FINER, FINEST or ALL:... oK 11 FINER, FINEST or ALL:... 0K 12

Info 8 MORE Info 8 MORE Info 8 MORE

July 25, 2019 13



Chapter 1 About station security Niagara Station Security Guide

The Summary card in the upper left corner of the view summarizes the number and type of security status
messages that are generated for all Services on the station. Each “card” (or pane) in the view provides secur-
ity configuration data for a particular service. Typically, each card provides a hyperlink to that service (or to a
component) so that you can easily change a configuration. In cases where there is no component to link to,
no hyperlink is provided on the card.

For complete details, see “ nss-SecurityDashboardView, page 114" in the “Components and views” chapter
of this guide.
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Topics covered in this chapter

4 Client/server relationships

# Certificates

# Certificate stores

# CSR folder structure

# Certificate set up

4 Configuring secure platform communication

4 Configuring secure station communication

# Enabling clients and configuring them for the correct port
4 Securing email

4 Secure communication troubleshooting

A Public Key Infrastructure (PKI) supports the distribution and identification of public encryption keys used
to protect the exchange of data over networks, such as the Internet. PKI verifies the identity of the other
party and encodes the actual data transmission. Identity verification provides non-repudiated assurance of
the identity of the server. Encryption provides confidentiality during network transmission. Requiring signed
code modules ensures that only expected code runs in the system.

To provide secure networks using PKI, Niagara 4 supports the TLS (Transport Layer Security) protocol,
versions 1.0, 1.1 and 1.2. TLS replaces its predecessor, SSL (Secure Sockets Layer).

Each Niagara installation automatically creates a default certificate, which allows the connection to be
encrypted immediately. However, these certificates generate warnings in the browser and Workbench and
are generally not suitable for end users. Creating and signing custom digital certificates allows a seamless
use of TLS in the browser, and provides both encryption as well as server authentication.

Beyond communication security, each module of computer code that runs in the system is protected with a
digital signature. Added program objects require this signature or they do not run.

NOTE: Verifying the server, encrypting the transmission and ensuring that only signed code runs do not
secure data stored on a storage device. You still need to restrict physical access to the computers and
controllers that manage your building model, set up user authentication with strong passwords, and secure
components by controlling permissions.

Niagara 4.0 supports and uses secure communication and signed code by default. You do not need to
purchase an additional license.

Security is an ongoing concern. While you will find much valuable information in the secure communication
topics, expect future updates and changes.

Client/server relationships

Client/server relationships identify the connections that require protection. Niagara 4.0 client/server rela-
tionships vary depending on how you configure and use a system.

Workbench is always a client. A platform is always a server. A station may be a client and a server.
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Figure 2 Communication relationships

Clients Servers
Niagarad
Workbench Plat_forrlpigtatlon
Hitps Local or
remote
Station Supervisor
Supervisor Foxs Local of remote
station| Platform/station
; Elsﬁ Https
Browser ~ Station
Foxs
Station " Station

The system protocols that manage communications between these entities are:

¢ Platform connections from Workbench (client) to controller or Supervisor PC platform daemon (server)
use Niagarad. A secure platform connection is sometimes referred to as platformtls. You enable plat-
formtls using the Platform Administration view.

* Local station connections (Supervisor and platform) use Foxs. You enable these connections in a station’s
FoxService (Config—Services—»FoxService).

* Browser connections use Https, as well as Foxs if you are using the Java Applet profile. You enable these
connections using the station’s WebService (Config—Services»-WebService).

¢ Client connections to the station’s email server, if applicable. You enable secure email using the station’s
EmailService (Config—Services—»EmailService).

These relationships determine an entity’s certificate requirements. For example, a station requires a signed
server certificate, which it uses when it functions as a server, and a copy of the root CA certificate, which it
uses when it functions as a client. Setting up digital certificates for identity verification involves creating sep-
arate certificates to verify the identity of each server. Each server's unique certificate, signed by a CA (Certif-
icate Authority), resides in its User Key Store. Each client requires the root CA certificate used to sign each
server certificate. The root CA certificate resides in the platform/station System or User Trust Store.

Certificates

A certificate is an electronic document that uses a digital signature to bind a public key with a person or or-
ganization. Certificates may serve a variety of purposes depending on how you configure the certificate’s
Key Usage property. Their primary purpose in this system is to verify the identity of a server so that commu-
nication can be trusted.

Niagara supports these types of certificates:

* A CA (Certificate Authority) certificate is a self-signed certificate that belongs to a CA. This could be a
third party or a company serving as its own CA.

* A root CA certificate is a self-signed CA certificate whose private key is used to sign other certificates
creating a trusted certificate tree. With its private key, a root CA certificate may be exported, stored on a
USB thumb drive in a vault, and brought out only when certificates need to be signed. A root CA certifi-
cate’s private key requires the creation of a password on export and the provision of the same password
when you use it to sign other certificates.
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* An intermediate certificate is a CA certificate signed by a root CA certificate that is used to sign server
certificates or other intermediate CA certificates. Using intermediate certificates isolates a group of serv-
er certificates.

e A sserver certificate represents the server-side of a secure connection.

While you may set up a separate certificate for each protocol (Foxs, Https, Webs). While you may config-
ure a platform and station (as server) with separate server certificates, for simplicity most systems usually
use the same server certificate.

* A code-signing certificate is a certificate used to sign program objects and modules. Systems integrators
use this certificate to prevent the introduction of malicious code when they customize the framework.

Identity verification uses multiple certificates in a trusted certificate tree Setting up identity verification may
involve a third-party CA (Certificate Authority) or you may decide to serve as your own CA.

®

In the illustration above:

1. Below the ground is the root CA certificate.

2. The major branches represent intermediate certificates.
3. The leaves are server certificates.

How many certificates you need depends on your configuration. At a minimum you need a unique server cer-
tificate for each server (controller) and a single root CA certificate to sign your server certificates. If your
company is large, you may need an intermediate certificate for each geographical division or location. An in-
dividual server may have multiple certificates: one each to secure its Fox, Http and Niagarad (platformtls)
connections. Although each platform and station usually share the same certificate, you may create a sepa-
rate platform certificate and a different station certificate.

If your network is large and getting thousands of certificates signed would be difficult, you may sign a wild-
card certificate. Instead of identifying a specific IP or domain (for example, server1.domain.com), a wildcard
certificate uses *.domain.com.

Self-signed certificates

A self-signed certificate is one that is signed by default using its own private key rather than by the private
key of a root CA (Certificate Authority) certificate.

The system supports two types of self-signed certificates:

* Aroot CA certificate is implicitly trusted because there is no higher authority than the CA (Certificate Au-
thority) that owns this certificate. For this reason, CAs, whose business it is to endorse other people's
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certificates, closely guard their root CA certificate(s) and private keys. Likewise, if your company is serv-
ing as its own CA, you should closely guard the root CA certificate you use to sign other certificates.

A default, self-signed certificate: The first time you start an instance of Workbench, a platform or a sta-
tion after installation (commissioning), the system creates a default, self-signed server certificate with the
alias of tridium.

Figure 3 Example of a self-signed certificate

tridium

Information for certificate Niagarad

Table View | ASN.1View

Properties:

Alias

Version

Serial Mumber
Issued By

Issuer DN
Subject
Subject DM

Mot Before

Mot After

Key Algorithm
Key Size
Signature Algorithm
Signature Size
Basic Constraints
Key Usage

PEM View

tridium

v3

48 03 05 93 04 69 40 77 £d 96 Ta fd
Niagarad
CN=Niagarad,0=Tridium, C=05
Niagarad
CN=Niagarad,0=Tridium, C=05
Fri Jul 07 11:12:04 EDT 2017
Sat Jul 07 11:12:04 EDT 2018
R3R

2048

SHR256withR3A

256

Subject Type: End Entity

digitalSignature, keyEncipherment

Extended Key Usage ILS Web Server Buthentication (1.3.6.1.5.5.7.3.1), TIL3 Web Clie

Lok |

Since the Issuer DN (Distinguished Name) and Subject DN are the same, the certificate is said to be self-
signed using its own 2048-bit, private key. The purpose of a self-signed certificate is to allow secure access
to the platform and station before a trusted certificate tree with signed server certificates is established.
Since a client cannot validate this type of certificate, it is not recommended for robust, long-term security.

When presented with a self-signed certificate, always confirm that it is the expected certificate before you
manually approve its use. Once approved, you do not have to approve the certificate each time you make a
connection to the server.

NOTE: Do not export this certificate and import it into any store of another platform or station. Although
possible, doing so decreases security and increases vulnerability.

To minimize the risk of a man-in-the-middle attack when using self-signed certificates, all your platforms
should be contained in a secure private network, off line, and without public access from the Internet.

CAUTION: To use self-signed certificates, before you access the platform or station from Workbench for
the first time, make sure that your PC and the platform are not on any corporate network or the Internet.
Once disconnected, connect the PC directly to the platform, open the platform from Workbench, and ap-
prove its self-signed certificate. Only then should you reconnect the platform to a corporate network.

Keys
A pair of asymmetric keys (one public and the other private) makes server verification and encryption possi-

ble. The term "asymmetric" means that the two keys are different, but related. The system can use the pri-
vate key to read messages encrypted with the public key and vice versa.
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The signing of certificates with the private key is required to verify authenticity. Both keys are required to en-
crypt information. In advance, key generation software running on remote controller or station generates
this pair of asymmetric keys.

* A public key is a string of bytes included in the certificate. This key resides in the server's System or User
Trust Store and is used to identify the authenticity of the connecting client certificate.

e A private key is also a string of bytes that resides on the server. The root CA certificate's private key must
be physically protected for a certificate tree to remain secure. A private key must not be sent via email,
and, if necessary, should be physically transported (on a thumb drive or other medium that is not con-
nected to the Internet).

How certificates verify identity

Once you set up a certificate tree, identity verification takes place during the client/server handshake, be-
fore transmission begins and before the system authenticates each user by prompting for credentials (user
name and password).

This is how digital certificates verify identity:

1. A unique server certificate resides with its public and private keys in the User Key Store of each server
(platform/station and Supervisor).

2. When a client connects to a server, the server sends its certificate to the client.

3. The client station validates the server certificate against a root CA certificate in its System or User Trust
Store by matching keys, ensuring that the Subject of the root CA certificate is the same as the Issuer
of a server certificate, and confirming other factors. A client browser does the same. Each browser has a
trust store of root CA certificates.

4. If the server certificate is valid, the system establishes a trusted connection between the server and cli-
ent, and encrypted communication begins. If the certificate is not valid, the station or browser notifies
the client and communication does not begin.

5. You may choose to approve a rejected certificate if you know that, although unsigned, it can be trusted.

NOTE: Always verify the issuer name on any certificate presented by the system as untrusted. Do not ap-
prove a certificate from an entity that you do not recognize.

Encryption

Encryption is the process of encoding data transmission so that it cannot be read by untrusted third parties.
TLS uses encryption to transmit data between the client and server. While it is possible to make an unen-
crypted connection using only the fox or http protocols, you are strongly encouraged not to pursue this op-
tion. Without encryption, your communications are potentially subject to an attack. Always accept the
default Foxs or Https connections.

The following summarizes how encryption works:

1. At the start of a TLS session, the system encrypts the server/client handshake using the client and server
certificates’ key pairs.

2. During the handshake the system verifies server identity and negotiates encryption keys.

3. Once communication is established, identity verification is no longer needed, and encrypted data trans-
mission begins using the negotiated keys.

Key size is directly related to encryption security. The larger (more complex) the key, the more secure the da-
ta transmission. Large keys do not slow encryption, but they do take longer to initially generate.

Naming convention

The User Key Store, User Trust Store, and System Trust Store form the heart of the configuration. Certifi-
cates look a lot alike, and the various default self-signed certificates are named identically. While developing

July 25, 2019 19



Chapter 2 Secure communication Niagara Station Security Guide

a naming convention is not a requirement (the system will function just fine if the certificates are called
“cert1,” “cert2,” etc.), a consistent naming scheme can make the process much easier to follow.

Consider using the Alias of each certificate to identify the certificate’s purpose. Certificate aliases might
include:

non nou " on

e The words "root," "intermediate," “server,” “client,

"o

code-signing”
e The geographic location of the remote controllers protected by the certificate
® The host name of the server

e The IP address of the server

Certificate stores

Certificate management uses four stores to manage certificates: a User Key Store, System Trust Store,
User Trust Store and Allowed Hosts list.

The User Key Store is associated with the server side of the client-server relationship. This store holds cer-
tificates, each with its public and private keys. In addition, this store contains the self-signed certificate ini-
tially created when you launched Workbench or booted the platform for the first time.

The User and System Trust Stores are associated with the client side of the client-server relationship. The
System Trust Store comes pre-populated with standard public certificates: root CA certificates from well-
known Certificate Authorities, such as VeriSign, Thawte and Digicert. The User Trust Store holds root CA

and intermediate certificates for companies who serve as their own certificate authority.

The Allowed Hosts list contains server certificate(s) for which no trusted root CA certificate exists in the cli-
ent’s System or User Trust Stores, but the server certificates have been approved for use anyway. This in-
cludes servers for which the host name of the server is not the same as the Common Name in the server
certificate. You approve the use of these certificates on an individual basis. While communication is secure, it
is better to use signed server certificates.

Accessing the stores

The system supports two sets of stores: a set for Workbench, and another shared set for each platform and
station. Workbench provides access to each set of stores.

Step 1  Launch Workbench or Workbench in the browser.
Step2 Open a supervisor or remote platform/station.
Step 3 Do one of the following:
a. To access the Workbench stores, click Tools—Certificate Management.

b. To access the platform/station stores, expand Platform and double-click Certificate Manage-
ment in the Nav tree. To access the stores this way, the station must be idle.

Since a platform/station may function at different times as a client or a server, it must have a
server certificate in its shared User Key Store and a trusted root CA certificate in its System or
User Trust Store.

c. If your station is running, you can access the platform/station stores by expanding Station—-
Config—Services—PlatformServices and double-clicking CertManagerService in the Nav
tree.

The station shares the root CA certificate with the platform, but may have its own server certifi-
cate (when it functions as a server) located in the same User Key Store.

Step4 To confirm that you have accessed the correct stores, check the name in the screen title and above
the stores.
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The platform and station stores are actually the same stores.

Stores folder structure

Chapter 2 Secure communication

The Workbench and platform/station stores reside in separate locations on a Supervisor and remote

platform.

The following table lists the default user homes that contain the stores, which are considered configuration
files. If the folder paths have been changed, these locations no longer apply. username is the Windows user
name of the person starting the Workbench application.

Table 1 Default user homes
Stores Nav tree node Default folder path
Workbench? My Host—My File System—-User C:\Users\username\Niag-

Home-security ara4.0\security

Supervisor or en-  Platform—»RemoteFileSystem—User Home ProgramData\Niagara4.0
gineering (Read Only)-security \security
workstation?
remote Platform—-RemoteFileSystem-User Home \home\niagara\security
controller3 (Read Only)-security

Each Workbench user has their own User Home.

2. These platform and station stores (same stores) are in the Platform daemon User Home of the Supervisor
or any engineering workstation.

3. These platform and station stores (same stores) are in the Platform daemon User Home of the remote
controller.
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Stores file names

The folders that contain the Workbench and platform/station stores each contain a set of three data files,
one per type of store.

NOTE: Only the appropriate Workbench, platform or station tools may be used to modify these data files.
Attempts to modify them by other means renders them corrupt and unusable.

* keystore.jceks is the User Key Store. In Workbench it contains a company’s root CA, intermediate,
and code-signing certificates. In a server, it contains the server certificate.

e cacerts.jceks isthe User Trust Store. In a client it contains the root CA and intermediate certificates
with only their public keys.

e exemptions.tes is the Allowed Hosts list. In a client it contains the certificate for hosts (servers) with
whom the client may securely communicate even though the client either:

- does not have a root CA certificate in its System or User Trust Store for the server, or

— may have a matching root CA certificate, but the Common Name or Alternate Server Name of the
server certificate is not the same as the host name of the server being authenticated.

® .bks is the FIP compliance file for access control.

NOTE: A certificate in the Workbench User Key Store may have the same name as a certificate in a plat-
form/station User Key Store, but they may not be the same certificate. Similarly, files in these stores may
have differing alias names, and, in fact, contain the same public keys. It is the public/private key pair that de-
fines a certificate, not the certificate’s name.

CSR folder structure

You may create CSRs (Certificate Signing Requests), store them in, and import signed certificates (.pem files)
from any folder on your Supervisor or engineering PC. The default location is a working folder in the user file
space.

The first time you access the Certificate Management view from Workbench, the system creates an empty
certManagement folder in the following location:

c:\Users\username\Niagara4.0\certManagement, where username is the name you use to log in to
the computer.

In the Nav tree, this location is: My File System—»User Home—certManagement.

This folder, in Workbench’s user space, is a working folder for storing CSRs and .pem files exported and im-
ported by the Certificate Manager. Within this folder, you may create a structure for managing exports and
imports or you may use a different location for exports and imports.

NOTE: Do not confuse the certManagement folder with the certificates folder that stores one or
more certificates used to validate the authenticity of Niagara system licensing files. The certificates
folder has nothing to do with secure communication.

The platform and station folders do not have a certManagement folder.

Creating a CSR folder structure

A CSR (Certificate Signing Request) folder structure helps to organize a large number of server certificates
for easy retrieval. You create this structure under the certManagement folder, which is an automatically-cre-
ated folder in your personal niagara_user_home.

Step1 Using Windows Explorer, locate your niagara_user_home: C: \Users\username\niagara4.0
\brand\certManagement, where

username is your name or other text used to identify you as the user of your computer.

brand is your company name or other name used to label personal information.
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Step2 Create folders under certManagement.
For example:

certManagement
rootCertificate
intermediateCertificates
serverCertificates
code-signingCertificates

Certificate set up

Configuring a network for secure communication using digital certificates involves accessing the appropriate
stores; creating certificates and certificate signing requests; signing certificates; importing them into hosts
User Key Stores; and importing the root CA certificate (or intermediate certificate) into client User Trust
Stores.

CAUTION: If the private key of your root CA and intermediate certificates fall into the wrong hands, your
entire network can be in danger of a significant cyber attack. To ensure security, always create the root CA
and intermediate certificates, and use them to sign other certificates inWorkbench running on a secure com-
puter, which is located under lock and key. Use this computer for only one purpose: to manage and sign cer-
tificates. Never connect this computer to the Internet, and ever access it over your company network.
Carefully protect any thumb drive that contains any certificate with its private key.

You may use a third-party CA (Certificate Authority), such as VeriSign or Thawte to sign your certificates, or
you may serve as your own CA.

Unless absolutely necessary, do not use a Supervisor or engineering PC to access a controller remotely for
the purpose of generating a server certificate and CSR. The preferred best practice is to set up certificates
before distributing each controller to its remote location. If controllers are already in the field, travel to the
remote location, take the controller off the Internet and corporate LAN, then connect your engineering PC
directly to the controller using a cross-over cable.

Root and intermediate certificate checklist

This checklist assumes that you are serving as you own CA (Certificate Authority). It summarizes the steps
for setting up digital certificates using the Workbench User Key Store of a physically and electronically se-
cure computer.

Use the check list to make sure you perform all necessary configuration tasks.

[ ] Computer and device network disconnected from the company LAN and global Internet. See Chap-
ter 2 Secure communication, page 15.

[ ] Needed certificates identified: one root CA certificate, two or more intermediate certificates (op-
tional) and one server certificate per controller. You need a code-signing certificate if you will be cus-
tomizing the system by adding program objects. See Certificates, page 16.

[ ] Logical certificate naming convention established (a naming convention is not required, but it will
help you differentiate among your certificates). See Naming convention, page 19.

[ ] CSR folder structure under the certManagement folder in the niagara_user_home created. See
Creating a CSR folder structure, page 22.

[1Root CA certificate and any intermediate certificates created. See Creating a root CA certificate,
page 27.

[ ] CSR for each intermediate and code-signing certificate created. See Creating a CSR, page 33.

[]Any intermediate and code-signing certificates signed using the root CA certificate. See Signing a
certificate, page 33.

[] Any signed intermediate certificates imported back into the Workbench User Key Store where they
were originally created. See Importing the signed certificate back into the User Key Store, page 35.
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[]1Backup of the root CA certificate and the signed intermediate certificates created. See Exporting a

certificate, page 36.

[] Root CA certificate with only its public key exported in preparation to import it into the platform/

station Trust Stores. See Exporting a certificate, page 36

Supervisor/engineering PC checklist

Use this checklist to verify that you completed all required tasks to set up a Supervisor or engineering PC
platform and station.

[ |NiagaraNetwork enabled. See Enabling the NiagaraNetwork, page 26.

[]Remote controller(s) set up as Supervisor/engineering PC client(s). See Confirming client/server re-
lationships, page 27.

[]Server certificate for the Supervisor/engineering PC platform/station created. See Creating a server
certificate, page 30.

[ ] CSR for the server certificate generated. See Creating a CSR, page 33.

[]Server certificate CSR signed by the root CA or intermediate certificate’s private key. See Signing a
certificate, page 33.

[]Signed server certificate imported back into the platform/station’s User Key Store. See Importing
the signed certificate back into the User Key Store, page 35.

[ The existence of the third-party’s root CA certificate in the platform/station’s System Trust Store
confirmed or root CA certificate imported into the platform/station’s User Trust Store. See Manually
importing a certificate into a User Trust Store, page 37.

[] Certificate .pem file deleted.

[] Confirmed platform (Niagarad) enabled. See Configuring secure platform communication, page 40.
[]Secure FoxService confirmed (the default) and Foxs Cert selected. See Configuring secure sta-
tion communication, page 41

[|Secure WebService confirmed (the default) and Https Cert selected. See Configuring secure sta-
tion communication, page 41

Platform and station checklist

Use this checklist to verify that you completed all required tasks to set up a new platform and station.

24

[ |NiagaraNetwork enabled. See Enabling the NiagaraNetwork, page 26.
[]Supervisor set up as controller client. See Confirming client/server relationships, page 27.

[]Server certificate(s) created on each platform/station. If needed, a separate server certificate cre-
ated for each communication protocol: foxs, https, and platformtls created. See Creating a server cer-

tificate, page 30.
[ ] CSR(s) generated on each platform/station. See Creating a CSR, page 33.

] CSR(s) signed by the root CA or intermediate certificate’s private key. See Signing a certificate,
page 33.

[]Signed server certificate(s) imported back into the platform/station User Key Store. See Importing
the signed certificate back into the User Key Store, page 35.

[ ] Certificate(s) .pem files deleted.

[]If using a third-party CA, the existence of the third-party’s root CA certificate in the platform/sta-
tion’s System Trust Store confirmed.
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[]If serving as the CA, company’s root CA certificate imported into the platform/station’s User Trust
Store either one at a time, or using a provisioning job. See Manually importing a certificate into a User
Trust Store, page 37 and Installing a certificate, page 37.

[] Confirmed platform (Niagarad) enabled and correct certificate assigned. See Configuring secure
platform communication, page 40.

[]Secure FoxService confirmed (the default) and Foxs Cert selected. For the specific procedure,
see Configuring secure station communication, page 41.

[ ] Secure Webservice confirmed (the default) and Https Cert selected. For the specific procedure,
see Configuring secure station communication, page 41.

Opening a secure platform connection (niagarad)

Even before you configure digital certificates to provide server identity verification, every connection you
make from a client to a server can be secure because you can manually verify the authenticity of the server.

Step 1

Step 2

Step 3

Step 4

Right-click My Host (for Supervisor) or an IP address (for a controller) and click Open Platform.

The Connect window opens with P1latform TLS Connection already selected.

Connect n

Open Platform with TLS
Connect to the host's secure platform daemon

Session

Type | @T Platform TLS Connection
Host IP 192.168.1.222 -

Port 5011

0K Cancel

This window identifies the entity to which you are connecting: your local computer, a Supervisor
platform, or a controller with an IP address.

If needed, enter the host IP and click OK.

If you are accessing the platform for the first time, the system displays an identity verification warn-
ing and a self-signed, default certificate.

This message and certificate are expected for these reasons:

e The Subject or CN (Common Name) of the default t ridium certificate (Niagara4) does not
match the host name, which is usually the host IP address or domain name.

¢ The default certificate’s Issued By and Subject are the same indicating that the certificate is
self-signed. No third-party CA (Certificate Authority) has verified the server’s authenticity.

* The certificate is signed, but no root CA certificate in the client’s User or System Trust Store
can verify its signature.

If you are presented with this warning and a certificate, make sure you recognize the certificate’s
Issued By and Subject properties.

CAUTION: Do not approve a certificate if you do not recognize these properties. The weakest link
in the security chain is the user who simply clicks OK without thinking.

Assuming that this is the default t ridium certificate, which can be trusted, click Accept.

Accepting the certificate creates an approved host exemption in the platform/station Allowed
Hosts list.

NOTE: Although the name of the default certificate (tridium) is the same for each controller and
for Workbench, the content of each certificate is unique. Do not attempt to export and use the
same tridium certificate for each controller in your network.

The system asks you to enter or confirm your platform credentials.
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3 Authentication n

Q\ Authentication
Logon required for access
Realm

Name TechPubsJ2004
Scheme SCRAM-SHAS12

Credentials
Username
Password Teseneee

[#] Rememberthese credentials

OK Cancel

Step5 Enter your platform credentials and click OK.

The platform is now connected over a secure connection. All data transmitted are encrypted. If you
logged on for the first time and accepted the default certificate, only the server's identity cannot
be validated.

Step 6  To confirm that you are using the self-signed certificate, right-click Platform in the Nav tree and
click Ssession Info.

The system displays session information.

s You are connected as nisgara.

m Hostname is localhost.

The identity of this host has not been verified.

- Server's certificate does not match the address.
- Server's certificate is not trusted.

Certificate Information

Yourconnection to localhost is encrypted with 256-bit
encryption.The connection uses TLSv1.2.

@ The connection isencrypted using AES_256_CBC, with
SHAILformessage authentication and RSA asthe key

exchange mechanism,

@ Yourconnection started at 01-Jun-15 11:51 AM EDT.

ok

¢ The red shield with the X indicates that the handshake was unable to verify the authenticity of
the server’s certificate. To view the certificate, click the link (Certificate Information).

¢ The green shield with the check mark indicates that encryption is enabled. In this example, the
secure connection is using TLSv1. 2 as the protocol and data is encrypted using AES 256 CBC
(Advanced Encryption Standard) with SHA1 (hash function) and RSA (Rivest-Shamir-Adleman),
the most widely used public key cryptography algorithm.

Step7 Click OK.

The tiny lock on the platform icon in the Nav tree indicates a secure, encrypted connection.

Enabling the NiagaraNetwork

The NiagaraNetwork provides the physical connections for data transmission. Secure communication en-
sures that data are transmitted securely between trusted entities.

Step1 Right-click the node in the Drivers container and click Views—Property Sheet.
Step2 Expand the NiagaraNetwork property.
Step3  Confirm that the true check box is selected for Enabled.
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Confirming client/server relationships

At any given time the Supervisor station may be the client of a controller station and vice versa. This proce-
dure confirms that a client for the Supervisor station exists in the controller station and a client for the con-
troller station exists in the Supervisor station.

Step 1 Expand the Drivers—»NiagaraNetwork node in the Supervisor Nav tree. It should contain a node
for each controller.

Step2 Expand the Drivers—~NiagaraNetwork in a controller Nav tree. It should contain a node for the
Supervisor station.

Step 3  If either node does not exist, discover the station.

Creating a root CA certificate

A root CA certificate is used to sign intermediate, server and code-signing certificates. It resides a User Key
Store with both its public and private keys. You export it with only its public key so that you can import it in-
to each client’s User Trust Store.

Prerequisites: You have the required authority to create certificates. You are working in Workbench on a
computer that is dedicated to certificate management, is not on the Internet or the company’s LAN and is
physically secure in a vault or other secure location.

Step 1  Access the Workbench stores by clicking Tools—Certificate Management.
The Certificate Management view opens to the User Key Store.

Step2 Click the New button at the bottom of the view.
The Generate Self Signed Certificate window opens.

All certificates begin as self-signed certificates. Only the root CA certificate remains self-signed be-
cause it sits at the top of the certificate chain.

Step 3  Give the certificate at least an Alias, Common Name (CN), Organization, Locality, State/
Province, and Country Code.

e Use Alias to identify this as a root certificate.

¢ The Common Name (CN) becomes the Subject (also known as the Distinguished Name). For a
root CA certificate, the Common Name (CN) may be the same as the Alias.

¢ Although Locality and State/Province are not required and are arbitrary, leaving them
blank generates a warning message.

¢ The two-digit Country Code is required and must be a known value, such as: US, IN, CA, FR,
DE, ES, etc. (see countrycode.org for a list).

* Not Before and Not After define the period of validity for the certificate.

* Key Size defaults to 2048. A larger key improves security and does not significantly affect
communication time. The only impact it has is to lengthen the time it takes to create the certifi-
cate initially.

Step4 ForCertificate Usage, select C3, and click OK.
The Private Key Password window opens.
Step5 Enter and confirm a strong password, and click OK.

The system informs you that the certificate has been submitted. Soon the certificate appears be-
hind the Info message.

Step 6 To continue, click OK.

The root CA certificate now exists with both its keys in the Workbench User Key Store. From this
location you can use it to sign other certificates (intermediate, server, and code-signing). For this
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certificate to authenticate the certificates it signs, you now need to export it with only its public
key and import it into the User Trust Store of each client computer and platform/station.

NOTE: Since this certificate is not signed by any higher certificate authority, it is always identified

with an exclamation icon (

). As the self-signed certificate, it cannot be trusted. This is why you

must protect the computer (and thumb drive) on which it resides by keeping the computer off the

Internet, corporate LAN, and most securely, in a locked physical location.

Step7  Select the new root CA certificate and click the Export button at the bottom of the view.

The Certificate Export window opens.

Certificate Export

Certificate

TableView | ASN.1View

Properties:

Version

Serial Mumber
Issued By
Izsuer DM

q\ Private Key

PEM View

v3
47 6 05 b1 75 44 70 70 35 54 50 0Of
root 2

Cl=root 2,0=My Company,l=RAnywhere, ST=RAnys

[ Exportthe private key

oK Cancel

CAUTION: Do not Click the check box to Export the private key.The only time you click this
check box is when you are backing up the certificate to another location for safe keeping.

Step 8 To create the root CA certificate that will reside in each client’s User Trust Store, click OK.

The Certificate Export window opens with the file ready to export as a .pem file.

28
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4 Certificate Export X

g File Spaces |:| Current Path
C:/Users/E522605 / Niagarad.4 {certManagement

« oA E = O-KB

;] code-zigning certificate.pem

&) My File System

E] root ca certificate 2.pem
E] root ca certificate.pem

E] tridium.pem

N Bookmarks  []

Files of type: PEM Files Cancel

Filename:  code-signing certi:‘i@ Save

Notice the Current Path. This is where the system stores the exported certificate.
Step 9 Navigate to a location on a thumb drive, and click Save.

The system reports that it exported the certificate successfully.
Step 10 To complete the export, click OK.

When exported with only its public key, the root CA certificate may be freely distributed. You are ready to
manually import the root CA certificate with only its public key into the User Trust Store of the computer,
usually a Supervisor (or engineering) computer, from which to either manually, or with a provisioning job, in-
stall this certificate in the User Trust Store of all remote platforms and stations.

Password strength

To protect each certificate’s private key you must supply a private key password. When backing up certifi-
cate private keys by exporting certificates, you may use an additional encryption password. (The default en-
cryption password is the same as the private key password.) To prevent unauthorized access, your
passwords need to be strong.

A strong platform or station password:
¢ Has 10 or more characters.
* Includes letters, punctuation, symbols, and numbers.
* Is unique for each set of credentials.
CAUTION: Do not reuse passwords.

* Avoids dictionary words in any language, words spelled backwards or words that use common misspell-
ings and abbreviations, sequences or repeated characters, personal information such as your birthday,
driver’s license, passport number, etc.

These precautions were adapted from information at microsoft.com, which provides a secure password
checker you can use to test the strength of any password. Niagara 4 allows you to control password strength
for user authentication. The password strength configuration for user authentication does not apply to certif-
icate passwords.
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Creating a server certificate

Each Supervisor PC, engineering laptop, remote controller, and remote station requires a server certificate
for those times when it functions as a server. If you plan to use as a server certificate the default, self-signed,
certificate that you approve when you log in to Workbench or boot a platform for the first time, you may skip
this procedure. If it is important to you for each certificate to identify the Locality and State, use this proce-
dure to make a new certificate for each server.

Prerequisites: You have the required authority to create and manage certificates. You are either running
Workbench on your PC or laptop, or are connected to the remote controller on which you are creating the
certificate.

TIP: While not a requirement when creating a remote server certificate, as a best practice, you should dis-
connect both your computer and the controller platform from the Internet and company LAN, then connect
your Workbench computer to the platform using a crossover cable.

Step1 To open the certificate stores do one of the following in the Nav tree:
a. Expand Platform and double-click Certificate Management.
b. Expand Station—»Config—Services—PlatformServices and double-click CertManaerService.

Both steps open the same stores. Which to use depends on how you are connected to the plat-
form/station.

Step2 Confirm that the title at the top of the view identifies the host for which you are creating the server
certificate. For a remote controller, this is the IP address.

Step 3  Click the New button at the bottom of the view.

The Generate Self Signed Certificate window opens.

Generate Self Signed Certificate X
5 Generate Self Signed Certificate

Generates a self signed certificate and inserts itinto the keystore
Alias | (required)
Commaon Name (CN) (required)

* this may contain the host name or address of the server
Organizational Unit (OU)
Organization (O) (required)
Locality (L)

State/Province (5T)

Country Code (C) (required)

Not Before 16-Sep-2017 02:49 PM EDT j

Not After 6-Sep-2018 02:49 PM EDT j

Key Size > 1024bits @ 2048bits > 3072 bits > 4096 bits
Certificate Usage & Server {» Client > CA & CodeSigning

Alternate Server Name

Email Address

OK Cancel

Step4 Give the certificate at least an Alias, Common Name (CN), Organization, Locality, State/
Province, and Country Code.

e Use Alias to identify this as a server certificate, including in the name the company, geography
or department.

* Common Name (CN) should be the same as the host name, which is how a server identifies itself.
The common name becomes the Subject (also known as the Distinguished Name). The IP ad-
dress of a controller or its Fully Qualified Domain Name (FQDN) are appropriate Alias and
Common Names for a remote controller or Supervisor station.
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An FQDN is the Hostname plus the Primary Dns Suffix. For a computer, you can see this
name in My Computer Properties: “Full computer name.” For a controller, there is no good
place to see this name, but it would be something like: mycontroller.mydomain.com or mycon-
troller.mydomain.net.

NOTE: Do not use the same name for Common Name (CN) of a server certificate that you use
for a root or intermediate certificate’s Common Name (CN).

e Although Locality and State/Province are not required and are arbitrary, leaving them
blank generates a warning message. Third-party CAs may not sign certificates without these
properties defined.

¢ The two-digit Country Code is required and must be a known value, such as: US, IN, CA, FR,
DE, ES, etc. (See countrycode.org for a list.).

® Not Before and Not After define the period of validity for the certificate.

* Key Size defaults to 2048. A larger key improves security and does not significantly affect
communication time. The only impact it has is to lengthen the time it takes to create the certifi-
cate initially.

If a third-party will sign the certificate, consult with your CA (Certificate Authority) to determine
the acceptable key size. Some CAs support a limited number of key sizes.

* ForCertificate Usage, select Server for a platform/station.

e For server certificates, if Common Name is an IP address, use a Fully Qualified Domain Name for
the Alternate Server Name.

Step5 When you have filled in all information, click OK.

The system submits the certificate for processing in the background. A pop-up window in the lower
right of your screen advises you regarding the time it may take to generate the certificate. The
length of time it takes depends on the key size and the platform’s processing capability. When cre-
ated, the certificate appears as a row in the User Key Store table.

Step 6 To view the certificate from the platform/station’s User Key Store, double-click it or select it and
click View.

Notice that the Issuer and Subject are the same and the certificate is identified with a yellow
shield icon (" ). These factors indicate that this is a self-signed certificate.

Step7 Confirm that the information is correct.
NOTE:

To change a certificate you just created, delete it and create a new certificate. Do not delete a cer-
tificate that is already in use.

Repeat this procedure to create additional certificates.

Creating a code-signing certificate

The system signs code objects using a code-signing certificate that is password protected. This procedure
explains how to generate a code-signing certificate using Workbench. You may use a third-party tool to gen-
erate a code-signing certificate followed by importing it into your Workbench User Key Store. Such an im-
ported certificate must have a code-signing set as its extended key usage. This is a standard certificate
extension.

Prerequisites: You are working in Workbench running on a Supervisor or engineering PC.
Step1 Click Tools—»Certificate Management.
The Certificate Management view opens.

Step2 Click the New button at the bottom of the view.
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Step 3

Step 4

Step 5

Step 6

The Generate Self Signed Certificate window opens.

Certificate Usage

Email Address

Locality (L) MyCity

State/Province (ST) VR

Country Code (C) Us | (required)

Mot Before 16-Sep-2017 02:02 PM EDT |

Mot After 16-Sep-2018 02:02 PM EDT j

Key Size > 1024bits @ 2048bits > 3072 bits > 4096 bits

<> Server {» Client > CA & CodeSigning

myname@mycompany . com

oK Cancel

Generate Self Signed Certificate *
E Generate Self Signed Certificate
Generates a self signed certificate and inzerts itinto the keystore
Alias code-signing cert (required)
Common Name (CN) code-gigning ecert (required)
*this may contain the host name or address of the server

Organizational Unit (OU)

Crganization (O] MyCompany, Inc. (required)

Fill in the properties.

Niagara Station Security Guide

In addition to the required properties, define your Locality (L) (city) and State/Province

(ST) . Without these properties the system reports an error message.

Country Code is a two-digit code (must be US or us, not USA).

Choose Code Signing for Certificate Usage.

The OK button activates when all required information is provided.

To create the certificate, click OK

The Private Key Password window opens.

Private Key Password

Private Key Password

Private Key Password

*

Private Key Password (required):
Password |

Confirm

OK Cancel

Enter a strong password and click OK.

Your password must be at least 10 characters long. At least one character must be a digit; one must

be lower case; and one must be upper case.

The system submits the certificate for processing in the background.

When the certificate has been created, click OK.

This self-signed certificate appears as a row in the User Key Store tab, identified by a yellow

shie

Idicon ().

Protect this certificate and password! If someone steals your certificate and knows your password, they
could damage your operation by using your certificate to sign their own malicious code.

32
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Creating a CSR

A CSR (Certificate Signing Request) creates a .csr file for each intermediate, server, and code-signing certifi-
cate. This file can be signed by a root or intermediate CA certificate.

Prerequisites: For creating intermediate and code-signing certificates you are viewing the Workbench
stores. For creating server certificates you are viewing the platform/station stores.

Step 1 Select the certificate to sign, and click Cert Request.
The Certificate Request Info window opens.

Step2 Confirm that the certificate properties are correct and click OK.
One of the following happens:

¢ If you are preparing a CSR for a server certificate, the system displays the certManagement
folder for you to choose the location to store the CSR.

* If you are creating a CSR for a CA certificate (root or intermediate) or a code-signing certificate,
the Certificate Manager prompts you for the private key password. Enter the password and
click OK. The system displays the certManagement folder for you to choose the location to
store the CSR.

The Alias for the certificate is used as the file name of the CSR.

Step 3  Use the default folder, or select a different folder in which to store the CSR and click Save.
The system displays, CSR generation complete.

Step4 To confirm completion, click OK.

NOTE: Once you create a CSR, do not delete the original certificate from which you created the
CSR. Later in the process you will import a signed certificate back into the User Key Store where
its public key must match the private key of the original certificate. Creating a new certificate with
the same name does not generate the same key pair and results in errors when you try to import
the signed certificate. If it is absolutely necessary (for example, if the computer on which the certifi-
cate is stored is vulnerable), you may export the original certificate with its private key and import
it into the User Key Store when you receive the signed certificate. But, ideally, you should leave
the original certificate in the User Key Store of the original secure host.

Step 5 If an external CA, such as VeriSign or Thawte, will sign your server certificates, follow the CSR sub-
mission procedure as required by the CA.

The CA verifies that you are who you claim to be, that each certificate is for a server your organiza-
tion actually maintains, and other important information. They then return a signed server certifi-
cates (one for each server).

The CA may compress both the new signed certificate and a copy of the root CA certificate con-
taining only the public key with password protection, put both on a website, email the links to you,
and phone you with the password for the compressed, password-protected files. The root CA cer-
tificate with its public key does not have to be protected and can be sent via email.

Signing a certificate

Signing a certificate is the job of a CA (Certificate Authority). A variety of certificate-signing software tools
are available. You are not required to use Niagara and Workbench to sign certificates. This procedure docu-
ments how to sign certificates. It applies to companies who serve as their own CA. In a large installation, you
use your root CA certificate to sign any intermediate certificates and the intermediate certificates to sign
your server and code-signing certificates. In a small installation, you may use your root CA certificate to sign
all certificates.

Prerequisites:

* You are working in Workbench on a physically and electronically secure PC that is never connected to the
Internet, and is used exclusively to sign certificates.
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¢ The root CA or intermediate certificate that will do the signing is in the Workbench User Key Store.
* You know the password of the CA signing certificate (root or intermediate) that will sign the certificate(s).
® You have one or more CSR files (signing requests) ready to sign.

NOTE: To ensure network security, always sign certificates using Workbench on a computer that is discon-
nected from the Internet and from the company LAN. Maintain this computer in a physically secure location.

Step1 In Workbench on your physically and electronically secure (and never connected to the Internet) PC
that is used exclusively to sign certificates, click Tools»>Certificate Signer Tool.

The Certificate Signing window opens.

Certificate Signing *

Certificate Signing
%] Sign a certificate signing request with a selected CA certificate.

Select a certificate signing request to sign:

I ]
Mot Before; |11-0Oct-2017 09:53 AM EDT j

Not After: 11-0ct-2019 09:53 AM EDT j

CA Alias: root ca certificate

CA Password:

OK Cancel

Step2 Click the folder icon, locate, and open the CSR for the certificate you wish to sign.

The Certificate Signing window expands to show certificate details.

Certificate Signing *

. Certificate Signing
g} Sign a certificate signing request with a selected CA certificate.
Select a certificate signing request to sign:
Eile:/C:/Usera/ES22605/Niagarad. 4/ tridium/certManagement,/192 [l

Subj . s1=My State L=My City,0=My Company,0U=My Department,Cl
Key Algorithm RSA
Key Size 2048
Signature Algorithm sha256WithRSAEncryption (1.2.840.113549.1.1.11)
Signature Size 256
Extensions:
Identifier: X509v3 Key Usage (2.5.29.15)
| isCritical: true

digitalSignature, keyEncipherment
Identifier: ¥X509v3 Subject Alternative Name (2.5.29.17)
= isCritical: false
¥509v3 Subject Alternative Name (2.5.29.17)
192.168.1.120
Identifier: X509v3 Issuer Alternatiwve Name (2.5.29.18)
isCritical: false
|z ¥X509v3 Issuer Alternative Name (2.5.29.18)

NotBefore: |11-Oct-2017 09:53 AM EDT ¥

Not After: 11-0ct-2019 09:53 AM EDT j
CAAlias: root ca certificate
CA Password:

oK Cancel

Step 3  Confirm that this is the correct CSR by checking the Subject.

Step4 Select the date on which the certificate becomes effective (Not Before) and the date after which
it expires (Not After).
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Step5 ForCAAlias, use the drop-down list to select the certificate (root or intermediate) whose private
key will sign this certificate.

Step 6 Supply the CA certificate’s password and click OK.
Signing is done by the private key of the root or intermediate certificate.

The same file folder, C: /Users/ [username] /Niagara4.x/certManagement, displays with the
file name (extension: .pem) filled in for you.

You may modify this file structure to aid in the management of these files.
Step7 To complete the signing, click Save.

Step 8 Copy the signed certificate .pem file to a thumb drive and import it back into the User Key Store
of the computer that created the certificate and generated the CSR.

Repeat this procedure for each CSR.

Importing the signed certificate back into the User Key Store

Signing a certificate creates a .pem file, which is only intended for importing back into the User Key Store
that contains the original certificate with the matching private key. For a server certificate this is the plat-
form/station User Key Store that originally created the certificate and CSR. For an intermediate certificate
or a code-signing certificate, this is, most likely, the Workbench User Key Store on the secure computer,
which you use to sign other certificates.

Prerequisites: You have the signed .pem files. The focus is on the User Key Store in the appropriate stores
location (Workbench or platform/station).

Step1 Click Import.

Step2 Locate and select the signed certificate's .pem file (the output of the certificate signer or the .pem
file you received from a third-party CA) and click Open.

The Certificate Import window opens.
Step 3  Confirm that you are importing the correct certificate and click OK.

If the Alias of the certificate you are importing is not the same as the Alias of the certificate you
are replacing, the system prompts you for the Alias of the certificate to replace.

Step4 If needed, enter the Alias and click OK.

The green shield icon (5) replaces the yellow shield icon (") next to the certificate Alias in the
User Key Store tab.

Step5 Using the operating system, delete the .pem file(s) from the secureWorkbench computer.

Installing a root certificate in the Windows trust store

For communication to be secure when accessing a station using the web Ul, a company’s root certificate
must be imported into the Windows trust store.

Prerequisites: Using Workbench, you exported the root certificate into a directory you can access from the
PC. (The extension for a root certificate file name is .pem.).

Step1 On the PC, open a Windows command prompt by clicking Start and typing cmd.
The Command Prompt window opens.
Step2 Type certmgr.msc and press Enter.

The certificate manager window opens.
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Step 3

Step 4

Step 5

& certmgr - [Certificates - Current User] - O x
File Action View Help
&= |E 6= HE
5 Certificates - Current User Logical Store Name
| Perscnal
Dpersonal

| Trusted Root Certification Au
| Enterprise Trust

| Intermediate Certification Au
| Active Directory User Object

DTrusted Root Certification Authorities
D Enterprise Trust

D Intermediate Certification Authorities
| Trusted Publishers DActi\re Directory User Object

" Untrusted Certificates DTrUStEd Publishers

“| Third-Party Root Certificatior|| L Untrusted Certificates

1 Trusted People DThird-Par‘c}r Root Certification Authorities
| Client Authentication Issuers DT'UStEd People

_| Other People DCIientAuthentication lssuers

| MSIEHisteryJournal DOther People

_| Smart Card Trusted Roots DMSIEHistDr}rJoumal
DSmar‘t Card Trusted Roots

< > € >

In the column to the right, right-click the Trusted Root Certificate Authorities folder and click
All Tasks—Import.

the Certificate Import wizard window opens.

Follow the steps of the wizard to browse to the User Home where the root certificate .pem file is
located, select to view All Files..., select the file and click Open.

Finish the wizard.

Exporting a certificate

There are two reasons to export certificates: 1) to create a root CA certificate with only its public key for
each client’s User Trust Store and browser, and 2) to create a backup, for safe keeping, of all certificates
with their private keys.

As soon as you finish importing all certificate .pem files back into their respective User Key Stores, make a
backup of all of certificates and store the backup on a thumb drive in a separate, physically secure location.
You back up each certificate one at a time.

NOTE: To protect your backups create strong passwords and store backup media in a vault. These backups
contain the key(s) used to sign all server certificates.

Step 1
Step 2

Step 3

Step 4

Step 5

36

Open the stores that contain the certificate(s) to export.

On the User Key Store tab, select the certificate and click Export.
The system opens the Certificate Export window.

Do one of the following:

In addition to the private key password, you should use an encryption password to provide double-
password protection. The default encryption password is the same as the private key password.

* To create a CA certificate (root or intermediate) for importing into a client User Trust Store,
just click OK (do not select Export the private key).

* To back up a certificate with its private key, click Export the private key, deselect Reuse
password to encrypt private key under Encrypt exported private key, and supply
the additional password.

Navigate to a location on a thumb drive and click Save.
The system reports that the export was successful.

To complete the action, click OK.
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Manually importing a certificate into a User Trust Store

If your System Trust Stores already contain the root CA certificate of the CA (Certificate Authority) that
signed your intermediate, server or code-signing certificates, you do not need to import anything. If you are
serving as your own CA, you must import the root CA certificate you exported (without its private key) into
the User Trust Store of each client. Each platform and station share the same stores. This procedure docu-
ments how to manually import the root CA certificate into an individual client.

Prerequisites: The focus is on the User Trust Store in the appropriate stores location, which would be the
platform/station User Trust Store for a server certificate and the Workbench User Trust Store for a code-
signing certificate.

NOTE: There is no need to import the server certificates or the intermediate CA certificates to any User
Trust Store. Each signed server certificate carries within it any intermediate and root CA certificate
information.

Step 1 Select the User Trust Store tab.

Step2 Click Import.

Step 3 Locate and select the root CA certificate's .pem file on the thumb drive and click Open.
The Certificate Import window opens.

Step4 Confirm that the Subject property identifies the correct certificate and click OK.

The system imports the certificate, identifying it with a green shield icon &0

You may repeat this procedure for each client platform/station, or use a provisioning job to automate the
process.

Installing a certificate

If your System Trust Store already contains the root CA certificate of the CA (Certificate Authority) that
signed your intermediate, server or code-signing certificates, you do not need to run a provisioning job. If
your company serves as its own CA, you must install a root CA or intermediate certificate in the User Trust
Store of all platform/stations that serve as system clients. To do this, use an Install Certificate provisioning
job. This can be useful before running a signed provisioning robot on several stations.

Prerequisites:

* The BatchJobService and ProvisioningNwEXxt components are available under your NiagaraNetwork.
* The root CA or signed intermediate certificate is available on a thumb drive.
* The provisioningNiagara palette is open.

Step1  Open the platform/station stores on a Supervisor (or engineering) computer and click the User
Trust Store tab.

NOTE: Make sure you are in the platform/station stores. You cannot complete this procedure if
you import the certificate into the Workbench User Trust Store of your Supervisor or engineering
computer.

Step 2 Click the Import button, navigate to the location on the thumb drive that contains the root CA cer-
tificate and click Open.

Step 3  Confirm that the Subject of the certificate identifies it as the root CA certificate and click OK.
The system imports the certificate in preparation for the provisioning job.
Step4 Navigate to the location in the station where you manage provisioning jobs.

Step5 Drag a NiagaraNetworkJobPrototype component to this location and name the component some-
thing like, “Root CA certificate provisioning.”

Step 6 Double-click the new component.

The Niagara Network Prototype View opens.
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Step7 Inthe Steps to run for each station pane, click the plus icon.

The New Job Step window opens.

45 New Job Step =
Select the type of step to add to the job from the list
below:
Type Description B
ﬂ-) Backup Stations Back up each station in the job
D Copy Local File Copy alocalfile to each station in the job
D Copy SupervisorFile Copy afile from the supervisor'sfilesystem to each station in the job
@ Install Certificate Install a certificate to the user trust store of each station
ﬂ-) Install Software Install software to the stations in the job
Q Reboot Reboot each station in the job
LT runRobot Run aroboton each station
ﬁ) Upgrade Qut-of-date Software  Upgrade out-of-date software for each station in the job
oK Cancel

Step8 Select Install Certificate and click OK.

The Install Certificate window opens.

Install Certificate RS

Install Certificate
Select a certificate to install

Alias Subject Not After Key Algorithm  Key Size Valid B

codesigning codesigning TueAug28 11:01:31EDT2018 RSA 2048 true

If alias exists on target station:
@ Installwith unique alias > Replace certificate {» Don'tinstall

OK Cancel

Step? To complete the installation, select the root CA certificate and click OK.
Step 10 Define the stations to include in the job.

The system copies the certificate from the Supervisor station’s User Trust Store to the User Trust
Stores of the other clients.

Station health confirmation

When you finish configuring a client or server, stop and restart a secure station and check station health. The
system does not validate existing connections against new certificates until you restart the station. The sys-
tem does not automatically change connections from Http and Fox to Https and Foxs, even when you enable
Https Only and Foxs Only, until you reestablish the connection.
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Viewing session information

The Session Info window provides useful information and a graphical representation of certificate status
(green and red icons).

Prerequisites: Workbench is running.

Step1 To view session information, do one of the following:

e Click the Session Info icon (III) in the row of icons at the top of the page.
¢ Right-click the station name in the Nav tree and click Session Info.

The system displays one of two Session Info windows.

Session Infis for localhest =53] [ secsion Info For HQ102 T

(1)
P9 You are connected as E522E05. You are conn ected asadmin.

@ Hostname Is localhast.
LX)
v

Hostname |5 local hest.

Theidentityaofthis ho s has not been verified. @
-Server'scertificate does not match the add ress.

- Server's certificate is n ot bru sted.

Certificate Information

Theldentity afthis host could notbe verfiad.

Wour cannectionta la calhost is encrypbed with 25 E-bit ¥our cannectianta HQ102 (s not encrypted.

roconbinn The connectinn ses T Sl 7

@aa@k

The connection is encrypted usin g AES_255_CBC, with Your cannection started at05-Mar-15 550 AMEST.
SHAT farm essage auth entication andASAa sthEkEE

exchange mecha nism.

@ Your cannectian staried at27-Jan-15 4:04 P M EST.

N

¢ The Session Info message on the left indicates that you have made a secure connection.

For the Server identity section (1), a red shield with a white X indicates that the client is unable
to verify the authenticity of the Fox host. There are multiple reasons why this host may not be
authentic.

A green shield with a white check mark indicates that a root CA certificate in the client’s Sys-
tem or User Trust Store was able to validate the signature on the server certificate, verifying
the authenticity of the Fox host.

For the Connection encryption section (2), a red shield with a white X indicates that the Fox
session connection is not sufficiently encrypted.

A green shield with a white check mark indicates that the Fox session connection is sufficiently
encrypted.

Communication is the most secure when both shields are green.

® The Session Info message on the right indicates that you have made a regular connection (a
connection that is not secure). Communication is the least secure when both shields are red.

Step2 Clickthe Certificate Information link.

The system displays the details of the Fox server certificate.

Allowed hosts management

If you used self-signed certificates to get started, more than one exemption may be allowed in your Allowed
Hosts list. Once you have set up signed certificates for all hosts, delete the exemptions from each Allowed
Hosts list (Workbench, and platform/station).

* To access the Workbench Allowed Hosts list, click Tools—Certificate Management, and click the Al-
lowed Hosts tab.
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* To access the platform/station Allowed Hosts list, expand Platform and double-click Certificate Man-
agement in the Nav tree. Then, click the Allowed Hosts tab.

* You may also access the platform/station stores by expanding Station—»Config—Services—PlatformSer-
vices and double-clicking CertManagerService in the Nav tree.

When a certificate expires

Each root, intermediate, server, and code-signing certificate remains valid for a specific period of time (Vval-
id Fromand Valid To dates). When a certificate expires, system users receive error messages.

Ensuring continued secure system access requires advance planning. There is no certificate renewal process.
For each expiring certificate, you must create a new, replacement certificate, get it signed, import it into the
User Key Store, and ensure that the root CA certificate used to sign it is in each station’s User Trust
Store. If your company uses a third-party CA, the whole process can take a couple of weeks. As a best prac-
tice, keep track of each certificate expiration date, and plan ahead to replace old certificates before they
expire.

The code-signing certificate provides an exception to this rule. As long as your code-signing certificate is
time-stamped, you may continue to use it even after it expires.

Deleting a certificate

As a general rule, third-party certificates may be renewed but not changed. Some CAs will not allow any
changes once the certificate is signed. If you need to make a change, delete the certificate and start again
with a new certificate.

ATTENTION: Do not delete a certificate until its replacement is in place and configured. If you delete a cer-
tificate that is in use, the platform, FoxService or WebService could fail to restart. If you have the services
configured for Https Only a secure platform connection using TLS (Platform TLS settings) or Foxs Only, a
missing certificate could prohibit connectivity using encrypted connections. Workbench gives no warning if
you delete a certificate that is currently being used by Workbench or the platform/station.

Step1 Connect to the platform.
Step2 Do one of the following:

a. To access the Workbench stores for managing the root CA, intermediate, and code-signing cer-
tificates, click Tools—Certificate Management.

b. To access the platform/station stores, expand Platform and double-click Certificate Manage-
ment in the Nav tree. To access the stores this way, the station must be idle.

Step 3 Select the certificate in the User Key Store and click Delete.
The system asks you to confirm the deletion.

Step4  Carefully consider your action and click Yes (or No).

Configuring secure platform communication

Platform and station security are independent of one another. The system defaults to enabling secure com-
munication for both platform and station. Configuring a platform (Niagarad) for secure communication (plat-
formtls) involves confirming the port, selecting the signed server certificate to use, and, if required,
restricting the TLS protocol version.

A station's window into the platform-resident secure communication features is just like any other Platform
Service under the station's Platform Administration node in the Nav tree. This means that anything config-
ured for a platform is independent of whatever station is running. Follow this procedure for the Supervisor
and all remote controller platforms.

Step1 Double-click Platform—Platform Administration and double-click Change TLS Settings.
The Platform TLS Settings window opens.
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Platform TLS Settings b5
State TLS Only
Port

Certificate tridium

Protocol TLSv1.0+

Save Cancel

A = =

The default State is TLS only and the Daemon HTTP Port indicates 3011 (disabled in TLS set-
tings) in the Platform Administration view. However,State can be changed on the controller to
Enable or Disable. If you are using a separate certificate for verifying niagarad communication,
this is where you select the Certificate.

Step2 Configure the properties and click Save.

Configuring secure station communication
This topic explains how to set up secure Foxs and Https communication for Supervisor and controller
stations.
Follow this procedure for both Foxs and Webs.
Step1 Make a secure connection to the station.
Step 2 Right-click FoxService or WebService under Config—Services in the Nav tree.
The Property Sheet opens and click Views—Property Sheet.
Step 3  Confirm that the true check box is selected for Foxs Enabled or Https Enabled.
Step4 From the Foxs Cert or Https Cert list, select the appropriate certificate.

Each platform/station should have its own unique, signed server certificate. Do not use the same
server certificate for more than one platform/station. If you choose to use a different certificate for
your FoxService from that used for your WebService, this is where you specify it.

Enabling clients and configuring them for the correct port
While not directly related to secure communication, setting up each platform/station as a client and server is
important for setting up basic communication relationships.

Step1 [fitis not already open, double-click the NiagaraNetwork node in the Nav tree of both the Super-
visor and the controller stations.

The Station Manager view opens.
Step2 Double-click the client station under the client in the Database pane.

For the Supervisor station, this is the controller station as client; and for the controller station, this
is the Supervisor station as client.

Step 3  For each client, confirm that the Fox Port is set to 4911, and that Use Foxs is set to true.

Securing email

Niagara supports secure outgoing and incoming email using TLS (Transport Layer Security).

Prerequisites: The EmailService is in your Services container with both IncomingAccount and Out-
goingAccount components. If not, add the EmailService component from the email palette before you
begin. You may have multiple incoming and outgoing accounts, which allow you to set up connections to
servers that support secure communication and others that may not.
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Follow this procedure for both your incoming and outgoing accounts.

Step 1 Inthe station's Nav tree, right-click the IncomingAccount or OutgoingAccount node under the
EmailService container and click Views—Property Sheet.

The account Property Sheet opens.

[l Use ssl @ false
[l Use start Tls @ false
. Transport Smtp

The system provides two secure communication options:

* The default, Use Ss1, encrypts the connection before it is ever opened. To do the encryption, it
automatically uses either SSL v3 or TLS (depending on email server requirements). This provides
the most secure data transmission since the connection is encrypted from the start.

* Use Start Tls makes it possible to connect to an unprotected email server. The handshake oc-
curs without encryption, then switches to encrypt the message itself.

Use Ssl and Use Start Tls are mutually exclusive. Both may be false.
Step2 To provide secure email, set one property to true, and the other false.
The example shows the configuration when Transport is set to Smtp.

Incoming and outgoing messages use different ports for secure communication as follows:

Table 2 Email ports based on transport type

Outgoing Incoming Incoming
(SMTP) (IMAP) (POP3)
Not encrypted 25 143 110
Use Start Tls 587 143 110
Use Ssl 465 993 995

Not all servers follow these rules. You may need to check with your ISP (Internet Service Provider).

NOTE: Do not enable or disable the Use Ss1 or Use Start Tls properties without configuring
the Port.

Step3 Change the Port to the appropriate port number (defaults are: 25 for outgoing and 110 for incom-
ing email).

The system also provides server identity verification. For most email servers, the root certificate is
already in the System Trust Store.

Step4  If no root CA certificate for the email server is in the station's System Trust Store (third-party
signed certificate) or in the User Trust Store (your own certificate if you provide your own secure
email server), either:

¢ Import your own or a third-party signed root CA certificate into the station’s User Trust Store.

¢ Or, if you do not have a signed certificate yet, accept the system-generated, self-signed certifi-
cate when challenged. This creates an exemption in the Allowed Hosts list. Later, import the
root CA certificate and delete this temporary exemption.

Secure communication troubleshooting

This topic suggests solutions for common connection security problems.

When | attempt to import the signed server certificate back into the host User Key Store, | get
errors.
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This may happen if you deleted the original certificate created on the host from which you created the CSR.
If you backed up this certificate, import it back into the User Key Store and import the CSR again. Generat-
ing a new certificate with the same name does not generate the same key pair and will result in errors when
you attempt to import a signed certificate whose keys do not match.

For months | have been able to log in without being prompted to accept a certificate. All of a sudden
the software is asking me to accept the certificate again.

One or more of the following may be occurring:

* The client may no longer contain the host's root CA certificate in the User Trust Store (for whatever rea-
son). Check the certificate and import a matching root CA certificate into the User Trust Store.

* The root CA certificate may have expired or changed and you need to import new certificates. Check the
server certificate carefully to make sure it is trusted and temporarily approve it, creating an exemption in
the Allowed Hosts list. Create or acquire a new root CA certificate and create new server certificates.
Get the new server certificates signed by the new root CA certificate. Finally, import the certificates into
the appropriate stores, deleting any expired certificates and any temporary exemptions you approved in
the Allowed Hosts list.

* There may be a problem with the Fox port. Check the FoxService on the client NiagaraNetwork to en-
sure the correct Fox port: 4911 for Foxs; 1911 for Fox.

* You may be subject to a man-in-the-middle attack and no trusted root CA certificate exists for the attack-
er in the platform/station Trust Stores. Check the certificate’s Issued By and Issuer DN (Distinguished
Name) carefully. Do not manually approve a certificate for an issuer you do not recognize.

The Session Info window (right-click Station—»Session Info) shows a red shield with a white x in the
section that reports host identity authentication.

There may be a number of reasons for this:

* If you are serving as your own Certificate Authority, a platform and station requires your root CA certifi-
cate in its User Trust Store. When you start the platform or station for the first time the User Trust
Store is empty. This causes the system to generate a self-signed certificate and display it for you to ap-
prove before it establishes the connection. Compare the Issued By and Subject properties. They are
the same for a self-signed certificate. If you recognize the name, you can manually approve the certificate
and rest assured that communication is secure. If you do not recognize the name, do not manually ap-
prove the certificate. If you are configuring the host for the first time, import your root CA certificate to
the host’s User Trust Store as soon as possible and delete the default, self-signed certificate.

e If, in a hurry, you allowed a certificate without checking its Issued By and Issuer DN (Distinguished
Name), and you are worried about what you approved, open the platform/station stores (Config—Servi-
ces—Platform Services»CertManagerService); click the Allowed Hosts tab; locate the certificate and,
if you do not recognize it, click Unapprove.

When running in a browser, the Https in the address is crossed through with a red X next to it.

This indicates that you are using a self-signed certificate for which no client certificate exists in the browser’s
trust store. Using Google Chrome, the browser caches nothing. You can still access the platform and station,
but system performance is less than desirable. To speed performance, set up and import your own root CA
certificate into the browser’s trust store, or purchase and install a signed client certificate from a CA (Certifi-
cate Authority).

| enabled SSL and logged in using a secure connection, but the platform icon does not include the
lock symbol. Why did the platform boot with a connection that is not secure?

Most likely there is something wrong with the certificate. If a certificate fails, or for any reason secure com-
munication cannot start, rather than lock you out of the platform, the system enables a connection without
security. Restart the platform.

NOTE: If you have to replace a platform certificate, assuming you exported the keys, you can import them
to configure the new platform for secure communication.

| enabled SSL and logged in using a secure connection. The platform icon shows the lock symbol, but
no communication is occurring.
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A firewall or secure router may be blocking or ignoring a port. Consult your firewall or router documentation
for a list of blocked ports, then either unblock the port in the firewall or router, or change the port using
Workbench.

I'm using a signed server certificate, but the message "Unable to verify host identity" still appears
when connecting to the platform.

The system cannot find a root CA certificate in a Trust Store that matches the server certificate. Import the
root CA certificate used to sign the server certificate into the User Trust Store.

My platform or Supervisor private key has been compromised, what should I do?

Get on site as quickly as possible. Take the entire network off the Internet. Configure security again for each
compromised platform creating and signing all new certificates.

When importing a root CR certificate into a client User Trust Store | get the message, "The ‘Import’
command encountered an error” or the certificate simply did not import.

Click the Details button to view the Workbench console. Investigate these possibilities:
* You may be attempting to import a private key into the User Trust Store. This cannot be done.

Export the root CA certificate from the Workbench User Key Store without its private key and try to im-
port it again into the client User Trust Store.

* The Issuer of the certificate you are importing must be the same as the Subject of the certificate that
is below it in the certificate tree (the certificate used to sign the one that is causing the error). This may
be an intermediate certificate or the root CA certificate. Beginning at the bottom of the tree, the issuer-
subject relationship is something like this:

Issuer, SubjectC, DB, CA, B

Where "A" is the root CA (Certificate Authority) at the root of the certificate tree. "D" is the subject of
the final server certificate in the tree. The rest are intermediate certificates.

If necessary, delete the certificate, create a new certificate, sign it using the certificate below it in the
trusted certificate tree, and attempt to import again.

I'm trying to get two stations to connect and it is not working.

If this is the first time you are making this connection, check the Allowed Hosts list. The station serving as
the client may not have a certificate in its User Trust Store for the station that is serving as the server. In the
Allowed Hosts list, analyze the exemption, then select the certificate to make sure that you recognize its
Issued By and Issuer DN (Distinguished Name) and click Approve. Check the certificate for the correct
name and port number in the Host column.

If you have been connecting successfully but suddenly you are unable to connect, try to figure out what
changed. Check the daemon logs for an error message.

If you are using root and intermediate certificates, check the Issuer name on your signed intermediate and
server certificates. It should be the same as the Subject name on the root CA certificate. When it is unable
to validate the certificate tree, the software prevents communication.

We use self-signed certificates. All hosts are approved in the Allowed Hosts list, and we've been able
to connect to our platforms without getting the message that our hosts are not trusted. All of a sud-
den we're getting that message again. What happened?

If the IP address of the platforms changed, the entry in the Allowed Hosts list is no longer valid.

| get the message, “Cannot connect. Ensure server is running on specified port.” when | attempt to
log in to a secure station:

This is a general message. A number of things could be wrong:

* There may be a problem with the controller. Ensure that the controller is connected to power and the
power is on.
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* You entered invalid credentials or, for some other reason, you are having difficulty logging on (the station
may have stopped running). Confirm your credentials, start the platform and use the Platform Application
Director to start the station, then connect again.

* Your secure WebService (Https) or FoxService (Foxs) may not be enabled (set to true). Both must be
enabled to make a secure station connection. Make a regular station connection by clicking File-Ope-
n—-Open Station, select Station Connection, provide credentials, then, on the FoxService Prop-
erty Sheet, confirm that Foxs is enabled (set to t rue), close the station and connect to it again. Make
sure you select a Station TLS Connection for Type in the Connect window.

Default TCP/IP ports

The various system protocols (fox, foxs, etc.) manage communication across specific ports.

This table summarizes the default TCP/IP port numbers following commissioning. You may change these
ports as needed. If a firewall or router blocks a port, communication fails. Be aware of this potential and
make appropriate exemption rules where necessary.

Type of com- i X
Protocol Default port munication Security To change this port...
fox 1911 station not secure expand Config-Services, and double-
clickFoxServices.
foxs 4911 station secure
platform daemon 3011 niagarad not secure use the Change HTTP Port button under
(platform) PlatformPlatform Administration.
platformtls (Platform Port) 5011 niagarad secure use the Change TLS Settings button
(platform) under PlatformPlatform
Administration.
http 80 browser not secure expand Config—, and double-
clickFoxServices.
https 443 browser secure
email, incoming account 110 receive not secure expand Config-, and double-
clickEmailServices.
il, outgoi t 25 d not secure
emarl, outgolng accodn sen NOTE: Do not enable Use Ssl or Use
email, incoming account, 993 (IMAP), 995 receive secure Start Tls without configuring the port as
Use Ss1 (POP3) indicated in this table. Refer to the Se-
cure Communication chapter for more in-
email outgoing account, 465 send secure formatlgn about these ports and
Use Ss1 properties.
email, incoming account, 143 (IMAP), 110 receive secure
Use Start Tls (POP3)
email, incoming account, 587 send secure
Use Start Tls

After changing a port for an individual station, disconnect from the station, and restart the station using Ap-
plication Director. If you change the fox or foxs port, when you reconnect, use File-Open—-Open Sta-
tion. This gives you the opportunity to change the default communication port: 1911 for fox and 4911 for
foxs. Otherwise, you will be unable to connect.

Certificate management when replacing a controller

When replacing JACE controller in the field, you may reuse backups of the User Key Store and User Trust
Store from the old controller. If no station backup is available, you must generate a new server certificate
and sign it or get it signed.

Prerequisites: You are on site. Remotely importing a security backup into JACE controller is not recom-
mended because you should not restore the User Key Store and User Trust Store while the station is con-
nected to the Internet.
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Step1 Make sure that the JACE controller is not on the Internet.
Step2 Reboot the controller and restore the station.

Step 3  Either restore from the station backup, or import the stores from a previously exported file.
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Topics covered in this chapter

¢ User authentication checklist

# Authentication schemes

4 Set up client certificate authentication

# Logging in via browser using client certificate authentication
¢ Logging in via Workbench using client certificate authentication
¢ Enabling a kiosk-like mode using ClientCertAuth

4 Setting up Google authentication

# Single Sign On

¢ Network users

# Station-to-station users

¢ Adding or editing a user

¢ Assigning authentication schemes to users

4 Password management

¢ Logging on to a station

# Station Auto Logoff

4 Changing your password

# User authentication troubleshooting

User authentication validates the identity of a subject, which can be a human user, a system, or an
application. The AuthenticationService is designed to be extensible by supporting a variety of
authentication schemes. In addition, the gauth palette (Google Authenticator app) provides a two-factor
mechanism that requires a user to enter their password as well as a single-use token to authenticate.

All stations must have an AuthenticationService, with the Authenticator property for each user set to
one of the supported schemes.

When a station attempts a connection, it checks the user's login credentials: user name, password, and
token (if using the Google Authenticator app) against the users under the station's UserService. This
process is called user authentication. The actual process depends on the authentication scheme and on the
type of connection:

¢  Workbench-to-station (FoxService)

When a user opens a station (File-~Open-Open Station), Workbench prompts for user name and
password (and token if using the Google Authenticator app). When using Niagara 4, this type of
authentication defaults to the DigestScheme. Connections to older software versions (NiagaraAX)
default to the AXDigestScheme.

e HTTPs browser-to-station (WebService)

When a user opens a station from a browser, the system prompts for user name and password (and token
if using the Google Authenticator app). The authentication mechanism used depends on the scheme
selected in the AuthenticationService.

e Station-to-station (FoxService)

As for Workbench-to-station connection, a station-to-station connection requires an assigned
authentication scheme and a pre-configured user name and password. The role assigned to a station user
(machine-to-machine communication) should grant only the permissions needed by the accessing station.

User authentication checklist

Use this checklist to verify that you completed all required tasks to set up user authentication.

e Connections are secure (https rather than http; foxs rather than fox).
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e Each user has been created.

® The authentication scheme has been selected for each user.

¢ |f you are using the Google Authenticator, the app has been installed on the user’s mobile device.
e Credentials (user name and password) have been set up for each user.

* User roles has been identified. You need to determine what each user can do with each component in the
system. Objects to protect are components, files, and histories. Each of these is assigned a category.

* Roles have been created and assigned to each user. This assignment grants permission for the user to ac-
cess each category of object. The user’s role defines exactly what each user can do with each object in
the system.

* The audit log has been set up for later analysis.

Authentication schemes

An authentication scheme verifies that a user is authorized to access a station. All authentication requests
are routed through the system’s AuthenticationService.

These default authentication schemes are provided as standard components of the
AuthenticationService:

¢ DigestScheme: With this scheme, a user password is never directly sent to the station. Instead, proof is
sent that the user knows the password. This scheme connects Niagara 4 supervisor to Niagara 4 station.

* AXDigestScheme: With this scheme, several messages are passed back and forth to prove that the cli-
ent knows the password. The client’s password is never actually transmitted, which helps protect the sys-
tem if another layer of security, such as secure TLS communication fails.

This scheme provides compatibility with stations running previous software versions. Stations running
NiagaraAX must have been upgraded with the following security updates: 3.8, 3.7u1, 3.6u4, or 3.5u4.
This scheme allows Niagara 4 supervisor to connect to NiagaraAX station.

NOTE: Both the DigestScheme and AXDigestScheme use SCRAM-SHA (Salted Challenge Response Au-
thentication Mechanism) to secure the transmission of clear-text passwords over a channel protected by TLS
(Transport Layer Security). This authentication mechanism conforms to the RFC 5802 standard as defined by
the IETF (Internet Engineering Task Force). It is the same mechanism for both schemes. The main difference
between the two schemes has to do with the order of operations that is required to support the differences
between NiagaraAX and Niagara 4.

Additional schemes

A station can support more than one authentication scheme. Schemes may be added to or removed from
the AuthenticationSchemes container in the AuthenticationService under the Services container.

Each user account is associated with a specific scheme. This allows some user accounts to use one scheme,
while other accounts use different schemes. For example, a digest scheme is appropriate for human users,
whereas a Certificate or HTTP-Basic scheme is more appropriate for devices. The system supports only
schemes that have been added to the AuthenticationService.

CAUTION: Deleting a scheme may leave your users with an invalid reference to a non-existent scheme.

Additional schemes are in the baja, 1dap, and saml, and clientCertAuth palettes. Other schemes may
be found in other palettes, and developers may create new authentication schemes. Third-party schemes
may also be available.

The following schemes (which require the use of an LDAP server and additional properties must be config-
ured) are in the 1dap palette:

e LdapScheme
o KerberosScheme
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Client Certificate Authentication Scheme

In Niagara 4.8 and later, the clientCertAuth palette contains the ClientCertAuthScheme which provides
authentication using a user's certificate. Each user’s certificate is directly bound to the user by storing the us-
er's public certificate on the User object. Each user’s public certificate matches the user certificate's private
key. During a login attempt, the user is prompted to upload his or her certificate, the certificate is verified
against the certificate stored on the User object. For more details, see Admin workflow for client certificate
authentication, page 49 and User workflow for client certificate authentication, page 51 in the “User Authen-
tication” chapter; and clientCertAuth-ClientCertAuthScheme , page 101 in the “Components, views, and
windows"” chapter.

Google Authentication Scheme

The gauth palette contains the GoogleAuthenticationScheme (Google Auth Authenticator) which pro-
vides two-factor authentication using a password and single-use token sent to the user’s mobile phone. The
authenticator app is time based and automatically updates the tokens every 30 seconds.

In addition to adding the GoogleAuthenticationScheme to the standard AuthenticationService, this
scheme requires that the Google Authenticator app be installed on the user’s phone.

SAML Authentication Scheme

The saml palette contains the SAMLAuthenticationScheme, which can be added to the Authentication-
Schemes container to configure the station for SAML Single Sign On. Authentication schemes that support
Single Sign-On allow supported users to bypass entering a username in the pre-login step. Instead, the users
are redirected to an alternate login page. For more details, see saml-SAMLAuthenticationScheme, page
108.

Set up client certificate authentication
Setting up client certificate authentication is a multi-step process where some procedures must be per-
formed by the station Admin, and other procedures by the User.

The station Admin'’s part in the process is to obtain several pieces of information from the local IT network
administrator and then configure the User for client certificate authentication.

While the User must complete several tasks as well as provide the station Admin with the client certificate
(public key).

Refer to the following Admin and User workflows for the list of procedures for each.

Admin workflow for client certificate authentication

This workflow is performed by the station admin in order to configure the station for client certificate
authentication.

Client authentication is a method for users to securely access a remote station (via browser) by exchanging a
client certificate with the remote station. The certificate effectively represents a user identity and handles
logging-in and authenticating to the station.

Typically, only the user (client) has access to the private key of their certificate for client certificate authenti-
cation. However, the public key of the certificate is not considered private data, and can be shared. For this
workflow the station admin first needs to acquire the user's public client certificate, then create the station
user account, and then set that certificate in the server authenticator. The following procedure details the
configuration method.

Configuring a user for client certificate authentication

This procedure is preformed by a station admin user. It describes the steps to configure a new user account
to use the ClientCertAuthScheme, and assigns the user’s public certificate to the user’s
ClientCertAuthenticator.

Prerequisites:

July 25, 2019 49



Chapter 3 User authentication Niagara Station Security Guide

* You are working in a properly licensed Niagara 4.8 Workbench installation.
* You have already acquired the public certificate created by the user.

NOTE: A separate workflow for the user is provided in this chapter that describes how to create a client
certificate, export it with private and public keys, and install the certificate in a browser. For details, see
User workflow for client certificate authentication, page 51.

Step1 Inthe Workbench Nav tree, expand the station’s Services—»AuthenticationService-Authentica-
tionSchemes node.

Step2 Openthe clientCertAuth palette and drag the ClientCertAuthScheme to the Authentication-
Schemes folder.

Step 3  Expand the AuthenticationSchemes and double-click the ClientCertAuthScheme to open the Prop-
erty Sheet view, and edit the default Login Button Text as needed.

Property Sheet

ClientCertAuthScheme (Client Cert Auth Scheme)

Login Button Text Log in with ClientCertZuth|

This login button is added to the login window for a browser station connection (in addition to any
SSO login buttons for other configured SSO schemes).

Step4 Double-click UserService, and in the User Manager click New to create a new user.

Step 5 In the configuration popup window click OK to accept default entries for Type to add and Number
to add.

Step 6  In the second configuration window. enter user details (include a password otherwise you will be
prompted to enter one), click the Authentication Scheme Name dropdown list, select the
ClientCertAuthScheme, and click OK.

NOTE: At this point, you may see the following messages. If so, disregard the messages, click OK
to close each popup window, and continue with the next step.

4% null's Authentication Scheme Changed >

c null's Authentication Scheme Changed
User null's Authenticator has also changed and may need to be updated.

Password could not be changed.

Details

0K Cancel

The new user is added in the User Manager view.
Step7 Double-click the new user to open a Property Sheet view, and click to expand Authenticator.

Step8 Under Certificate, click Choose File to open a File Chooser window and browse to locate and
select the user-provided public certificate (* . pem) file and click OK.

A notice appears alerting you that the user’s certificate change will prevent them from connecting
until the FoxService and WebService are restarted.
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Property Sheet
user (User)
Cfil Full Name

[l Enabled © true
[l Expiration & NeverExpires  ¢> ExpiresOn |30-Jan-2019 11:59 M EST
(Ml Lock Out @ false
[l Language
Ol Email
Authenticator Client Cert Authenticator

Changing the user's certificate will preventthem from
connecting untilthe FoxService and WebService are
restarted. These servic L restart momentarily but
can be restarted manually atany time.

Certificate
—

local: |file:~certManagement,/clientcertif; W

Step? Click Save.

NOTE: The Save action triggers a timer to restart the Fox and Web services in 2-minutes. You can
also restart the services manually. The restart is necessary for your changes to take effect.

After this configuration is successfully completed, when the user attempts to login to the station via browser,
the browser first prompts the user to select the private certificate to use to authenticate to the station. Next,
the browser displays the station prelogin window where the user simply clicks the Login With ClientCer-
tAuth button and immediately authenticates to the station. There is no need to enter username/password
credentials. For more details, see the procedure “Logging in via browser using client certificate
authentication”.

User workflow for client certificate authentication

This workflow is performed by a user as a preliminary step. This is done prior to the station admin setting up
for client certificate authentication.

First, you will generate a new client certificate, and then export it in two different formats. Export the client
certificate first with a public key which simply means that it is not considered protected data, you can share
it as needed. Export the client certificate again but this time with an encrypted private key.

Afterwards, give the certificate with public key to the Station Admin who will use it in setting up Client Cer-
tificate Authentication on the station.

The exported certificate with encrypted private key should be saved to a safe location on our PC file system
for later use. The private key is sensitive data and should be kept well protected. Do not store it somewhere
where it might be accessible to others.

In a subsequent procedure, you will install your certificate with private key on your web browser.

Creating a client certificate

This procedure is done by the User. It describes the steps to generate a new client certificate that will be
used for client certificate authentication. This method uses the Workbench Certificate Management tool
to generate the certificate, rather than the station's certificate stores. By generating it this way, the private
certificate is installed on Workbench which you may need.

Prerequisites:
* You have the required authority to create certificates.
* You are running a Niagara 4.8 Workbench on your PC.

NOTE: Those end users who do not have Workbench will need to use some other tool (e.g. OpenSSL) to
generate a client certificate.

Step1  In Workbench, click Tools—Certificate Management.
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Step2 Click the New button at the bottom of the view.

Step 3

Step 4
Step 5

When created, the certificate appears as a new row in the User Key Store table.

52

The Generate Self Signed Certificate window opens.

Not After 31-Jan-2020 01:32 PM EST j
Key Size &> 1024bits @ 2048bits > 3072bits <> 4096 bits
Certificate Usage &> Server @ CA > CodeSigning

Email Address

oK Cancel

Generate Self Signed Certificate X
Generate Self Signed Certificate

Generates a elf signed certificate and inserts itinto the keystore
Alias clientCert (required)
Common Name (CN) user (required)

* this may contain the host name or address of the server

Organizational Unit (OU) Engineering
Organization (0) Tridium (required)
Locality (L) Richmond
State/Province (5T} V&
Country Code (C) Us | (required)
Not Before 31-Jan-2019% 01:32 PM EST ﬁ

Niagara Station Security Guide

Give the certificate at least the required informationAlias, Common Name (CN), Organization,

and Country Code.

¢ UseAlias to identify this as a client certificate.

¢ Entering your station username in the Common Name field facilitates later authentication on the

station.

¢ The two-digit Country Code is required and must be a known value, such as: US, IN, CA, FR,
DE, ES, etc. (See countrycode.org for a list.).

For Certificate Usage, select Client.

When you have filled in the required fields and selected “Client” for certificate usage, click OK.

The system submits the certificate for processing in the background. A pop-up window in the lower
right portion of your screen advises you regarding the time it may take to generate the certificate.
The length of time it takes depends on the key size and the platform’s processing capability.
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Certificate Management

Certificate Management for Niagara Workbench
User Key Store  System Trust Store  User Trust Store  Allowed Hosts

You have local certificates:

User Key Store

Alias Subject

rootcacert RootCACert M

tridium Niagarad

clientcert  user

N

T

Fi

Certificate Info

E clientcert
Information for certificate user

Properties:

Alias

Version

Serial Number
Issued By

Issuer DN

Subject

Subject DN

Not Before

Not After

Key Algorithm
Key Size
Signature Algorithm
Signature Size
Basic Constraints
Key Usage

clientcert

v3

48 03 05 93 68 bc 82 cd &0 ed 29 Sf
user

CH=user, 0=Tridium, C=US

user

CH=user, 0=Tridium, C=US

Thu Jan 31 13:32:50 EST 2019
Fri Jan 31 13:32:50 EST 2020
B3R

2048

SHR2SEWITHRSA

256

Subject Type: End Entity
digitalSignature

Extended Key Usage TL5 Web Client Ruthentication (1.3.6.1.5.5.7.3.2)

ok |

The next part of the workflow is to export this client certificate in two different formats: public and private.

Exporting a client certificate

This procedure describes the steps to export your client certificate in two formats: public key and private
key. The certificate with Public key is not considered protected data, you can share it as needed. By con-
trast, the certificate with an encrypted Private key is protected data, for your use only. It is part of your digi-
tal identity, and should be kept in a safe location, not accessible by anyone else.

Prerequisites:
* You are running a Niagara 4.8 Workbench on your PC.
* You are logged in to the station
* You have already generated a client certificate which places it in your certificate User Key Store
Step 1 In Workbench, open the Certificate Management view.
Step2 On the User Key Store tab, select your client certificate and click Export.
The system opens the Certificate Export window.
Step 3 To export the Public certificate, just click OK (do not select Export the private key).

Step4 Use the default location on your PC's file system (or navigate to another location) and click Save.
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Step 5

Step 6

Step 7

54

% Certificate Export *

Q File Spaces Current Path

) My File System

;] UserPublicCert.pem

N Bookmarks

Filename: |clientcert.pem Save
Files of type: PEM Files Cancel

The system confirms that the certificate export was successful. To close the confirmation window,
click OK.

Proceed with the remaining steps ( 5-7) to export the Private certificate.

On the User Key Store tab, where your client certificate is still selected and click Export a second
time.

This time in the Certificate Export window, click Export the private key and under Encrypt
exported private key supply the additional password, and click OK.

Certificate Export X

Certificate

[ Exportthe publiccertificate

Tableview = ASN.1View PEM View

Properties:

Version v3

Serial Mumber 45 03 05 83 6% bc 82 cd 60 ed 29 9f
Issued By user

|ssuer DN CH=user, 0=Tridium, C=U35

q\ Private Key

[# Exportthe private key

[# Encryptexported private key

Password eesssssssssss

Confirm |(sssssssssssss|

OK Cancel

NOTE: Be sure to make note of this password, and keep it in a secure place. Later, when authenti-

cating to a station using the client certificate, you will be prompted to enter this private key
password.

Use the default location on your PC’s file system (or navigate to another location) and click Save.
Make sure this location is safe, and not accessible by anyone else.
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4 Certificate Export

O FileSpaces [

) My File System

Current Path

Cif Users | / Niagara4.8 / tridium / certManagement

« oA E|E

®- 85
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;] user_clientcert_public.pem

rj UserPublicCert.pem

N Bookmarks [

Filename: |user clientce r:_prival:El PEM

Save
Cancel

The system confirms that the certificate export was successful. To close the confirmation window,
click OK.

Your public and private client certificates are saved as * . pem files to the ~certManagement folder in your
User Home, or in the location you selected during the export.

Files of type: | PEM Files

Give the public certificate file to the Station Admin who will use it in setting up Client Certificate Authentica-
tion on the station. In a separate procedure, you will install the private certificate file in your browser trust
store for use when logging in to the station.

Installing the private client certificate in your browser trust store

This procedure describes the steps to install your client certificate with Private key in your browser’s certifi-
cate trust store. This private certificate will be referenced on station login via browser, when the station is
configured for client certificate authentication.

Prerequisites:
* You have previously generated a client certificate and exported it with encrypted private key.

¢ If needed, you have used a third-party conversion tool to convert your private certificate * . pem file to
the certificate file format required by your browser (e.g. * .pfx or * .p12 /* .pkcs12).

NOTE: Not all browsers will accept private certificate files in * . pem file format. Instead, they require oth-
er formats (*.pfx, *.pl12, etc.). If your browser requires other than * . pem files, conversion tools (e.g.
OpenSSL, etc.) are readily available which you can use to convert your private certificate file to the re-
quired format.

This procedure describes installing the private certificate in the Chrome web browser certificate stores using
the Certificate import tool available there. The procedure varies somewhat depending on which browser
you use, but it should be similar to what is described here.

Step 1  Inthe Chrome browser’s Settings view, click on the Main Menu icon (upper left) and click Advan-
ced—Privacy and security.

Step2 On the Privacy and security view, scroll down and click Manage certificates.

Step 3  In the Certificates window on the Personal tab, click Import and follow prompts in the Certifi-

cate Import Wizard to import your converted private certificate file to the browser trust store.

Use the default file location indicated by the import tool. For example, by default the import tool
in Chrome indicates the Personal trust store location.

Your private certificate is successfully installed in your browser’s certificate trust store.

At this point, you have completed the user workflow for client certificate authentication. If the station is
properly configured, you should be able to log in via browser (or Workbench) using client certificate
authentication.
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Logging in via browser using client certificate authentication

This procedure describes the steps to login via your browser to a station configured for client certificate
authentication.

Prerequisites:

® You are running a Niagara 4.8 Workbench installation

* You have previously generated a client certificate (your public certificate) and given this *.pem file to the
station admin.

® The station admin has already configured your user account for ClientCertAuthentication.

* You have also previously generated a client certificate with private key (your private certificate) and
saved it to your PC file system.

* You have already installed your private certificate in the browser’s certificate trust stores.
Step 1 Inthe browser, enter the station address and press Enter.

The browser opens a window, prompting you to select a certificate to authenticate yourself to the
station.

Step 2 Inthe Select a certificate window, click to select your private certificate and click OK.

MNew Tab » + - O X

¥ t @ htipsy//localhost/login o Q 3 (2]

151 Apps * Teq - ¥ || Other bookmarks
Select a certificate |

Select a certificate to authenticate yourself to localhost:443

Subject |ssuer Serial

clientCert dientCert A866058E2AB2C5755...

Certificate information “ Cancel

Processing request..

NOTE: Different browsers will present different dialogs, but all browsers will allow you to select a
certificate to identify yourself. For example, the Select a certificate dialog (above) is seen when
using Chrome, while the User Identification Request dialog (below) is seen when using Firefox.
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User |dentification Request
This site has requested that you identify yourself with a
certificate:
localhost:443
Organization: “Tridium”
Issued Under: “Tridium”
Choose a certificate to present as identification:
clientCert [48:66:05:8E:2A:B2:C5:75:54:BC:29:74]
Detalls of selected certificate:

Issued to: C=US,0=Tridium,CN=clientCert

Serial number: 48:66:05:8E:2A:82:C5:75:54:.8C:29:74

Valid from Friday, August 31, 2018, 12:56:41 PM to Saturday, August
31,2019, 12:56:41 PM

Key Usages: Signing

Issued by: C=US,0=Tridium,CN=clientCert

Stored on: Software Security Device

Remember this decision

| OK Cancel

Chapter 3 User authentication

Step 3  In the station Pre-Login window, simply click the Login With ClientCertAuth button.

N48 Weather

,’f__““'-,

!

Username: | |

i
J v

Each device in the system is governed by
its own End User License Agreement

| Log in with ClientCertAuth |

I Remember my choice
(this station only)

NOTE: There is no need to enter username/password credentials.

Upon clicking the button, you immediately authenticate to the station.

Config o ®

[ Station Name

N48_Weather

(@ Sysinfo &

@ Services

Service Container
© Drivers

Driver Container
@ Apps

App Container
&1 Logic

Folder
© Files

Folder

1} Property Sheet

AN

O Actions & Topics [B] Slot Details
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Logging in via Workbench using client certificate authentication

This procedure describes the steps to login via your Workbench to a station configured for client certificate
authentication.

Prerequisites:
Step1 In Workbench, initiate the station connection.

Step2 When prompted, select your private certificate from the dropdown list.

q\ Authentication
Logon required for access

Realm

MName local:|foxs:

Scheme  Fox(clientcert)
Credentials

Username

Chan%e User

Certificate clientcertificate

[ LEENERE clientcertificate

clienteert_pk

stationlcert_priv
localhost

tridium

NOTE: There is no need to enter username/password credentials.
Step3 Click OK to continue.

You are immediately authenticated to the station.

Enabling a kiosk-like mode using ClientCertAuth

In Niagara 4.8 and later, you can use the Client Certificate Authentication feature to facilitate a “kiosk-like”
application. This would be useful for the purpose of providing an information display in a lobby, or an opera-
tor terminal in a mechanical room, where the browser automatically connects and authenticates to the sta-
tion without user interaction. This procedure is performed by the Station Admin.

Prerequisites:
e A station running Niagara 4.8 with the AuthenticationService already configured for Single Sign On.
e Admin privileges adequate for certificate management and creating/configuring station users.

Step1 InaProperty Sheet view of the station’s Services container, click to expand AuthenticationSer-
vice-SSO Configuration and confirm that the Auto Attempt Single Sign On property is set to
false.

This allows authentication to bypass the automatic SSO logon prompt when a user access the
station.

Step2 Follow the workflows provided to “Set up client certificate authentication” (described in the Sta-
tion Security Guide, User Authentication chapter).

NOTE: You will need to complete the procedures for both the Admin and User workflows for client
certificate authentication. You will be creating a client certificate for a new user for the kiosk-like
mode on this station, and you will also configuring this user for client certificate authentication.

Step 3 Inthe NavTree, double-click on the UserService to open the User Manager view, and click New to
create a new station user (e.g., "kioskUser"), and configure the new user as follows:

a. For Auto Logoff Enabled, click the checkbox to deselect (disable) it.
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b. For the Authentication Scheme Name click the dropdown list and click to select
ClientCertAuthScheme

c. For Password, enter the required Private Key Password for the user’s client certificate.
Step4 In User Manager view, click the Views dropdown list and click on Permissions Browser.

Step5 Inthe Permissions Browser expand folders and confirm that this new user has a limited permis-
sions set, appropriate for this kiosk-like mode.

Setting up Google authentication

The Google Authentication Scheme is a two-factor authentication mechanism that requires the user to enter
their password as well as a single-use token when logging in to a station. This protects a user’s account even
if their password is compromised. This authentication scheme relies on TOTP (Time-based One Time Pass-
word) and the Google Authenticator app on the user’s mobile device to generate and verify single-use au-
thentication tokens. Google authentication is time based, so there is no dependency on network
communication between the user’'s mobile device, the station, or external servers. Since the authenticator is
time based, the time in the station and time in the phone must stay relatively in sync. The app provides a buf-
fer of plus or minus 1.5 minutes to account for clock skew.

Prerequisites: The user's mobile phone requires the Google Authentication app. You are working in Work-
bench. The user exists in the station database.

Step1 Open the gauth palette and add the GoogleAuthenticationScheme to the Services—Authenti-
cationService—~AuthenticationSchemes node in the Nav tree.

Step2 Right-click UserService, and double-click the user in the table.
The Edit view for the user opens.
Step3 Configure the Authentication Scheme Name as needed and click Save.
Step4  Click the button next to Secret Key under the user’s authenticator and follow the prompts.
Step5 To complete the configuration, click Save.

Depending the view you are using, you may have to open the user again or refresh after saving.

Single Sign On

Niagara has an extensible Single Sign On (SSO) framework that can support many types of SSO. For exam-
ple, the Kerberos scheme is an SSO scheme. And in Niagara 4.4 and later, there is added support for SAML
SSO, which is the main supported SSO scheme and the focus of this topic.

About SSO

SSO is an access control method that allows for automatic logging in to multiple related, but independent
software systems. In the current implementation, SSO works via a browser connection to a station. When ac-
cessing multiple stations configured for Single Sign On, the user is only required to enter credentials once to
access all stations. SSO also makes it possible to log in to individual stations without being prompted for
user name or password each time.
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Figure 4 Login dialog for a station configured for SAML SSO

NewSta001

~
Username:

Login

Each device in the system is governed by
its own End User License Agreement
located at ."quin."eul_a.

| Log in with SSO |

Remember my choice
(this station only)

The advantages of this are evident for customers with more than one JACE controller:

* Users can log into one controller, and will not be prompted to log into other controllers which improves
usability.

* There is a centralized management of credentials, meaning that users no longer need to maintain multi-
ple copies of the same identity/role information, eliminating the errors inherent in duplication and being
out of sync.

* One controlled authentication point, making authentication less complicated and ultimately, more
secure.

A result of using SSO is that all credentials (identity information, authorization information via roles) are
stored and managed centrally, and authentication is controlled centrally as well.

NOTE: Role names are managed centrally, but what the roles map to still needs to be managed by each indi-
vidual station. For example, an Identity Provider might tell me that my role is "Party Planner"”, but the station
needs to have a role with that name that maps to categories, etc., on that station.

About SAML SSO

Starting in Niagara 4.4, SAML SSO is the main supported SSO scheme. The SAMLAuthenticationScheme,
found in the saml palette, is added to a station to configure it for SAML Single Sign-On. This scheme stores
configuration properties required for communications with a SAML Identity Provider (IdP). With SSO, when a
user tries to access the station and has not been authenticated, the station delegates authentication to the
configured IdP.

The Niagara SSO SAML scheme uses SAML 2.0 (Security Assertion Markup Language v.2.0). This is an open
standard for exchanging authentication and authorization data in the form of encrypted messages passed
between security domains. Specific protocols process the SAML request-response message exchanges over
a secure connection. SSO via web browser uses the SAML 2.0 Web Browser SSO profile to define how to
use SAML messages and bindings between browser-connected Supervisor and JACE stations.

With SSO, the process of SAML request-response message exchanges occurs between the following system
entities:

® Service Provider (SP) which is a station typically running on a JACE controller
¢ Identity Provider (IdP) which stores and maintains the authentication and authorization information.

For Niagara SAML SSO the IdP must be external, located on a third-party IdP server. The SSO SAML au-
thentication process uses an approach similar to LDAP authentication in that it also stores authentication
credentials external to the station.

To configure a station for SAML SSO, in addition to the default authentication schemes (Digest and AxDi-
gest), the station’s Authentication Service must contain a properly configured SAML authentication scheme.
The Authentication Service also contains SSO Configuration properties which allow you to tailor the authen-
tication workflow as needed.
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NOTE: In Niagara 4.4 and later, there is an added baja-UserPrototype component that is implemented with
the User Service. This UserPrototype is required for SAML authentication.

More details are available in the “Components” section of this guide, see baja-UserService, saml-SAMLAu-
thenticationScheme, saml-SAMLAttributeMapper, and saml-SamIXmIDecryptor.

Creating a User Prototype for SAML Authentication

SAML Authentication requires a user prototype of the type “baja:UserPrototype”. This procedure describes
how to create this new prototype and configure the Alternate Default Prototype for the UserService.

Prerequisites:
* You have connected to an existing station
* You have the baja palette open

® You have already obtained the necessary IdP configuration metadata that is required for authentication
by the IdP. Specifically, you'll need to know the value of the SAML attribute: prototypeName.

Step 1 Open a Property Sheet view of the station’s UserService.

Step2 Dragthe UserPrototype component from the baja palette to the User Prototypes folder
under the UserService.

Step 3  Inthe Name window, enter a name for this prototype that exactly matches the value of the pro-
totypeName attribute being used by your SAML IdP and click OK.

NOTE: If the SAML IdP is sending the attribute prototypeName=SAMLPrototype, then the pro-
totype that you create must be named, “SAMLPrototype”.

Step4 Inthe Nav tree, right-click the station and click Save Station.
The new UserPrototype is added to the dropdown list for Alternate User Prototypes.

Step5 Click the Alternate Default Prototype dropdown list, click to select your new prototype, and
click Save.

NOTE: If there is a mismatch on the SAML prototypeName attribute value and your prototype
name, the UserService will default to the Default Prototype.

You have created a new prototoype of the type "baja:UserPrototype”, and configured the UserService A1-
ternate Default Prototype to be this new prototype, as shown.

‘ User Prototypes User Prototypes
@& Default Prototype defaultPrototype

I @il Alternate Default Prototype  |SAMLPrototype I

‘ SAMLPrototype User Prototype

Configuring the SAML Authentication Scheme

SAML SSO is enabled by adding a SAML Authentication Scheme to the station. The scheme must be config-
ured for a particular Identity Provider (IdP). You will need to obtain several configuration metadata from your
IdP and use it in configuring the scheme. You will also need to provide the IdP with your station’s SP metada-
ta. This SAML metadata is used to share configuration information between the |dP and the SP (for more de-
tails see the Prerequisites section in this topic.). The metadata is defined in XML files. Once the SAML
authentication scheme is properly configured the station is able to exchange SAML authentication messages
with the IdP.

Prerequisites:
* You have the saml palette open

® You have already obtained the necessary IdP configuration metadata that is required for authentication
by the IdP. Typically, these values are provided by the IdP SAML Server administrator. The configuration
metadata, which may be provided in an XML file, is as follows:
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— HTTP-Redirect URL (corresponds to |dP Host URL, IdP Host Port, and IdP Login Path properties)
- IdP Cert

NOTE: Since SAML is an open standard, a number of third-party SAML Servers are available (i.e. Open-
AM, Salesforce, etc.).

* You have provided the IdP SAML server administrator with an XML file containing your station’s SP meta-
data and SAML public certificate. The SP metadata typically includes the SP “Entity ID” and the “Asser-
tion Consumer Service”. The |dP needs the metadata, which uniquely identifies the SP, and the certificate
which is used to validate messages sent by the station.

NOTE: The Entity ID is simply a unique name that you choose as an SP, usually a URL. For example, the
Entity ID typically is something like this: https://jace.domain.com:portNumber/saml, where you
would use your JACE's hostname. Note that a port number is required. The “Assertion Consumer Serv-
ice” metadata would be another URL, for example: https://jace.domain.com:portNumber/saml/
assertionConsumerService, again using your JACE's hostname. Once you have generated your SP
metadata, save it in XML format and share the file with the IdP SAML server administrator.

* You have already created an Alternate Default Prototype for SAML authentication using the UserProto-
type component in the baja palette.

NOTE: This UserPrototype is required for SAML authentication.

Step 1 Inthe Nav tree, expand the station’s Config—Services—AuthenticationService node and drag
the SAMLAuthenticationScheme component from the saml palette onto the Authentication
Schemes folder.

Step2 Inthe Name dialog, enter a name (or use the default text) and click OK.

Step 3 Expand Authentication Schemes and double-click on the SAMLAuthenticationScheme to open a
property sheet view, and enter values for the following properties:

a. Login Button Text: enter the preferred text label for the SSO login button that appears on
thelLogin dialog.

b. IdP Host URL: enter the host of your Identity Provider (obtained from IdP admin).
c. IdP Host Port: enter the port number of your Identity Provider (obtained from IdP admin).

d. IdP Login Path: enter the location on the Identity Provider that you must navigate to that trig-
gers the SAML authentication (obtained from IdP admin).

e. IdP Cert: enter the certificate used to encrypt messages sent to the IdP, and to validate mes-
sages signed by the IdP (obtained from IdP admin).

f. SAML Server Cert: enter the certificate used by the station to sign the messages being sent
back to the IdP, and is used to decrypt messages sent by the IdP.

NOTE: In order for the IdP to read and validate the messages sent by the station, the public
certificate must be provided to the [dP SAML server administrator as well.

Step4 On completion click Save.

Shown here is an example of the SAML Authentication Scheme configured for the third-party OpenAM Idp.
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- Nav [7] = Property Sheet
L O &) My Network ] Se'r.‘.-1_AL:hen:ica:ionScher“E (SAML Authentication Scheme)
= UM Login Button Text  |Log in with 550
O AuthenticationService . dP Host URL https://openam.example.com
@ALthentication Schemes . dP Host Port 2080 [1-65535]
\JHl DigestScheme . dP Login Path /openam/550Redirect/metalklias/SAML/idp
Ul A¥DigestScheme Ui 1dP Cert openamidpcert pub
il LdapScheme Ul SAML Server Cert stationlcert

'. SAMLAuthenticationScheme

. S50 Configuration

Customizing SAML attribute mapping

This optional procedure describes how to configure the station to map arbitrarily named SAML attributes to
User properties. Useful when the default mappings are not suitable, the property/attribute mappings may
be customized as described here.

Prerequisites:

® You have already configured the SAMLAuthenticationScheme for the station.
* You have identified which SAML attributes are coming in from the IdP.
* You have the saml palette open.

NOTE: Refer to the IdP-provided documentation to determine which SAML attributes are coming in from
the IdP. As an alternative, you can install a SAML add-on to your web browser which lets you view the attrib-
utes coming in from the IdP. For example, there is the SAML DevTools extension for Chrome which you can
use.

Step 1 Inthe station, navigate to the SAMLAuthenticationScheme.
Step2 From the saml palette, drag the SAMLAttributeMapper to the SAMLAuthenticationScheme.
Step3 Click "+" to expand the SAMLAttributeMapper field editor.

An editor for a new mapping appears.

Step 4 Inthe editor, replace "attributeName" with the name of the attribute sent by the SAML IdP. For ex-
ample, employeeGroup.

Step5 Click on the dropdown list to select a property in the user prototype. For example,
PrototypeName.

This maps the SAML attribute “employeeGroup” to the “PrototypeName” slot in the
UserPrototype.

NOTE: Certain properties may require additional information to map an attribute. In this case, an
extra field editor or checkbox will appear. For example, "Expiration" requires additional informa-
tion - the format in which the expiration time will be sent, so that the date/time can be appropri-
ately parsed. Similarly, “PrototypeName” provides a checkbox to be selected in cases where an
IdP returns a Distinguished Name (DN) for the prototypeName attribute. For more details, see
“saml-AttributeMapper” in the Components section of this document.

Step 6 Repeat steps 3-5 as needed to map additional attributes and click Save when finished.

Logging in with SAML SSO

In Niagara 4.4 and later, SAML SSO works via a browser connection to a station. With SSO, you log into one
station and you are automatically allowed access to all other networked stations that are also configured for
SSO. You will not be prompted for credentials when logging into the other networked stations.

Prerequisites:
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* Your station is already configured for SSO
* You have already provided your IdP admin with any required data
e Web browser

NOTE: When entering the URL for the station in the browser, communications are bound by the domain
specified to the Identity Provider (such as station1.domain.com). This means that you cannot make a local
connection using https:\\localhost, instead you would use https:\\station1.domain.com. Note that this ac-
tually depends on the IdP requirements. Different IdPs may require different information and in a different
format. For example, for the Salesforce IdP there is a field to specify the host name that you will use; and for
the OpenAM IdP, you need to provide a specially formatted XML file that supplies the hostname and other
data. You will need to ask the IdP admin how to provide the information.

Step1 Inthe web browser, open a station connection.

Step 2 Inthe Login window, enter your username and click Log In with SSO (actual button text may differ
depending on the SSO scheme configuration).

NewSta001

(;-__
! Username:

Login

Each device in the system is governed by
its own End User License Agreement
located at /login/eula.

Log in with SSO |

Remember my choice
(this station only)

Note that the Remember my choice option is most useful when there are multiple SAML authenti-
cation schemes in the station. In that situation, a separate SSO Login button displays for each SSO
scheme. When checked, the chosen SSO Login button is remembered and automatically used on
subsequent attempts to access the station. This setting can also apply when there is just one SSO
scheme. If the station is not set for auto-SSO, clicking this checkbox simulates auto-SSO by at-
tempting to log in with the saved scheme.

If you have already logged in with SSO, you will access this station immediately.

If this is the first time you are logging in with SSO your browser is redirected to the Identity Pro-
vider's site.

Step 3  Inthe Identity Provider’s login window, enter your station credentials (Username and Password)
and click Log In. The example shown here shows the OpenAM IdP SSO Login window.
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SIGN IN TO OPENAM

Remember my usemame

LOG IN f

On successful authentication completion, you are logged into the station and the browser is immediately re-
directed there. Also, you immediately gain access to this station and to all other networked stations. Addi-
tionally, you have an active session with the IdP, which allows you to bypass entering credentials the next
time you try to log in to a station. Actually, you still are redirected to the IdP but it knows you have already
logged in and redirects you right back to the station.

Network users

The UserService (baja module) and NiagaraNetwork (niagaraDriver module) permit “centralized manage-
ment” of users in a multi-station system. This section provides an overview, summarizing the Challenge, User
Service changes, and NiagaraNetwork changes.

NOTE: The “network user” feature is available between stations that all use the standard UserService. This
feature is not supported between any stations using an LDAP authentication scheme (from 1dap module). In
that scenario, centralized user management depends on the LDAP or Active Directory server. For related de-
tails, refer to the Niagara LDAP Guide.

Challenge

In any Niagara station database, station users are represented as individual User components, located under
the station's user service. Typically, you use the User Manager view of this service to add, modify, and de-
lete users. Until recent station security changes, you were able to manually copy user components from one
station to other stations. However, this method no longer works, due to more secure password storage. It al-
so never provided change coordination. If an edit is needed for such a user, the same change had to be
made to that user in each (separate) station. This was an inefficient process.

Solution: Stations are configurable to allow users to be added, modified, or deleted in one station, and then
have those changes automatically replicated (or “synchronized”) in other stations. The term “network user”
applies to these users. Related are configurable user “prototypes.” When adding users, prototypes can be
used in network user “strategies” between station. Note these station user changes are standard, but op-
tional—accomplished with additional slots on existing components.

User Service changes

Every User component (user) in the station has 2 related configuration properties: Network User (boolean)
and Prototype Name (string). Currently, prototype name matters only if the user is network user, as this can
be used in a “sync strategy"” for distributing changes to network users.

Related to this, the UserService has a frozen child container slot User Prototypes, with a frozen child De-
fault Prototype user component. If establishing network users, you can duplicate and edit additional user
prototypes. User prototypes currently have the same properties as users, and are seen in the Nav tree and
in the property sheet of the UserService-but are not listed in the User Manager view. Instead, when you
add a User, the new property Prototype Name provides a selection list of available prototypes.
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NOTE: In the User Manager view of the user service in any station, whenever you manually add a new user,
property values in the Default Prototype are always used as defaults (regardless of whatever Prototype
Name you may select in the Add dialog). In this way, the Default Prototype serves as a “template” to popu-
late a new user’s properties (all except password).

This can simplify user management even in a “non network user” scenario, to specify typical user property
settings in the UserService’s Default Prototype. For more details see “Default Prototype”.

For more details on UserService items related to network users, see:
* “Network user related properties”

e “About User prototypes”

NiagaraNetwork changes

Each NiagaraStation (device component) under the station's NiagaraNetwork has a Users device extension,
in addition to other standard device extensions like Points, Histories, Schedules, and Alarms. The Users ex-
tension contains properties that enable/configure network user synchronization “in” and “out” of this sta-
tion, in relation to the station with its NiagaraNetwork. There is no special view (apart from property sheet)
on this Users device extension, nor is it a container for other components.

Associated with this device extension is a view on the parent NiagaraNetwork: the User Sync Manager. This
tabular view provides an aggregate look at all Users device extensions (one for each NiagaraStation). Each
row represents a station, and columns lets you see every station's Users properties for sync configuration,
sync status, sync strategy, and so on. You can select any or all rows for an edit dialog to make configuration
changes, or issue manual sync commands.

NOTE: User synchronization requires stations (Supervisor, JACEs) to be using compatible password storage
mechanisms. Otherwise, a user sync will fail. The corresponding NiagaraStation’s Users device extension will
also be in fault.

NOTE: In Niagara 4, Sync In is supported between N4 stations, and Sync Out is supported between N4 sta-
tions (N4-to-N4). However, when syncing between N4 and AX stations, you can only Sync Out from an N4
station to an AX station (N4-to-AX). Additionally, roles are not created during the synchronization process.
For any role assigned to a network user on the sending station, you must setup a matching role on the re-
ceiving station.

For more details on the “NiagaraNetwork side” of network users, see these sections in the Niagara Drivers
Guide:

e "“About the Users extension”

e “About the User Sync Manager”

Network user related properties

Among User component properties are two that apply to the “network users” function.
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Figure 5 User properties related to network user

Name FullName Enabled Expiration Roles Allow Concurrent Sessions MNetwork User Prototype Name Lan
a NoahF MNoah Fence true Never admin  true true HvacMgr
[ Name NoahF

- Full Name Nozh Fence ;P,

[l Enabled ® true

[l Expiration & NeverExpirss > ExpiresOn | 29-Jun-2017 11:53 BM EDT

I admin

..Roles \/ Manager >>

. Allow Concurrent Sessions . true

. Network User @ true

:. Prototype Name HvacMgr

. Language K_.B

. Authentication Scheme Name  DigestScheme

Password eesessse

- Confirm | sessssss
Ll Authenticator

Force Reset At Next Login ' false
<& Never Expires

. Email nfence@newnetropolis.net

[l cell Phone Number 8005551234

| Time Format {default)
Ll Facets

Unit Conversion |Mone

<> ExpiresOn |29-Jun-2017 11:59 EM EDT

e

e

NOTE: These properties are unused for any users in a station with an LDAP user service (e.g.

LdapV3UserService).

NOTE: In Niagara 4, each user is assigned one or more roles which control that user’s access to station ob-
jects, hierarchies, views, etc. During the user synchronization process a user’s role assignment is sent to the
receiving station however the actual role(s) is not created on the receiving station. You must setup matching

roles on each receiving station.

These properties are described as follows:

Type Value

Description

Network User true, false (default)

A boolean that specifies whether this user can be made avail-
able in other stations. When set to true, this user can be
synchronized with other stations. When using the User Man-
ager to add new users, this typically defaults to “false” (unless
the “User Prototypes—Default Prototype” component has
been edited from defaults, where it has been set to “true”.
Leave the default or set to false whenever you wish this user to
be local to this particular station only. For an overview of this
feature, see “Network users”.

Prototype Name text string

Pick from a selection list showing available local User Proto-
types. Blank or no selection is effectively the same as the fro-
zen Default Prototype. Currently, this property setting applies
only if the Network User property is “true”.

User prototypes

The importance of user prototypes are described in the following topics.
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Properties of User Prototypes

User prototypes under a station’s UserService have the same properties as User components. The impor-
tance of user prototypes can be divided between the frozen “Detault Prototype”, and any Additional (non-
default) User Prototypes you add, for example by duplicating and renaming. Currently, non-default user pro-
totypes are only used when synchronizing network users between different stations. In this case, (identically-
named) prototypes in both the source station and receiving station can be used in a “sync strategy” of “Pro-
totype Required.”

NOTE: In Niagara 4, each user is assigned one or more roles which control that user’s access to station ob-

jects, hierarchies, views, etc. During the user synchronization process a user’s role assignment is sent to the
receiving station however the actual role(s) is not created on the receiving station. You must setup matching
roles on each receiving station.

Note that alternative authentication schemes, such as the Ldap Authentication Scheme, leverage user pro-
totypes as well. When using an alternative authentication scheme (in place of the standard UserService),
you also create user prototypes. However, operation differs from the “network user” usage under the User-
Service. For details refer to “Setting up user prototypes” in the Niagara LDAP Guide.

Default Prototype

Among User Prototypes, the “Default Prototype” is important in any station with any user service, as it is al-
ways the default source of User property values whenever you use the service’s User Manager view to add
a New user to the station.

Figure 6 Default Prototype of the UserService’s Default Prototypes is source of default user properties

. UserPrototypes . Default Prototype
Property Sheet
& Default Prototype (User)
(@ Full Name
(M Enabled ® tre
[l Expiration & NeverExpires <> ExpiresOn [31-Bug-2017 11:59 EM
(@ Lockout ® false
(@ Language
(W Email
Password
Confirm

Ml Authenticator
Force Reset At Next Login . falze

& MNeverExpires < ExpiresOn |31-Aug-2017 11:59 FM

. Time Format {default)
Ul Facets
UnitConversion |Mone
(W Nav File mll
. Prototype Name
[l Network User ® false

@l Cell Phone Number

In this regard, all of the Default Prototype properties can be considered important—with one exception:
password—uwhich is not copied up to a new user created in the User Manager.

However, all other property values (except password) in the Default Prototype are used as “defaults” when
you create any new user in the User Manager. This can be useful, for example, if you have some (minimum)
collection of permissions for all users, or a typical Nav file, and so on.
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NOTE: User Prototypes have a child “Password Configuration” container, just like User components. Inside
are two properties as follows:

* Force Reset At Next Login - The default is “false” for any new station. If you find yourself typically
changing this each time you create a new User, change it to desired value in the Default Prototype.

e Expiration - Default value is “Never expires”. Typically you leave this at default. However, it is possible
you might change this to some “far future” date in the Default Prototype.

For more details on the operation and configuration of these two properties, see “About password expi-
ration and reset”.

Default Prototype importance in Network users scenario

Additionally, in a multi-station job where you are using “Network users”, the user “sync strategy” of “Use
Default Prototype,” the default prototype (in each station receiving network users) specifies the “local prop-
erties” that override the received properties of any network user. Note that by default only 2 properties are
“local override” types: Permissions, and Nav File.

However, by going to the slot sheet of the Default Prototype (in each station receiving network users), and
setting the “user defined 1" config flag, you can specify additional properties as “local override” types. You
can also use this same technique with other (non-default) User Prototypes in stations that receive network
users. For details, see “Specifying additional “local override” properties”.

Additional (non-default) User Prototypes

The importance of properties in an additional (non-default) User Prototypes vary among stations that are ei-
ther sending or receiving network users:

* In a user-sending station (e.g. Supervisor) non-default user prototypes are important only in “name”,
where you can simply duplicate the “Default Prototype” and rename each duplicate uniquely. Property
values in these replicated prototypes are not used in any users—whether a user is local only to the Super-
visor, or specified as a network user with this “Prototype Name.”

* In auser-receiving station (e.g. JACE) non-default user prototypes are important both in “name”, where
matching prototype names in “user sending” stations provide sync strategy options, and also (by default)
in two “local override” properties, described below.

- Permissions - (either a permissions matrix of local categories and rights, or a “Super User”)
— Nav File - (referencing a specific nav file under the local station's file structure)

When a network user is added or modified in a “user sending” station, the two properties above are used in
the “user receiving” station, instead of those same properties in the source network user. Note prototypes
are configurable for other local overrides—see “Specifying additional “local override” properties”.

Specifying additional “local override” properties

In a “network user receiving” station (e.g. JACE) you can specify other properties of User Prototypes to act
as "local overrides” for network users created in its station. This applies both to the single Default Proto-
type, as well as any additional (non-default) User Prototypes.

Do this from the slot sheet of the User Prototype: right-click the property, and select Config Flags, as
shown being done for the web _WebProfileConfig slot (Default Web Profile) .
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Figure 7 Example config flag being set in the Default Prototype of a “user receiving station”
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Delete Delete
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In the Config Flags dialog, click the “User Defined 1" flag and click OK. Notice that in the slot sheet view,
the “Flags” column now includes a “1” for that property, similar to the permissions and navFile slots. When a
network user sync occurs for a user referencing this prototype, all properties with this flag use the local val-
ues as overrides.

Naming User Prototypes

If creating additional User Prototypes (apart from the “Default Prototype”), it is recommended that you
name them using descriptive text that can be logically associated with groups of station users, such as Ad-
minHvac, GenOperations, LtgAndAlarms, and so on. You pick from these names when adding a new user
and selecting a “Prototype Name.”

Keep in mind that in a multi-station job, if you choose a network “sync strategy” based upon the “Prototype
Required” scheme, network users in the “user sending” station are replicated/sync'ed in the “user receiv-
ing” stations only if the UserService in each remote station has an identically named user prototype. Note
there is also an alternative “Use Default Prototype” sync strategy you can use instead.

For related details, refer to the “About Users sync strategy” section in the Drivers Guide.

Station-to-station users

A station-to-station user requires a machine user as opposed to a human user.

By convention, a station-to-station user should be named something memorable (perhaps a name that is
unique to your company or even to a job site).

NOTE: A station-to-station user should have only the permissions it requires. To improve system security,
do not make a station-to-station user a super user.

As with all user, human and machine, you should carefully guard user passwords. Although frequently a sta-
tion-to-station user is assigned a role with many admin-level Write permissions, every user, human and ma-
chine should be assigned roles that permit them (it) to access only the components required to do their job.

When adding this user, properties, such as Facets, Nav File, and Web Profile, which apply to browser
access are inconsequential.

NOTE: Do not use a station-to-station user to log in as a human user to a station! Instead, you reference this
user in another station, when adding a device under a NiagaraNetwork.

Adding or editing a user

Users define possible connections to the station. Under the station's Services container, the UserService
provides a default User Manager view for you to add, delete, and edit users.

Prerequisites: A local or remote station is open.
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Step 1  Double-click the UserService node in the station Nav tree.
The User Manager view opens.

Step2 To create a new user, click the New button, otherwise, to edit an existing user select the user and
click the Edit button.

The New or Edit window opens.

NOTE: If the Secure Only Password Set property is set to true, and the connection to the sta-
tion is not secure (using Fox or HTTP instead of Foxs or HTTPs), the New button is disabled.

Step 3  Create or modify user properties and click Save.

Assigning authentication schemes to users

Each user is assigned their own AuthenticationScheme. This allows different users to use different schemes
appropriate to the user type. Some schemes apply to both Fox and Web. Other schemes, such as HTTP-Ba-
sic, apply only to certain web logins (for example, Obix clients). These schemes do not work over Fox or even
via the form login.

Prerequisites: The authentication scheme to use has been added to the AuthenticationService.

By default, each new station comes with the DigestScheme and AXDigestScheme already installed. The
DigestScheme is assigned to all users, so that in simple cases no additional setup is required.

Step1 Right-click UserService in the Nav tree and click Views—User Manager.
The User Manager view opens.
Step2 Select the user and click Edit.
The UserService Property Sheet opens.
Step 3  Scroll down to Authentication Scheme Name and expand the Authenticator section.

Step4 To assign an authentication scheme, select the scheme from the Authentication Scheme Name
drop-down list.

Once these setup steps are complete, the station is ready for authentication.

Password management

Managing passwords involves configuring the strength of the passwords to be used authentication scheme,
establishing the period of time after which the password expires, setting the warning period, and setting up
the password for each user.

The system supports three password features designed to strengthen access security:
* Password strength that may be configured for each authentication scheme.
* An expiration interval for a password

e Password history

Setting up password strength

Strong passwords are recommended. Along with the other password features, password strength will frus-
trate any attempt to breach your system.

Prerequisites: Authentication scheme has been added to the AuthenticationService.

Password strength is associated with the selected authentication scheme, for example, Digest or Baisc, but
not LDAP, for which password strength is managed by the LDAP server. You can create different strengths
for different schemes and apply those schemes to different classes of user. For example, an administrator
could have stricter password strength requirements.
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Once the New Station wizard completes, you can adjust the scheme's password strength properties as
needed. If changed for a scheme, any future password change for any station user (including the admin user)
requires the minimum values specified in the Password Strength properties.

NOTE: Although you may reduce password strength by entering zeros for its property values, it is strongly
recommended that you retain a level of password strength similar to the default level, if not greater. For ex-
ample, you may wish to require at least one special and at least two upper case characters.

You configure password strength for each authentication scheme.
Step 1 Right-click the AuthenticationService in the Nav tree and click Views—Property Sheet.
The AuthenticationService Property Sheet window appears.

Step2 Expand the scheme and the Global Password Configuration—»Password Strength container for
the scheme.

Step 3  Configure the minimum character requirements, Expiration Interval, Warning Period, and
Password History Length (5 or 10 characters).

Step4 Do the same for any other scheme you plan to use and click Save.

Setting up password options

In most cases, users create their own passwords. You may create a temporary password for each user in the
UserService and require them to change the password at their next login. You may also configure the
password expiration date.

Prerequisites: The authentication scheme you need is available in the AuthenticationService.

Step1 Right-click UserService and click Views—Property Sheet in the Nav tree.

Step2 Open the user’s Property Sheet.

Step 3  Expand the user whose password you want to set.

Step4 Scroll down and expand the Authenticator—Password Config container under the user name.
Force Reset At Next Login defaults to true.

Step5 To allow the user to continue using the same password, set Force Reset At Next Login to
false.

Step 6  Set the password expiration date, scroll down and click OK.

Setting up a user's password

You configure user passwords through the UserService. If you are accessing the UserService from a browser,
your connection must be secure (https) or you will be unable to set the password.

Step 1 Double-click UserServices in the Nav tree and double-click the user record.
Step2 To view the password properties, expand the Authenticator.

Step 3  Enter and confirm the password, then click OK.

Logging on to a station

Using TLS, a secure communication session is established before the system asks for your user credentials.
When you log on using the station Authentication window, the system confirms your identity, which deter-
mines your Nav tree configuration and the components you have permission to access. The system is de-
signed to require minimum interaction while providing a secure connection and ensuring authorized access.

Prerequisites: An authentication scheme has been assigned to each user, and a user name and password
created.

This procedure demonstrates user authentication using the default DigestScheme.
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Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Open the station.

The system opens a station Connect window.

%\ Open Station with TLS

Connect to station using fox over TLS

Session

Type | A Station TLSConnection

Host IP 192.188.1.222

Port 4311

0K Cancel

This window initiates the process of verifying the server.
Enter the IP address or confirm the default address and click OK.

If no matching root CA certificate can be found in the client’s System or User Trust Stores, the sys-
tem presents a default certificate for your approval.

If you are presented with a certificate, make sure you recognize the certificate’s Issued By and
Subject properties.

CAUTION: Do not approve a certificate if you do not recognize these properties. The weakest link
in the security chain is the user who simply clicks OK without thinking.

The system displays the station Authentication window.

q\ Authentication
% Logon required foraccess

Realm
Mame ip:182.168.1.222(foxs:
Scheme  Fox(nddigest)
Credentials
Usermname
Change User
Password  [ETIIRRE

[#] Rememberthese credentials

OK Cancel

If you are logging on for the first time, enter your user name.

Stations can have many authentication schemes. The first time you log on to a new station the sys-
tem allows you to enter the Username. It uses this information to determine what authentication
scheme to use. After that initial logon, you cannot change the user because another user may use a
different scheme with different credential requirements. The Change User link provides a way for
a different user with a different authentication scheme to log on.

To change to a different user, click the Change User link and enter a different name.
Enter your station password, select Remember these credentials and click OK.

When you select the Remember these credentials check box, the system saves the last user
name and password you entered and defaults to them the next time you log on.

This procedure establishes a secure TLS connection to the station using the Foxs protocol over port 4911
(this is the default port).

The default logon threshold is five attempts. If you make five unsuccessful attempts to log in during a 30-sec-
ond period the system locks you out for 10 seconds. You may change the logon threshold in the
UserService.

To log off, close Workbench or the browser.
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Each authentication scheme supports its own audit log, including saving date, user, and event. This informa-
tion is written to the AuditHistory in the following location: Station—»History—<station name>-AuditHis-
tory. Permission must be assigned to this file in the RoleService to grant a user access to view it.

Station Auto Logoff

In Niagara 4.4 and later there is added support for the station auto logoff capability. Meaning that any sta-
tion connection, in a web browser or in Workbench, can log the user off due to inactivity. This is important
for security reasons, helping to prevent the opportunity for unauthorized access.

NOTE: The Workbench has separate auto logoff settings (under Tools—»Options) that apply to only to the
Workbench session.

Enabled by default, the station Auto LogOff feature can be configured using the Default Auto Logoff
Period property in the UserService and additional auto logoff properties in the individual User accounts.

When the station does not detect any user activity for a configurable period of time, it first displays a warn-
ing popup. Clicking OK in the warning allows you to continue working in the station connection, otherwise
the station automatically logs you off. Once auto logoff occurs, you are presented with an auto logoff notice
in the Login window in the browser, as shown. If your station connection is via Workbench, a similar warning
and logoff notice displays in the window.

Figure 8 Auto Logoff warning popup and alert notice in browser login

Your session will expire within 30 seconds. Click OK to continue.

OK

NewSta001

You have been logged out due to inactivity. To access the station,

please log back in. If you think this is wrong, please contact your
station administrator for information about your auto-logoff settings.

Username: jadmin

Change User
Password

Login

Each device in the system is govemned by
its own End User License Agreement
located at /login/eula.

Log in with S50

Remember my choice
(this station only)

The intended purpose of the station auto logoff properties and separate Workbench auto logoff options is
to allow for setting more restrictive (shorter) or less restrictive (longer) auto logoff period times to accommo-
date different use cases. A security best practice is using these properties to set reasonable limits for peri-
ods of inactivity for both the Workbench and station users.

For details on the station auto logoff properties, see baja-UserService, page 100.

Changing your password

Based on the password configuration, the system warns you when your password is about to expire. You can
only change your password when required to do so by the system. Follow the login prompts.
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User authentication troubleshooting

Once authentication is configured and passwords assigned, very little can go wrong.
| am attempting to set up new users using a browser, and the New button is not available.

This is a security control. Most likely the Secure Only Password Set is on (set to t rue), and you have
made a regular connection (http) to the platform/station. When a secure connection is required, you must
make a secure connection (https) to the platform/station to set the password.

My credentials were working, but they no longer allow me to log in.
* Your password may have expired.
* You may not have permission to access this station. Check with your manager.

® The credentials cache may have become corrupted causing the saved credentials to no longer work.
Clear the Remember these credentials check box, re-type the password or clear your computer’s
cache.

* There is a problem with the configuration of the authentication scheme. For example, if you are using the
LDAP scheme, the port is blocked by a firewall or the wrong LDAP host name or port has been config-
ured. Refer to the documentation for the LDAP scheme.
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Topics covered in this chapter

4 Component permissions checklist

¢ Component permission level

¢ Categories

4 Roles and permissions

4 Component permissions troubleshooting

Once a human or remote station user is authenticated, authorization to access station components is based
upon the permission level assigned to each slot, the category(ies) into which components are grouped, and
the role assigned to each user. All configuration is stored in the system database, using services,
components, and component views.

Figure 9  Station security configuration includes categories, roles and users

Component objects

@ Each object (slot) is assigned a permissions level Operator

Config flag =

Operator
Config flag =

Operator
Config flag =

operator admin operator
@ Objects are grouped into categories (checked) {unchecked) (checked)
Files All
Components Selected
Selected Components
Alarms
istori Selected
Histories Ao All Alarms
Category 1 Category 2 Category 3
(admin components) (management components) (operator components)
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by roles i
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T
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Operator role

(super user)

’ role

™

A user may be
assigned multiple roles

1. Beginning at the top of the diagram, the permission level may be configured on each component as
needed. You change the default permission level for a component by turning the Operator config flag
for the slot on or off.
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Categories organize components, files and histories into groups. You set up categories using the
Category Manager view (CategoryService).

Roles associate permissions to read, write, or invoke an action on a category of system components with
a generic name, such as Manager, Foreman or Maintenance crew. You set up roles and permissions using
the Role Manager view (RoleService). The New Station wizard installs the Admin role. This special
super user cannot be modified or configured, and does not appear in the Role Manager.

Human and machine users are assigned to roles for the purpose of granting users the right to read, write
and invoke actions on components. You assign roles to individual users using the User Manager view
(UserService).

Component permissions checklist

Use this checklist to verify that you completed all required tasks to set up roles and permissions.

Categories have been set up and basic categories assigned to components.
System components that require access control have been identified.

The permission level config flag has been set on component slots.

Basic categories have been set up.

Basic categories have been assigned to components.

Roles have been created and permissions granted.

Roles have been assigned to users.

Station security has been tested.

Component permission level

The component permission level is a config flag associated with the slot. The configuration of this flag begins
the process of granting permission to access individual component slots.

If the component slot’s Operator config flag is cleared (unchecked), the slot is configured for the admin
permission level. A user must be assigned a role with at least the minimum permission set in the Role
Manager view to admin-level Read (R).

If the slot’s Operator config flag is set (checked), the slot is configured for the operator permission lev-
el, and can be accessed by a user who has been assigned a role with the minimum permission set in the
Role Manager view to operator-level read (r). In other words, any user assigned this role may access
the slot at least to read it.

With the admin permission level, users can see and change slot flags from the slot sheet of any component.
By default, most slots are configured for the admin permission level (the out slot is typically set to the oper-
ator permission level).

Changing a component Config flag

Config flags set up system features at the component level.

Step 1 Display the component slot sheet.
Step2 Right-click the slot and click Config Flags.

78

The Config Flags editor appears.
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45 Caonfig Flags [&r

[ operator [ No Audit
[ Readanly [] compaosite
[ Eanfirm Required | [] Remove On Clone
[ Execute On Change [] Metadata
[ Tiransient [ tinkTareet
[ summary [ Mon-Critical
[IeRun ]
O Fanin [ userDefined 2
[ Hidden [ userDefined 3

| [ pefaultonclone [ UserDefined4 |
1 Asymc

OK Cancel

b

Step 3 Click in the Operator check box to set the config flag and click OK.

UserService permission levels

By design, the UserService component enjoys a special permission level scheme—one that varies from
the scheme described for other component access.

By default, these user properties appear as slots in the UserService:
e Email

* Password

e Cell Phone Number

* Facets (time format and unit conversion)

The Operator config flag for these slots may be enabled (checked) and disabled (unchecked) just as you
would configure the permission level on any other slot. The special scheme that applies only to the User-
Service component yields the following results:

e If the operator permission level is enabled (Operator checked) on the slot, and the role assigned to
the user grants read permission (r), the user is allowed read-only access to the user properties (email,
password, etc.) on their own user account (all other users are hidden).

e If the operator permission level is enabled (Operator checked) on the slot, and the role assigned to
the user grants write permissions (rw), the user is allowed both read and write access to the user proper-
ties on their own user account (all other users are hidden). This is the configuration required to allow a
user to change their own password.

* If the admin permission level is enabled (Operator unchecked) on the slot, and the role assigned to a
user grants read permission (rR), the user is allowed read-only access to all user properties for all available
users.

* If the admin permission level is enabled (Operator unchecked) on the slot, and the role assigned to a
user grants write permissions (rwRW), the user is allowed both read and write access to all properties for
all available non-super users. Moreover, they have access to the User Manager, and can add new users
and delete selected users. In addition, the Permissions Browser view of the UserService is available
to them.

NOTE: A user cannot assign permissions to other users that they do not have themselves. For example, a
non-super user cannot make another user a super user.

To allow each user to change their own password, but not have access to other users’ passwords, you would
set the config flag for the Authenticator slot to the operator permission level (checked; this is the de-
fault for this slot), and assign a role to the user that grants operator-level write (rw) permissions.
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All non-super user roles should be configured for operator-level write (rw) permissions applied to the cate-
gory that contains the UserService. (By default, the New Station Wizard assigns the UserService to
the Admin named category (category 2), along with the CategoryService.)

NOTE: Any user granted super user permissions has access to all components, and can add more super
users.

Categories

Categories are groups to which each station component may be assigned for the purpose of managing who
has permission to access the component.

The system provides two types of categories:

* Basic (or explicit) categories are groups (collections) to which you assign each component.

Each component maintains a bitmap for basic category membership. The default eight categories con-
sume one byte and each increment of eight categories you add consumes an additional byte (1-8, 9-16,
17-24, and so on) in the component record.

* Inherited categories are passed down from component parent to component child.

All components must be assigned to at least one basic category, either an explicit assignment, or an inher-
ited assignment from a parent component. Beyond this assignment, which type of category to use depends
on your needs. You may use explicit and inherited categories at the same time.

Basic categories

The system maintains basic categories as indexes in an array. You individually assign components in the sta-
tion to each category. Subsequently, you set up roles to grant permission to access components based on
the category you associated with each component. Finally, you assign a role to each user.

A new station (created using the New Station wizard) comes with two default basic categories:
e User (Category 1)
e Admin (Category 2)

As the names imply, regular users may view and modify some station objects. Only administrators should
have permission to access other objects. All objects default to the User category except for these, which de-
fault to the Admin category:

* The configuration services: UserService, CategoryService, and ProgramService
e Allfiles (the entire file space)

You may add basic categories as needed. For example, you could group components by equipment type,
such as Lighting, Door access, and HVAC. An alternate scheme might group components by geography:
Floor 1, Floor 2, and Floor 3. How you group components depends on your overall building model, and
specifically on how you plan to set up roles, permissions and users.

NOTE: Basic categories use station memory. To improve system performance, minimize the number of cate-
gories, and keep category indexes contiguous.

Adding and editing a basic category

You add and edit basic categories using the Category Manager.
Step1 Right-click the CategoryService and click Views—Category Manager.

The Category Manager view opens.
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Step 2

Step 3

Step 4

My Host : IEG7TDTDVZSXC2.!

GLOBAL (lexicon1) | Station (lexicon1)

@ My Metwark

- Palette

@ CategoryService

@ JobService

@ RoleService

o UserService

o AuthenticationService
’_T DebugService

@ BoxService

Index
&1
Q2
&3
e
s

Category Manager

Name Status  Fault Cause

User {ok}
Admin {ok}
Home office {ok}
Western region {ok}

Eastern region  {ok}
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/ Category Manager -

5 objects

®

[ Hew | #Edit | T Tagit

The rows in the Category Manager view represent existing categories.

Do one of the following:

¢ To edit the name or index of an existing category, double-click the category row in the table.

¢ To create a new category, click the New button.

45 New ﬁ‘
Typeto Add e Category
Numberto Add |1 | [1-100]

oK Cancel
Index Name
&4 Category4
m Index 4

m Name Categoryd

0K Cancel

.

In the New window, choose Category for Type, select the number of categories to add, and click

OK.

Selecting Category from the Type list allows you to assign a name to one or more basic

categories.

Enter a name and an index for each category and click OK.

The name(s) replace the default “Category 1,” “Category 2", etc. names.

Assigning a component to a basic category

You use the Category Browser to assign individual components to basic categories. Components may be-

long to more than one category at the same time.

Step 1

Right-click Expand CategoryService in the Nav tree and click Views—Category Browser in the

Nav tree.

The Category Browser view appears. Use this view to assign components to categories.
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Category Browser

Inherit User Admin Operator Viewer Category5 Category6 Category7 Categoryg B
A 2larm nfa L
© config nfa L]
Services 4
Drivers 4
@Apps L ]
category 4
Temp1 4
Temp2 v
) alarm o
Ramp 4
SineWave o
E¥Files nfa L

By default this view shows the component types collapsed into rows in a tree structure: Alarm,
Config (components), Files, and History. The columns represent the categories in the station. The
column titles identify the categories.

Step2 To view all components that have category assignments, click the binocular icon () on the toolbar.
All components appear in the table.

Step 3  Use the expandable tree to navigate to components of interest in the table. To return to the pre-
vious collapsed view, select the Category Browser from the drop-down list of views.

Step4 As needed, in any component row, click either:

* Inthe category column to assign a component to a category or click again (toggle) to remove
the component assignment from the category.

* In the Inherit column to assign a component to any of the categories its parent is assigned to.

NOTE: With the exception of the root components, Alarms, Config, Files, and History, each object
must belong to at least one basic category or inherit its parent’s category assignments. The root
objects cannot inherit. They must belong to one or more categories.

NOTE: When an admin user (user with Admin write privilege on the CategoryService and on a par-
ticular station component being adjusted) is making a category mask adjustment, the user must al-
so have at least Operator write privilege on the category being adjusted in the category mask for
the station object. This includes changes to check marks in the “Inherit” column - the user must
have at least Operator write access to any altered categories applied from the Inherit change.

Using the Category Browser to assign a component to a basic category updates the component’s category
bitmap. Copying the component to another station or saving it in a bog for reuse includes the category
bitmap.

Deleting a category name

You delete a category name using the Category Manager.
Prerequisites: The category has been added. You are viewing the Category Manager.

Step1 To delete a category name, click the row in the Category Manager view and press Delete or
right-click the row and click Delete.

Deleting a category name changes the name back to the generic index name of Category 1, 2, etc. It does
not remove the category index from the object(s) with which it is associated.
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Roles and permissions

Once a user has been authenticated, the user is granted or denied the right to access each protected object
in the system using a permissions map (a category-based matrix), which is defined by the role assigned to
the user. Permissions define the rights a user has within each category of station objects.

Roles ease the management of permissions for a large number of users. The permissions for a group of users
who are assigned to the same role can be updated by changing the role. This saves having to update each
user’s permissions individually.

For example, if 40 operators need access to a new component in the station, you may need to update only
their shared operator role, and then only if a category has been added or permissions need to be changed.
The initial configuration of a station’s security, which involves object permission levels, object categories,
roles (permissions) and users may take time to design and set up in some configurations, but the trade off is
worth the future time saved when updating the permissions of more than one user at a time.

CAUTION: It is important to understand the risk involved in giving any user broad permissions on the Role
Service. For example, giving a user admin write permissions on the Role Service allows that user to create,
edit, rename or delete any role. Best practices recommend that such permissions on the Role Service be lim-
ited only to appropriately authorized users.

Adding roles and permissions

You add roles using the station’s Role Manager view (RoleService).

Prerequisites: Operator config flag enabled for any restricted components. Categories created and any
basic categories assigned to components.

Most companies require as a minimum, an administrator (super user) role, a manager role, and a regular user
or operator role.

Step 1  Right-click RoleService in the Nav tree, click Views—Roll Manager.
The Role Manager view opens.
192.168.1.222 (n4TitanDemo) . Station (n4TitanDemao) . Config o Services . RoleService / Role Manager -

Role Manager 4 objects

@ My Network MName Permissions Viewable Hierarchies =]

m admin  Super User (access entire station, file system)

@ ProgramService

(i t
@ RoleService I 2ues

0 SearchService . web Super User (access entire station, file system)

X systemMonitorservice L user

O TaeDictinnanService

- Palette [ New | ¢ Edit

Step2 Click the New button, enter the number of roles to create in the pop-up window and click OK.

The system displays the New window with a row for each role you are creating.

New x|

Name Permissions Viewable Hierarchies ]
'. Role

. Name Role

@l Permissions [ SuperUser (aceess entire station, file system) »

@l Viewable Hierarchies

0K Cancel |

Step3 Name each role.
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Step 4

Step 5

84

To configure a role as a super user, click the Permissions check box for Super User.

The built-in Admin role grants all possible rights for every category (super user). Only when logged
in as the Admin user, or another super user, can you assign super user rights using the Super User
check box.

In general, assigning super user rights should be strictly limited and based on special needs. For ex-
ample, a Supervisor station may need super user rights to connect with other station clients (ma-
chine login vs. login by a person) in scenarios where Program objects are exported from stations
using ExportTags. Human users may need super user rights to add and edit Program or Robot
components.

CAUTION: Do not make it a common practice to give station-to-station users admin privileges. If
your network is breached, a station-to-station user could cause significant damage without drawing
attention to what is happening.

To set up individual permissions, click the chevron at the end of the Permissions property.

The Permissions map appears.

~ 5
4% Permissions [&J
Operator [ Admin
Category ) X
= RIwl1|RIw ]
User 4 +
Admin v

Temperature Points
Manager

Category 5
Category 6
Category 7

Category 8

oK Cancel

.

The first column, Category, lists the groups to which you may grant permission. The Operator and
Admin columns relate to the permissions level configured on each component. Below these head-
ings are the cells to use for assigning one of three permissions to each category:

¢ R = Read allows the user to view the object.

e W = Write allows the user to change the object.

¢ | =Invoke allows the user to initiate an action related to the object.

Depending on how the permission level is set on the slot, six permissions are derived:

* To allow a user to view operator-level information, check the Operator config flag on the slot
and select the Operator R column on the permission map.

® To allow a user to modify operator-level information (if it is not read-only), check the Opera-
tor config flag on the slot and select the Operator W column on the permission map.

* To allow the user to view and invoke operator-level operations (actions), check the Operator
config flag on the slot and select the Operator | column on the permission map

* To allow the user to view admin-level information, leave the Operator config flag unchecked
on the slot and select the Admin R column on the permission map.

¢ To allow the user to modify admin-level information (if it is not read-only), leave the Operator
config flag unchecked on the slot and select the Admin W column on the permission map.
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¢ To allow the user to view and invoke admin-level operations (actions), leave the Operator con-
fig flag unchecked on the slot and select the Admin | column on the permission map.

When you assign permissions, higher-level permissions (green check marks) automatically include
the lower-level ones (gray check marks). For example, if you enable admin-level write (W), the sys-
tem automatically enables admin-level read (R), as well as operator-level read and write (rw).

Step 6  Click the cell to assign a permission and click OK.
The permissions appear in the Permissions property.

Step7 To finalize permissions, click OK.

Adding a component

Adding a component to your building model involves dragging the component from a palette, possibly set-
ting the Config Flag on the component slot, and configuring the component to assign it to a category. A
component may be a new network, device or service.

Prerequisites:

* If required, you have a license to add the component to your model.

* Any categories, roles (permissions) to assign to the component have been set up.

® The users who will access the component exist in the system.

Step1 Open the palette that contains the component module.

Step2 Expand the Nav tree to view the Services or Drivers container.

Step 3 Do one of the following:
¢ Drag the component from the palette to the Property Sheet or Driver Manager.
* Drag the component to the appropriate Services or Driver container in the Nav tree
The Name window opens.

Step4 Change the name of the component, or use the default name and click OK.

Step5 If you need to configure the permission level for the new component slot, right-click the compo-
nent in the Nav tree and click Slot Sheet, then right-click the slot and click Config Flags.

* Leave the Operator config flag unchecked for the admin permission level (this level allows
read and write access).

e Toggle this flag (checked) for the operator permission level (this level restricts user access to
a minimum of read-only permission).

Step 6 To assign the component to a category, do one of the following:
* Add the component to the category using the Category Browser.
¢ Add the component to the category using the component’s Category Sheet.

Step 7  If you created a new basic category, update the role assigned to users of this component to include
permissions for the new component, otherwise confirm that the role includes the category.

Step 8 Confirm that component Status is {ok}.

You are ready to configure the component.

Editing roles and permissions

The primary reason for editing a role is to update permissions.

Prerequisites: The permission level is set appropriately on all components. Categories have been created.
Roles have been created.
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Step 1 Right-click Expand RoleService in the Nav tree and click Views—Roll Manager.
The Role Manager view opens.
Step2 Double-click the row for the role to edit or select the row and click the Edit button.

The Edit window opens.

Figure 10 Example of an Edit role window

(a3 Edit S |

Name Permissions  Viewable Hierarchies B
. Manager Manager=rwi Name,displayMame
. Name Manager

. Permissions [ SuperUser (access entire station, file system) |4=rwi ))

.'-ViewahleHierarchies MName, displayMame ))

0K Cancel

N

Step 3  To change permissions, click the chevron to the right of the Permissions property.
The Permissions map appears.

Step4 Update the permissions as needed and click OK.

Step5 To finalize the changes, click OK.

Assigning roles to users

This task associates the permissions defined by a specific role with each user.
Prerequisites: Roles and users have already been created.
Step1 Right-click UserService in the Nav tree, click Views—User Manager .
Step2 Double-click the user’s row in the User Manager.

The user’s Property Sheet appears.

Step3 For the Roles property, select one or more role names by clicking in the check box and click OK.

Confirming access security

You should test each user’s access rights before allowing users to use the system.

Step1 Log out of the station.

Step2 Log back in as a user that represents each role.

Step 3  Confirm that the Nav tree shows only those components to which the user has read, write or in-

voke action rights.

Reviewing permissions

The Permissions Browser view displays the rights granted to each role/user.
Prerequisites: Roles exist with permissions granted.

NOTE: In Niagara 4.8 and later, there is added support for the UserService in the Permissions Browser
view. Use the Show Permissions for dropdown list to switch between permissions for Users, and for Roles.
When viewing permissions for Users, the view displays a separate column for each user as well as any
prototype.
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Step1 Login to the station as a super user or as the Admin user.
Step2 Right-click RoleService (or UserService) in the Nav tree and click Views—Permissions Browser .
Step 3  Expand the Nav tree to view permissions for each role (or User).

For more details on the improvements to the Permissions Browser view for Niagara 4.8 and later, see “wbu-
til-PermissionsBrowser” in the Components, views and windows section of this document.

NOTE: Although you may double-click any object row in the Permissions Browser, view the permissions
map and update permissions for an individual user, this method of updating permissions does not change
the permissions as configured in the user’s role.

Ancestor permissions

Often, you may wish to grant a user the right to access components using categories that are not included in
the component’s parent, such that, permissions to a component's ancestor tree are not explicitly granted. In
this case, the system automatically grants operator permission level read-only access to all ancestor com-
ponents in the component tree. Otherwise, a user would be unable to navigate to target component in the
Nav tree.

This automatic ancestor permission level assignment is done by the station periodically, but you can force it
at any time with a right-click Update action on the CategoryService node in the Nav tree.

File permissions

By default, the New Station Wizard assigns the entire station’s File space to category 2 (Admin). A station's
config.bog file and config.bog.backup files are not accessible (even by super users) in the station's file space.
If needed, other station files and folders may be hidden from a remote station.

Users typically require that the role assigned to them have operator-level read permission on station file
folders, such as ~nav, Apx, Aimages, *html, and so on. However, permissions higher than an operator-level
read on the Admin category should only be assigned to selected users on an as-needed basis. In most situa-
tions, creating a new category containing only the components a user needs to access is a more appropriate
solution.

Largely, rights granted to access categories that are used by files and folders are operator-level permis-
sions as follows:

¢ Files require operator-level read (r) access to view, and operator-level write (rw) access to edit a file (if
applicable). For instance, a user with operator-level write and write (rw) access to an .html file can modi-
fy it using the Text File Editor in Workbench.

e Folders (directories) require operator-level read (r) access to list and to copy child files, and operator-
level write (rw) access to create new (or delete existing) child files.

A few views of files require admin-level Write (rwRW) permissions to access, such as the Nav File Editor
for a Nav file. There are also these special case file permissions:

* The system automatically restricts any system module files to operator-level read (r) access.
e If auseris not a super user, the system denies all access outside of the station's home directory.

e Users need admin-level Read (rwRW) access to see a Supervisor station's “provisioningNiagara
folder (written to by the Supervisor's provisioning mechanism).

¢ If you have a developer license, your system includes an additional category called NModuleDevFilePer-
mission. This category grants rwRW permission to access all system modules.

History permissions

Histories require that the operator permission level be set and operator-level read (r) permission granted
by the role to access all available views.
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History views include History Chart, Collection Table, and History Table). This includes the ability to rename
a history.

Component permissions troubleshooting
To begin troubleshooting component permissions, go back and review your original design and double-
check all configuration properties.

| can successfully log in to a station, but | get the message, “User username does not have access to
the station. Check permissions.”

The user name you used to log in with is an authentic user name, but either no role has been associated with
the user or the permissions contained in the role configuration do not allow the user to access the station.
Log in with a user that has permission to access the station and update the configuration. A role needs per-
missions on at least one component for a user to be able to access the station.

| set up categories and roles, but my users can still access some components they should not be able
to access and cannot access others that they should be able to access.

Confirm that you configured the component permission level correctly for each component.

Open the Category Browser and review the categories the user has permission to access. Verify that there
are no unexpected components in the categories.

My users cannot change their own passwords.

You need to assign a role to each user that grants write access (rw) to the Password slot on the
UserService.
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Topics covered in this chapter

¢ Components
4 Plugins (views)
¢ Windows

The user interface includes components, views and windows, which provide the means for communicating
with the system.

The Help topics include context sensitive information about each component and view, as well as
information about individual windows.

Components

Components include services, folders and other model building blocks associated with a module. You may
drag them to a property or wire sheet from a palette.

Descriptions included in the following topics appear as context-sensitive help topics when accessed by:

* Right-clicking on the object and selecting Views—Guide Help

e Clicking Help—~Guide On Target

baja-AuthenticationService

This component manages how users verify their identity to the station, using authentication schemes. Some
schemes require password configuration, others do not. The AuthenticationService node is located in the
Services container.

The New Station wizard installs two default authentication schemes:

* DigestScheme provides SCRAM-SHA256 (Salted Challenge Response Authentication Mechanism) tech-
nology for connecting Niagara 4 entities. Several messages are passed back and forth to prove the client
knows the password.

e AXDigestScheme provides compatibility with stations running a previous software version.
Schemes available in the Idap palette include:

® LdapScheme

¢ KerberosScheme

Additional schemes may reside in other palettes. Developers may also create authentication schemes for
special circumstances. You pick the one or two schemes you wish to use, drag them from the palette and
drop them directly under the AuthenticationService in the Nav tree.

baja-AuthenticationSchemeFolder

This component is a special container designed to store authentication schemes used in the station User-
Service. Additional authentication schemes and authentication scheme folders may be added. This compo-
nent is located in the baja palette.

The AuthenticationSchemes authentication scheme folder is a frozen slot on the AuthenticationService which
contains the following default authentication scheme folders and schemes.

¢ FoxAndWebSchemes contains the DigestScheme and AXDigestScheme
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o WebServicesSchemes contains the HTTPBasicScheme

baja-SSOConfiguration

This component is a frozen slot on the AuthenticationService, used to configure Single Sign On (SSO)
properties for the station. These properties allow you to enable different aspects of SSO functionality such
as whether or not to automatically attempt single sign on when users log on to the station. This component
is located in the baja palette.

Single Sign On is a method of controlling access to multiple related, but independent software systems. With
SSO, a user logs in once and gains access to all networked systems without being prompted to log in again
at each of them. Centrally managed credentials eliminate the opportunity for errors and using one point of
authentication makes authentication less complicated and more secure.

M 550 Configuration (550 Configuration)
. Auto Attempt Single Sign On .fatse
. gnore Auto S50 If User Cookie Present ® true
[ Display S50 Schemes On Login Page ® true

[ Remember My Choice Domain

SSOConfiguration properties

Name Value Description

Auto Attempt Sin- | true, false (default) | When set to true, SSO is automatically attempted when log-
gle Sign On ging you into the station. That is unless the user specifically vis-
its the login or prelogin pages. Typically, when there is just one
SSO scheme available you would set auto-SSO to true. In or-
der to set this to true, there must be exactly one SSO scheme
available.

When multiple SSO schemes are present in the station this set-
ting is automatically false and read only.

Ignore Auto SSO If | true (default), false | When set to true, the presence of the niagara userid
User Cookie cookie causes the user to always be redirected to the login
Present screen, instead of automatically attempting SSO. When set to
false, this has no effect.

This is useful if you have certain users who need to login as sta-
tion users rather than SSO users, such as admin users.
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Name

Value

Description

Display SSO
Schemes On Login
Page

true (default), false

When set to true, a separate login button for each SSO au-
thentication scheme in the station displays on the login page
as well as on the prelogin page. Users logging in select a
scheme by clicking one of those buttons.

When using multiple SSO schemes, it is a good idea to config-
ure the Login Button Text for each with a meaninful label.
For example, OpenAM SSO Login.

Remember My
Choice Domain

text string, null
(default)

If no value in this field, logging in with SSO sets a cookie for
that domain (i.e. jace1.myDomain.com) on that station only.

If a domain name is entered in the field the effect is that a user
only has to login to one station to set a cookie for that domain
on all networked stations.

For example, if stations all follow the pattern jace1.myDomain.
com, jace2.myDomain.com, etc..., entering myDomain.com will
cause a cookie for this domain to be set on all of the stations.

This is especially useful in an environment where Auto At-
tempt Single SignOnissetto false.

baja-DigestScheme

This is an authentication scheme that uses SCRAM-SHA256 (Salted Challenge Response Authentication
mechanism). One of the default schemes, this component is located in the baja palette.

When using the DigestScheme, the password is never sent across the wire. Instead, the client sends proof
that they know the password.

baja-GlobalPasswordConfiguration

These properties configure password requirements for a particular authentication scheme. You access them
by expanding Station—Config—Services—Authentication—»Authentication Schemes and double-clicking

one of the schemes.

Figure 11 Global Password Configuration properties

4, Global Password Configuration

(8 password Strength

(8 Minimum Length

Password Strength

10

(M Minimum Lower Case 1

(8 Minimum Upper Case 1

(M Minimum Digits
(8 Minimum Special
™ Expiration Interval

™ Warning Period

(8 password History Length o
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Scheme properties

Property Value Description

Password Strength | several sub- See “Password strength properties,” in the Niagara Station Se-
properties curity Guide.

Expiration Interval | number of days, Defines the length of time from when the password is created
hours, minutes and | until it is no longer valid. When this period of time expires, the
seconds system denies access.

Warning Period number of days, Defines how many days of warning a user receives prior to the
hours, minutes and | expiration of the password.
seconds

Password History number Defines how many previously used passwords the system

Length remembers.

Password strength properties

Property Value Description

Minimum Length number Indicates the total number of characters required.

Minimum Lower number Indicates the minimum number of lower case letters required.
Case

Minimum Upper number Indicates minimum number of upper case letters required.
Case

Minimum Digits number Indicates the minimum number of digits (1, 2, 3 etc.)

Minimum Special number Indicates the number of special characters required. For exam-

ple:!@#$% ", .;etc.

baja-AXDigestScheme

This default authentication scheme provides backward compatibility with stations running a previous soft-
ware version. This component is located in the baja palette.

This authentication scheme provides compatibility with these : NiagaraAX versions:

e 3.5u4

e 3.6ud and up

* 3.7uland up

* any 3.8 version

Earlier versions of NiagaraAX do not support the AXDigestScheme.
baja-HTTPBasicAuthenticationScheme

This authentication scheme performs HTTP-Basic authentication using standard HTTP headers. It only works

via the web, and is intended for clients that cannot use cookies. In this authentication scheme, the user name
and password are sent over the connection. This component is located in the baja palette.

This component is located in the baja palette.
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baja-CategoryService
This service is the station container for all categories, which represent logical groupings to which you can as-

sign components, files, and histories. It is located in a station's Services container.

The default view of this service, the Category Browser, lets you centrally assign different objects to catego-
ries, using an expandable tree view of the station. The CategoryService also provides a Category Manager
view, for you to create, edit and delete categories. Categories play an integral role in station security, where
you can give users permissions for some (or all) categories. By default, the CategoryService is included when
you create a new station using the New Station wizard.

Primary properties
Figure 12 CategoryService property sheet

My Host: IEGTDTDVZSXC2.GLOBAL (lexicon1) . Station (lexicon1) . Config I Services . CategoryService / Property Sheet -

CategoryService QO Actions & Topics  [B slot Details

o @ My Network

Display Name Commands
’ Station (lexiconl)
‘ Alarm

@ Config e User
@ Services

© alarmservice (M Status
@ BackupService
Q CategoryService
@ JobService m Index

m RoleService

© userservice [l Mode Union
0 AuthenticationSer

[l Update Period

(@ Fault Cause

LT pebugservice e Admin Admin[z]

® Boxservice & Temperature Points Temperature Points[3]
v FoxService

@ HierarchyService m Status fok}

@ HistoryService

© suditHistoryServii
© LogHistoryService [l Index
@ ProgramService

0 SearchService m Mode

(@ Fault Cause

- Palette

In addition to being the container for child categories, the CategoryService has only one slot: Update
Period.

Property Value Description
Update Period hours minutes Sets the interval at which the system automatically assigns an-
seconds cestor permissions. The default value is one (1) minute. If you
assign a zero value, the system disables this feature.
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User, Admin and additional basic category properties

Property Value Description
Status text Read-only field. Indicates the condition of the component at
last polling.

* {ok} indicates that the component is polling successfully.

* {down} indicates that polling is unsuccessful, perhaps be-
cause of an incorrect property.

* {disabled} indicates that the Enable property is set to
false.

* fault indicates another problem.

Mode drop-down list There are two modes: Union and Intersection.

Fault Cause text Read-only field. Indicates why the network, component, or ex-
tension is in fault.

Index integer Sequential number that identifies the property in the station.

RoleService

This service manages the Role Manager view, which is used to set up user roles in the system.

CAUTION: It is important to understand the risk involved in giving any user broad permissions on the Role
Service. For example, giving a user admin write permissions on the Role Service allows that user to create,
edit, rename or delete any role. Best practices recommend that such permissions on the Role Service be lim-
ited only to appropriately authorized users.

baja-UserPrototype

The baja-UserPrototype (an alternative to the legacy Default Prototype) was created to provide better con-
trol over how users are created and where their properties come from. This component is used only for re-
mote authentication schemes (e.g. LDAP, Kerberos, SAML, and etc.). It is implemented with the User
Service.

NOTE: The SAML Authentication Scheme only supports this UserPrototype. While LDAP and Kerberos sup-
port this user prototype as well the default user prototype.

Although the properties are similar to those of the Default Prototype, UserPrototype has only the relevant
properties on it. Also, there is an Overridable user property that, when selected to true, prevents a value
from being overwritten with a default value at next login.
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Figure 13  UserPrototype properties

& UserPrototype (User Prototype)
@ Full Name User Prototype Property
(@ overridable | @ false

[l value |
[l Enabled User Prototype Property

(@ overridable | false

(@i value @ true
. Expiration User Prototype Property
. Language User Prototype Property
. Email User Prototype Property
. Facets User Prototype Property
. Nav File User Prototype Property
[l cell Phone Number User Prototype Property
. Roles User Prototype Property

. Allow Concurrent Sessions  User Prototype Property
. Auto Logoff Settings User Prototype Property

Each of these properties have two sub-properties, as shown:

Property Sheet
& Engineer {User Prototype)
@il Full Name User Prototype Property
(@ Overridable @ false

[ value
U@ Enabled User Prototype Property
Name Value Description
Overridable true, false Determines whether or not the property can be manually over-
(default) ridden on a user that was created from this prototype.
Value string Determines what the matching property on the user will be set
to when creating or updating from a prototype.

baja-UserService

This service manages all system users: human and machine. You access it by right-clicking UserService and
clicking Views—Property Sheet.

The User Manager is the primary view of this service. By default, the UserService is included when you cre-
ate a new station using the New Station wizard. The UserService component is available in the baja module.
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Figure 14  User Service property sheet view

Niagara Station Security Guide

UserService

Display Name

B Lock Out Enabled

Lock Out Period

Max Bad Logins Before Lock Out
Lock Out Window

Default Auto Logoff Period
Guest

User Prototypes

admin

O Actions & Topics Slot Details
Value
¥ true
- 0 hh 0 m 10 s
5 [1-10]
0 hl 0 m 30 s
0 h 15 m
guest
User Prototypes
admin

Effect of property changes on user session

Starting in Niagara 4.3, any active session associated with a user will be terminated if the following changes
are made in UserService propery sheet.

If you remove the User from the UserService Property Sheet.

If the Enabled property is set to false.

If the Expiration property is changed to a date which has already expired.

If the Authentication Scheme Name is changed.

If the Allow Concurrent Sessions is setto false.

Property

Value

Description

Lock Out Enabled

true or false

If enabled (true), a number of consecutive authentication fail-
ures temporarily disables login access to the user account for
the duration of the lock out period (next property). Using lock
out makes it difficult to automate the guessing of passwords.

NOTE: Each user has a Clear Lock Out action.

Lock Out Period

hours minutes sec-
onds (default is 10
seconds)

If lock out is enabled, this property defines the period of time
a user account is locked out before being reset. While locked
out, any login attempt (even a valid one) is unsuccessful.

NOTE: The default Lock Out value guards against an auto-
mated, brute-force password attack, where a computer appli-
cation issues hundreds of login attempts a second. The 10
second latency thwarts such an attack, as the attacker must
wait 10 seconds after each five unsuccessful login attempts. If
deemed necessary, you can adjust this value to guard against
human attack.

Max Bad Logins
Before Lock Out

number from 1 —
10 (default is 5)

If lock out is enabled in conjunction with the Lock Out Win-
dow, this property specifies the number of consecutive failed
user login attempts that trigger a lock out after a window of
time.
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Property

Value

Description

Lock Out Window

hours minutes sec-
onds (default is 30
seconds)

If lock out is enabled, and a user fails to log in successfully be-
fore the Max Bad Logins Before Lock Out window (period)
expires, the user is locked out for the Lock Out Period
duration.

The system enforces changes to lock out properties the next
time the user logs in. For example, if Max Bad Logins Before
Lock Out is set to 5, user ScottF fails to log in four times with-
in the Lock Out Window, and an admin-level user changes Max
Bad Logins Before Lock Out to 3, the change does not lock
ScottF out. User ScottF still has one more chance to log in be-
fore getting locked out.

If ScottF’s fifth attempt to log in fails, the system locks him out
the next time he attempts to log in because five failed at-
tempts is greater than or equal to the Max Bad Logins Be-
fore Lock Out of 3.

Default Auto Log-
off Period

0000h 15m
(default)

Specifies the amount of time that a period of inactivity may last
before a station connection is automatically disconnected. The
acceptable range of values is two minutes to four hours. This
limit is observed only when the User’s Use Default Auto
Logoff Period property is set to true.

SMA Notification
Settings

multiple properties

See the next section

User Prototypes

multiple properties

See the next section.

SMA Notification Settings

These are the properties to configure the Software Maintenance Agreement (SMA) expiration reminder. For
details, see the Niagara Platform Guide.

Figure 15 SMA expiration reminder properties

[l SMA Notification Settings SMA Notification Settings

@ tre

[l Show Expiration Date

. Expiration Reminder m day [30-365]
@ guest guest
& admin admin
Type Value Description
Show Expiration true (default), false | When set to true, the initial SMA expiration reminder displays
Date in the browser-connected station Login window at 45 days pri-
or to expiry. When set to £alse, the initial SMA expiration re-
minder is hidden, it does not display.
NOTE: Once the SMA expires, the SMA expiration reminder
cannot be hidden.
Expiration 45 day (default) By default, this is set to 45 days before expiration.
Reminder [30-365 days]

User Prototypes

UserPrototypes is a frozen slot on a station’s UserService. It contains a frozen Default Prototype (proper-
ties shown in the following figure) to support centralized users in the station’s NiagaraNetwork, as well as a
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frozen Alternate Default Prototype for any additional user prototypes needed to support remote authentica-
tion schemes such as LDAP, Kerberos, and SAML.

Default Prototype

The User Service and Niagara Network still use the existing default user prototype functionality and there
are no current plans to migrate them to the new UserPrototype. Also, LDAP and Kerberos will continue to

support the default user prototypes.

Alternate Default Prototype

This property allows you to specify an alternate user prototype to start with when creating a new user (in-
stead of only using defaultPrototype). For example, you would use this to select a prototype (other than de-
fault prototype) specifically created to support a remote authentication scheme, such as SAML.

Figure 16 Default Prototype user properties

UserService

& Default Prototype

Full Name

Expiration

Language

Email

Authenticator

. Facets

B Nav File

# Prototype Name

| Pho!

Enabled #Itrue
& Never Expires ) Expires On | Tue Feb 02 2016 11/:/59/: 59 PM ~

Lock Out false

Password Authenticator

timeFormat

unitConversion

B Network User false

(O Actions & Topics  [B] Slot Details

-

defaultPrototype

(default)

MNone ¥

Property Value Description

Full Name text The user’s name.

Enabled true (default) or Unchecked (false) disables this user. Disabled users cannot
(false access the system.

Expiration i . . .

P radio buttons * Never Expires permits this user to always log in.
* FExpires On [date and time] allows this user to log in until
the expiration date and time.

Lock Out trueor false Checked enables a user to log in. Unchecked (true) prohibits

(default) this user from logging in.
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Property Value Description

Language two lower-case Defines the ISO 639 language code. For a list of codes, see the
letters following: http://www.loc.gov/standards/is0639-2/langcodes.

html.

Email email address Defines the user’s email address.

Authenticator additional Manages user password.
properties

Facets timeFormat and Configures the time format and units to use when this user
unitConversion logs in to the system.

Nav File file:"nav/Nav- | Identifies the file to use for displaying a customized navigation

File.nav

tree.

Prototype Name

text

Identifies the name of the prototype used to create this user.

Network User

true or false

(default)

When true, this user account can be synchronized to other sta-
tions on the network.

Cell Phone
Number

number

Defines the user’s mobile phone number.

Authentication
Scheme Name

drop-down list

Identifies the authentication scheme used to verify this user.

Roles

radio buttons

Identifies the user’s role.

Allow Concurrent
Sessions

true (default) or
false

When checked, allows multiple sessions. When unchecked, a
new session invalidates the old session.

Auto Logoff additional Refer to the below section in this document.

Settings properties

Default Web additional Refer to the below section in this document.

Profile properties

Mobile Web Profile | additional Refer to the below section in this document.
properties
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Property

Value

Description

Auto Logoff
Enabled

true (default) or
false

When true, a station connection (via Workbench or web
browser) automatically disconnects if a period of inactivity ex-
ceeds the amount of time specified for the Default Auto
Logoff Period (in the UserService).

When false, the station does not automatically terminate a
user’s session due to inactivity.

NOTE: Separate auto logoff options exist for Workbench
which functions independently of these station settings. For
details, see the Getting Started with Niagara.

Use Default Auto
Logoff Period

true (default) or
false

If the property is set to true, the Default Auto Logoff Pe-
riod (configured in the UserService) displays the specified
time.

When false, the specified Default Auto Logoff Period is
not observed. Instead, use the Auto Logoff Period property
to set a different auto logoff time period.

Auto Logoff Period

Oh 15m (default) (2-
4 hours)

When Use Default Auto Logoff Period property is set to
false, use this property to specify a different time period .
The range is 2 minutes to 4 hours.

Otherwise, this property is read only, showing the value speci-
fied in the UserService's Default Auto Logoff Period.

Authenticator—Password Config

Property

Value

Description

Force Reset at
Next Login

true or false

(default)

Requests that the user create a new password the next time
they login.

Expiration

radio button

Configures a password change for a specific date and time.

Default Web Profile

These properties configure the information available to a specific user who accesses the system through a

browser. By default all information is visible.

Property Value Description
Type Spec (type of | drop-down list Identifies the type of profile:
profile) ¢ hx (default)
e axvelocity
* mobile
*  Workbench
Type Spec (type of | drop-down list Identifies the type of profile:
profile) * BasicHxProfile
e DefaultHxProfile
e HTML5HxProfile (default)
e HandHeldHxProfile
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Property

Value

Description

Hx Theme

drop-down list

Selects the look of the user interface:
e Zebra
e Lucid

Enable Hx Work-
bench Views

yes (default)

Removing the check mark disables the views.

Enable Nav Tree

yes (default)

Removing the check mark disables the Nav tree.

Side Bar
Enable Search Side | yes (default) Removing the check mark disables the use of the search side
Bar bar.

Enable Palette Side
Bar

yes (default)

Removing the check mark disables the use of the palette side

bar.

Enable Nav File
Tree

yes (default)

Removing the check mark disables the Nav tree.

Enable Config Tree

yes (default)

Removing the check mark disables the Config tree.

Enable Files Tree

yes (default)

Removing the check mark disables the Files tree.

Enable Histories
Tree

yes (default)

Removing the check mark disables the Histories tree.

Enable Hierarchies
Tree

yes (default)

Removing the check mark disables the Hierarchies tree.

Mobile Web Profile

Property Value Description
Type Spec (type of | drop-down list Identifies the type of profile:
profile) o Hx
* Mobile
Type Spec (type of | drop-down list Identifies the type of profile:
profile) * BasicHxProfile
e DefaultHxProfile
e HTML5HxProfile (default)
e HandHeldHxProfile
Mobile Nav File ord Identifies the location of the file that defines the mobile nav
tree for this user.
Hx Theme drop-down list Selects the look of the user interface:

o Zebra
e Lucid

clientCertAuth-ClientCertAuthScheme

In Niagara 4.8 and later, Client Certificate Authentication is one method of verifying that a user is authorized
to log in to a station. Provided by the clientCertAuth palette, the ClientCertAuthScheme is an authenti-
cation mechanism requiring that the user enter his or her password as well as a certificate.
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With this scheme, each User object has an authenticator containing a public certificate (which matches the
user certificate's private key). Additionally, each certificate must be added to the server socket's TrustAn-
chor list. During a login attempt, the user is prompted to upload the certificate. The server verifies that the
certificate matches the certificate stored on the User object.

Property Sheet

(@ ClientCertAuthScheme (Client Cert Auth Scheme)
[l Login Button Text  |Log in with ClientCertRuth|

Adding this component to the station AuthenticationSchemes node adds a button to the Login window. The
text label on the button is configurable via the Login Button Text property. By default, the button text la-
bel is “Sign in with SSO” but you should change this to your preferred text.

NOTE: In the example shown, the User object is configured to use clientCertAuthScheme authentication,
and to reset his/her authentication scheme on login (via the User Force Scheme Reset To property).

Figure 17 Example configured button visible in login window

N48_Weather

— r
Username: |

Login

W

Each device in the system is govemned by
its own End User License Agreement

ad at donin/enla
| | Log in with ClientCertAuth |

Remember my choice
(this station only)

For additional information, see Admin/User workflow for client certificate authentication in the “User Au-
thentication” chapter.

FoxService

To view these properties expand the Services folder in the Nav tree, right-click FoxService—Views—Prop-
erty Sheet.
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Figure 18 Example of FoxService properties

192.168.1.222 (n4TitanDema) . Station (n4TitanDema) : Config I Services : FoxService / AX Property Sheet =

#

oW Property Sheet

() My Netwark ¥ FoxService [Fox Service)
: [ FoxPort 1811 tep
© config [ FoxEnabled @ true
@ services (@i Foxs Port 4911 tep
gAlarmSEN'ce [l Foxs Enabled @ true
AuditHistoryService -
U Foxs Onl false
OAuthent\:atmnSemce . Y .
@ BackupService Ll Foxs Min Protocol TLSv1.0+
@ BoxService Ll Foxs Cert tridium
@ CategoryService |l Request Timeout
LT Debugservice Ll Socket Option Timeout
¥ Fousenvice (M Socket Tcp No Delay
@ HicrarchyService [W Keep Alive Interval
@ HistoryService . Max Server Sessions 100
@ Jobservice (@ Multicast Enabled @ true
© LogHistoryService [ Enable Announcement | (@ true
©) Programservice [ Multicast Time ToLive |4
@ Roleservice ¥4 Server Connections Server Connections
© searchsenice [l Trace Session States @ als=
l SystemMonitarService . Trace Read Frame . false
°TagD|ct\onarySeN|cE . .
Ll Trace Write Frame false
TemplateService u
O Userservice [ Trace Multicast @ als=
O WeatherService
* Palette : ) Refresh [0 save
o ge
Type Value Description
Fox Port 1911 (default) Public Server Port specifies the port number for standard
Tcp (default) Fox communication.

Ip Protocol specifies the protocol.

Fox Enabled true (default) or When set to true, turns on a standard Fox connection (no
false communication encryption) using port 1911. When enabled,
Http Enabled in the WebService must also be set to true
(for wbapplet use).

When set to false, turns off the standard Fox connection
causing the system to ignore attempts to connect using Fox
port 1911. If Foxs Only is enabled, this setting (false for
Fox Enabled) is irrelevant.

Foxs Port 4911 (default) Public Server Port specifies the port number for standard
Tcp (default) Fox communication.

Ip Protocol specifies the protocol.

Foxs Enabled true (default) or When set to true, turns on secure Fox communication using
false port 4911. When enabled, https Enabled in the WebSer-
vice must also be set to true (for webapplet use).

When set to false, turns off the secure Fox connection caus-
ing the system to ignore attempts to connect using Foxs port

4911.
Foxs Only trueor false When set to true redirects any attempt to connect using a
(default) connection that is not secure (Fox alone) to Foxs.

When set to false, does not redirect attempts to connect us-
ing Fox alone.
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Type

Value

Description

Foxs Min Protocol

drop-down list
TLSv1.0+
(default)
TLSv1.1+
TLSv1.2

The minimum level of the TLS (Transport Layer Security) proto-
col to which the server will accept negotiation. The default in-
cludes versions 1.0, 1.1 and 1.2. It works with most clients,
providing greater flexibility than an individual version.

During the handshake, the server and client agree on which
protocol to use.

Change Protocol from the default if your network requires a
specific version or if a future vulnerability is found in one of the
versions.

Foxs Cert

drop-down list of
server certificates;
defaults to
tridium

Specifies the alias of the host platform’s server certificate,
which the client uses to validate server authenticity. The de-
fault identifies a self-signed certificate that is automatically cre-
ated when you initially log in to the server. If other certificates
are in the host platform’s key store, you can select them from
the drop-down list.

Request Timeout

hours, minutes,
seconds (default: 1
minute)

Specifies the time to wait for a response before assuming a
connection is dead.

Socket Option
Timeout

hours, minutes,
seconds (default: 1
minute)

Specifies the time to wait on a socket read before assuming
the connection is dead.

Socket Tcp No
Delay

true (default) or
false

Used to disable Nagle's algorithm, which may cause issues
with delayed acknowledgements that occur in TCP socket
communications between Fox clients and servers. The default
disables Nagle's algorithm.

In Workbench, you can enter this line in the system.proper-
ties file to adjust this setting: niagara.fox.tcpNoDelay=
true.

Keep Alive Interval

hours, minutes,
seconds (default: 5
seconds)

Sets the amount of time between messages, which indicate
that the connection is alive. This value should be well below
the request timeout and socket option timeout.

Max Server
Sessions

number (default:
100)

Sets the maximum number of Fox/Foxs server connections be-
fore additional client connections error with busy.

Multicast Enabled

true (default) or
false

Allows the station to initiate UDP (User Datagram Protocol)
multicasting. This feature is necessary for a discovery from this
station. This type of multicasting differs from Workbench UDP
mulitcast support, which can be optionally disabled via an en-
try in the Workbench host's system.properties file.

Enable
Announcement

true (default) or
false

Turns on support for UDP multicast announcement messages
received by the station in support of learn/discover.

Multicast Time to
Live

number (default: 4)

Specifies the number of hops to make before a multicast mes-
sage expires.

Server
Connections

See Server Connections, page 105

Trace Session
States

true or false

(default)

Debug usage for tracing session state changes.

104
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Type Value Description

Trace Read Frame | trueor false Debug usage for dumping frames being read from the wire.
(default)

Trace Write Frame | true or false Debug usage for dumping frames being written to the wire.
(default)

Trace Multicast trueor false Debug usage for tracing multicast messaging.
(default)

Server Connections

These properties provide status information about current Workbench client connections to the local station.
They do not reflect station-to-station Fox connections. Each connection provides the same set of properties.

Figure 19 Example of Server Connections properties

#,

W SRR CORNECORS SEVEs CoMieCThons
{} = riec
Connesbed
25-Mar-201E 09:12 AM EST
n. 1l
25-Mar-201E 09:12 AM EST
127.0.0.1:1581
2 admin
[ 1 nApp Workbarsh 4.0
Property Value Description

State

Not connected,
Connected

Reports the current status of the connection.

Last Connect Time

hours, minutes,

Reports the last time the client successfully connected to the

Cause

seconds server.
Last Disconnect hours, minutes, Reports when the client last disconnected from the server.
Time seconds
Last Disconnect text

Provides a brief explanation.

Last Login Time

hours, minutes,

Reports the last time a client logged in to the server.

seconds
Last Login Address | IP address Identifies the platform.
Last Login text Identifies the user who made the connection.
Username
Last Login App text Identifies the version of Workbench.

nss-SecurityService

The SecurityService, available in the nss palette in Niagara 4.6 and later, provides the ability to monitor cer-
tificates and generate alarms for those that are about to expire. Other station services with configurable se-

curity settings report to the SecurityService.

NOTE: Manually installing the nss modules (nss-rt, -ux, -wb) requires a station restart. Otherwise, when you
click on the added SecurityService component, a "Not Found" error message displays in Workbench. In
cases where you restart the station after installing the modules you do not see this error. Also note that unin-
stalling the nss modules causes an auto restart of the station.
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The Security Dashboard is the main view for the Security Service. For additional details on the view, see “
nss-SecurityDashboardView, page 114" in the “Components and views"” chapter of this guide.

Figure 20  SecurityService properties

W SecurityService (Security Service)

'. Status

[ Fault Cause

'. Enabled

O certificates
- tridium

- Save Dashboard Data To Bog

M Station Link Config

[ok}

O true

Certificate Folder

Certificate Info

@ false

Display remote station dashboard

SecurityService properties

In addition to the standard properties (Status, Fault Cause, and Enabled), the following configuration proper-

ties are present.

Name Value Description
Certificates additional Container for certificates in use in the station. For each certifi-
properties cate listed the following read-only data is shown.

Certificate Info

Displays the certificate name/Alias

Expiry Displays the number of days until/since the certificate expiry
date.
Used In Displays the name and ORD of the Service using the

certificate.

Save Dashboard
Data to Bog

true, false (default)

In a supervisor (or other station licensed for the system secur-
ity dashboard), if set to true, the dashboard information is
stored in the station's .bog file. This makes the information
available immediately on station restart, instead of having to
fetch it from the remote stations. If set to false (the default),
the data will not be saved to the .bog file. On station restart,
the system dashboard data will not be available until a dash-
board refresh is triggered (via the action on the service).

Station Link Config

Display remote sta-
tion dashboard
(default), Display
local view of the re-
mote station dash-
board view

This property determines if the links on the SYSTEM dash-
board link directly to the remote station, or if they link to the
NiagaraNetwork station in the supervisor. In most cases, it is a
better experience to link directly to the station, unless you
know that the user will have access to those stations from the
browser, or if you are concerned about the user having to log
in to multiple stations. The SSO feature can improve that
experience.

Actions

Refresh System Dashboard Data — this action fetches the Security dDashboard data from all remote sta-
tions (or all stations matching the provided filter).

saml-SAMLAttributeMapper

During SAML Single Sign On, the SAML Identity Provider (IdP) may send the Service Provider (SP) various at-
tributes. These may contain information about the user, and can be used by the station to build the User
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object. Many SAML IdPs can be configured to return the attributes with customized name. However, other
IdPs may not be configurable, or IT restrictions may prevent configuring an IdP that supports this feature. In
this case, you can configure the SAML Authentication Scheme to map specific SAML attributes to properties
in the User Prototype.

This is done by dragging the SAMLAttributeMapper from the saml palette to the
SAMLAuthenticationScheme.

SAMLAuthenticationScheme (SAML Authentication Scheme)

. Login Button Text Log in with 550
[l 1dP Host URL https://openam.example.com
@ 1dP Host Port 3080 [1-65535]
[l 1dP Login Path /openam/SS0Redirect/metahlias/SAML/idp
W 1dP Cert openamidpecert_pub
(M SAML Server Cert stationlcert
employeeGroup Prototype Name
[ cuonly
SAMLAttributeMapper attributeName FullMame
attributeName Email
@ Full Mame
Expiration
Language

Prototype Name

CellPhone Number

NOTE: Refer to the IdP-provided documentation to determine which SAML attributes are coming in from
the IdP. As an alternative, you can install a SAML add-on to your web browser which lets you view the attrib-
utes coming in from the IdP. For example, there is the SAML DevTools extension for Chrome which you can
use.

NOTE: In some cases an IdP sends back multiple values for the prototypeName attribute. After the follow-
ing patches if the IdP sends back multiple prototypeNames, the SAMLAuthenticationScheme considers all
returned values and extracts the one that appears highest on the list of UserPrototypes (similar to how LDAP
works).

¢ For Niagara 4.4U1:
— saml-rt-4.4.93.40.1
— saml-wb-4.4.93.40.1
* For Niagara 4.6:
— saml-rt-4.6.96.28.2
— saml-wb-4.6.96.28.1
User properties that can be mapped from SAML attributes
The following User properties can be mapped:
¢ Full Name
* Expiration
¢ Language
* Email
* Prototype Name
¢ Cell PhoneNumber

All other properties will be acquired from the UserPrototype associated with the user.
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Default mappings

If no mappings are specified on the SAMLAuthenticationScheme, the following mappings will be used.

SAML Attribute Name User Property Extra Information

Full Name fullName Not applicable.

Expiration expiration Format: "D-MMM-YY h:mm:ss zz"

Language language Not applicable.

Email email Not applicable.

Prototype Name prototypeName Select the CN Only checkbox if the IdP
returns multiple values for user prototype.

Cell Phone Number cellPhoneNumber Not applicable.

How attribute mappings are processed
Attribute mappings are processed as follows when a user logs in to the system.

1. Customized mappings are considered first. If there are multiple mappings to the same property, the first
successful mapping is used. For example, if there were two mappings to the "expiration" property, and
the first mapping failed to parse properly, the second mapping would be attempted. If the first mapping
parsed correctly, the second would be ignored.

2. Once all customized mappings are processed, the default mappings will be attempted for any User prop-
erty not yet mapped.

3. Any property not mapped from a SAML attribute will be pulled from the UserPrototype, if possible.

saml-SAMLAuthenticationScheme

The SAML Authentication Scheme extends the SSO authentication scheme. SAML SSO is enabled by adding
a SAML Authentication Scheme to the station. The scheme must be configured with a number of IdP configu-
ration values, typically, these are obtained from the IdP SAML Server administrator.

Additionally, most SAML IdPs require you to provide an XML file with metadata about the Service Provider
to add it to the SAML network. In Niagara 4.8 and later, if a station is configured with a SAMLAuthentication-
Scheme, you can visit the following URL to automatically generate the station's SAML metadata XML:
https://host.domain.com/saml/samlrp/metadata?scheme=<schemeName> (where you replace
<schemeName> with the name of the station’s SAMLAuthenticationScheme).

Since SAML is an open standard, a number of third-party SAML Servers are available (i.e. OpenAM, Sales-
force, etc.). In the example shown here, the authentication scheme is configured for the OpenAm Identity
Provider.

- Nav P4 Property Sheet
P o &) My Network ] S:-':.‘-*I_AL:hen:ica:ionScher“e [SAML Authentication Scheme)
= \Jll Login Button Text Log in with S50
© authenticationservice [l 1dP Host URL https://openam.example.com
@ALthentication Schemes . dP Host Port g080 [1-65535]
'Jl DigestScheme (Ml 1dP Login Path /openam/S50Redirect/metadlias/SAML/ idp
il AxDigestScheme . dP Cert openamidpcert_pub
‘Ml LdapScheme (Ml SAML Server Cert  [stationlcert

'. SAMLAuthenticationScheme
. 550 Configuration
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SAML Authentication Scheme properties

Type Value Description

Login Button Text | text string, “Login | The preferred text label for the SSO login button that appears
with SSO” (default) | on the Login window. This button always displays if the corre-
sponding scheme is in the authentication schemes folder.

IdP Host URL text string, https:// | IdP provided data, this is the URL for the host of your Identity
idp.domain.com Provider.
(default)
IdP Host Port 443 |dP provided data, this is the port number of your Identity
Provider
IdP Host Login /path/to/login IdP provided data, this is the location on the Identity Provider
Path that you must navigate to trigger SAML authentication.
IdP Cert drop-down list IdP provided data, this is the certificate required to encrypt
messages sent to the IdP, and validate messages sent from the
IdP.
SAML Server Cert | drop-down list This is the certificate used by the station to sign messages that

are sent back to the IdP. Note that this certificate is also pro-
vided to the IdP SAML Server admin so that the IdP can read
and validate the messages. It is also used to decrypt messages
sent from the IdP to the station.

samlEncryption-SamIXmIDecrypter

In Niagara 4.4U1 and later, there is added support for SAML EncryptedAssertions. If an IdP requires encryp-
tion, you can add a SamIXmlIDecrypter to the SAMLAuthenticationScheme, and configure it with the encryp-
tion certificate from the User Key Store.

After adding the SamIXmlIDecrypter to the SAMLAuthenticationScheme, you configure the decrypter’s SAML
Server Encryption Cert property with the appropriate encryption certificate. In some cases, you may be
using the same certificate as the SAML Server (Signing) Cert.

This component is available in the saml|Encryption-rt module. You will need the latest saml-rt and samlEn-
cryption-rt patches for Niagara 4.4U1, Niagara 4.4U2, Niagara 4.6, and Niagara 4.7.

web-WebService

This service encapsulates access to the HTTP server as well as the servlet infrastructure used to expose cus-
tom applications over HTTP. The WebService is available in the web palette. It is also one of the default serv-
ices in a station created by using the New Station tool. Only one WebService is supported in a station.
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Figure 21  Example of WebService properties
- Nav | %a Property Sheet
| o ) My Network (2] ‘:*.ffabSer\.‘ice (Web Service)
- Ll Status {ok}]
© confi [l Fault Cause
© services M Enabled @ true
OAldrmSErvicE =
Jll Http Port 80 tcp
@ sadupservice [l Hitp Enabled @ false
@ CategoryService —
\Jl Https Port 443 tcp
o JobService —
[l Https Enabled @ true
@ RoleService .
© serservice [ Https Only @ true
O suthenticationSer (M Https Min Protocol TLSVLO-
LT DebugService . Https Cert tridium
@ Boxservice Ml Require Https For Passwords @ true
e @l X Frame Options Sameorigin
- Palette | %a| [l Remember User Id Cookie @ true
X D em M Login Template | @ null -
s ' file:~~webL -
I Emaiservice B Log File Directory ile:~~weblogs »
i IncomingAccount . Client Environments Client Environments
B3 outgoingAccount [l Show Stack Trace @ false
B EmailRecipient . Load JxBrowser from Cloud (Beta) Mever
E Email&larmAcknowledger . Applet Module Caching Type Host
M Web Start Config Web Start Config
(@ Cache Config Cache Config
@® JettyWebServer Jetty Web Server (started)
@ User Data Storage User Data Config
S Refresh Save
Name Value Description
Status text Read-only field. Indicates the condition of the component at
last polling.
* {ok} indicates that the component is polling successfully.
e {down} indicates that polling is unsuccessful, perhaps be-
cause of an incorrect property.
* {disabled} indicates that the Enable property is set to
false.
® fault indicates another problem.
Fault Cause text Read-only field. Indicates why the network, component, or ex-
tension is in fault.
Enabled trueor false Activates and deactivates use of the function.
Http Port 80 (default) Specifies the TCP port the service listens on for HTTP client
connections, where port 80 is the default.
Http Enabled true (default) or Determines if HTTP client requests are processed. When set to
false true, turns on a standard Http connection (no communication
security) using port 80. When enabled, Fox Enabled in the
FoxService must also be set to true (for wbapplet use).
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Name

Value

Description

When set to false, turns off the standard Http connection
causing the system to ignore any attempts to connect using
Http port 80. If Https Only is enabled, this setting (false for
Http Enabled) is irrelevant.

Https Port

443 (default)

Specifies the TCP port the service listens on for HTTPS (secure)
client connections, where port 443 is the default.

Https Enabled

true (default) or
false

Determines if HTTPS client requests are processed. When set
to true, turns on secure Http communication using port 443.
When enabled, Foxs Enabled in the FoxService must also
be set to true (for webapplet use).

When set to false, turns off the secure Https connection
causing the system to ignore any attempts to connect using
Https port 443.

Https only

true (default) or
false

When set to true redirects any attempt to connect using a
connection that is not secure (Http alone) to Https.

When set to false, does not redirect attempts to connect us-
ing Http alone.

Https Min Protocol

drop-down list
TLSv1.0+
(default)
TLSv1.1+
TLSv1.2

The minimum level of the TLS (Transport Layer Security) proto-
col to which the server will accept negotiation. The default in-
cludes versions 1.0, 1.1 and 1.2. It works with most clients,
providing greater flexibility than an individual version.

During the handshake, the server and client agree on which
protocol to use.

Change Protocol from the default if your network requires a
specific version or if a future vulnerability is found in one of the
versions.

Https Cert

drop-down list of
server certificates;
defaults to
tridium

Specifies the alias of the host platform’s server certificate,
which the client uses to validate server authenticity. The de-
fault identifies a self-signed certificate that is automatically cre-
ated when you initially log in to the server. If other certificates
are in the host platform’s key store, you can select them from
the drop-down list.

Require Https For
Passwords

true (default) or
false

When set to true, the HTTPs Enabled property also must be
is set to true, or the system disables the New button (for cre-
ating a new user in the UserService). This prevents the creation
of a password for a new user across a connection that is not
secure.

When set to false, the New button (for creating a new user
in the UserService) remains enabled even if HTTPs Enabled is
false. This combination of settings creates a security vulner-
ability when creating passwords for new users and is not
recommended.

X Frame Options

Sameorigin (de-
fault) Deny or Any
(least secure)

The X-Frame-Options HTTP response header can be used to
indicate whether or not a browser should be allowed to render
a page in a <frame> or <iframe>. You can use this to avoid
clickjacking attacks, by ensuring that content is not embedded
into other sites.
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Name

Value

Description

If you specify Sameorigin, the page will load in a frame as
long as the site including it in a frame is the same as the one
serving the page (same server). If a page specifies Sameori-
gin, browsers will forbid framing only if the top-level origin
FQDN (fully-qualified-domain-name) does not exactly match
FQDN of the subframe page that demanded the sameorigin
restriction. This is considered a safe practice.

If you specify the Deny, attempts to load the page in a frame
will always fail.

NOTE: The Deny option inhibits display of some typical Shell
Hx Profile views.

CAUTION:

If you specify the Any option
then Cross-Frame Scripting (SFS) and Cross-Site Scriptin (XSS)
are allowed.

Login Template

null

When Any is selected, no custom login template is used. When
Any is not selected, the option list shows available custom log-
in templates that you can select for a station login page.

Log File directory

filepath

Defaultis file: ~~webLogs. The folder in the station’s file
space in which log files are stored. Log file names use a
YYMMDD.log (date) convention, such as 230501.log for a file
created May 1, 2023.

Client
Environments

additional
properties

This property is a container for Mobile Client Environment
(mobile) entries, available if the station’s host is licensed with
the mobile feature. It is used in detection of a user’s browser
type (e.g. desktop or mobile) and the selection of the appro-
priate webProfile for that user. See details below. Also, refer
to the Niagara Mobile Guide.

Show Stack Trace

trueor false

(default)

Shows the stack trace, if set to true.

Load JxBrowser
from Cloud

drop-down list

Loads the JxBrowser from the cloud.

Applet Module
Caching Type

Host (default) or
User

The default option, Host, results in a folder and the download-
ing of installation modules to the module folder (n4applet
for N4, and wbapplet for AX). This results in the creation of
multiple folders of downloaded modules, which negatively af-
fects platform memory usage.

The User option results in the creation of a . sharedModu-
leCache folder. The system then downloads to a sub-folder at
this location (n4applet for N4, and wbapplet for AX). This
option minimizes the memory required when running in JACE.

Web Start Config

additional
properties

Container for several subproperties used to configure aspects
of Niagara Java Web Start which provides an applet-like Work-
bench environment that runs completely outside of a web
browser. For more details see, Niagara Java-based

Web Clients Guide.
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Name Value Description
Cache Config additional In Niagara 4.4 and later, contains subproperties used to config-
properties ure Cache Config, which caches all station home image files in
the web browser. See more details below.
JettyWebServer read-only Jetty Web Server Started. See more details below.

User Data Storage

true (default), or
false

Enabled by default, this allows web apps to store user-specific
data (i.e. user options for the HTML5 Alarm Console) in the
userdata folder on the station file system. Typically left en-
abled, a user with admin priviliges can set this to disabled to
clear User Data Storage.

Client Environments—Mobile

The Client Environments container slot allows the station to automatically detect the user agent of an incom-
ing client and use the appropriate Web Profile for the user:

¢ Default Web Profile if using a Java-enabled device, such as a PC

* Mobile Web Profile if using a mobile device, such as a cell phone or tablet

Name Value Description
Enabled trueor false Activates and deactivates use of the function.
Status text Read-only field. Indicates the condition of the component at
last polling.
* {ok} indicates that the component is polling successfully.
* {down} indicates that polling is unsuccessful, perhaps be-
cause of an incorrect property.
* {disabled} indicates that the Enable property is set to
false.
* fault indicates another problem.
Fault Cause text Read-only field. Indicates why the network, component, or ex-

tension is in fault.

User Agent Pattern

text separated by
the pipe symbol (|)

A list of one or more user agents separated by the pipe symbol
that identify the target display types.

Cache Config

In Niagara 4.4 and later the Cache Config property, enabled by default, caches all station home image files

in the web browser.

NOTE: When upgrading from Niagara 4.3 to Niagara 4.4, you need to clear the browser cache once man-
ually to take advantage of this change. Additionally, when changes are made to a station home image file,
clear the browser cache manually to update the cache. One exception to this is if the changed image file
type is not one that is included in the Cached File Extensions property setting.

To revert back to the Niagara 4.3 behavior, set the Enabled property to false.

Type Value Description

Enabled true or false Activates and deactivates use of the function.

Cached File png, jpg,gif, Set the desired file type(s) to cache or set to “*” to cache all
extentions svg (default) or * | file types without re-validation.
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JettyWebServer
Name Value Description
Server State read-only Displays the state of the server.
Min Threads 4 - 30 (defaults to Specifies the minimum number, concurrent connections
4) (threads) that the station makes with the server.
Max Threads 10— max (defaults | Specifies the maximum number of multiple, concurrent con-
to 30) nections (threads) that the station makes with the server.
NCSALog NCSA Request Log | Refer the below section..
NCSALog

This is a common format of a standardized text file that web servers use to keep track of processed
requests.

Name Value Description
Enabled trueor false Activates and deactivates use of the function.
Retain Days 7 (default) Limits the size of the log by defining how many days to save

log information.

true (default) or Extends the format of a standardized text file.

false

Extended Format

true or false

Log Cookies
(default)

Logs the cookies of processed requests.

list of time zones

Log Time Zone Identifies the time zone to use for time stamps.

Plugins (views)

Plugins provide views of components and can be accessed in many ways. For example, double-click a com-
ponent in the Nav tree to see its default view. In addition, you can right-click on a component and select
from its Views menu.

For summary documentation on any view, select Help—~On View (F1) from the menu or press F1 while the
view is open.

nss-SecurityDashboardView

In Niagara 4.8 and later, there is added support for the Security Dashboard feature. The Security Dash-
board is the main view for the Security Service. The view provides (for admin and other authorized users) a
snapshot of the security configuration of your station.

NOTE: The Security Dashboard transmits sensitive information. To minimize security risks, use the Foxs
(secure Fox) protocol to manage platform connections. Also, the HTTPS protocol is enforced for secure com-
munication over the network. The Security Dashboard View is not accessible over HTTP.

CAUTION: The Security Dashboard View presents data of a sensitive nature. Users with access should be
made aware of this and take necessary precautions to safe-guard the information. For example, a user
should not walk away from the PC while the view is open for others to see. A security best practice recom-
mendation would be that any user who has access to the dashboard should be configured for auto-logoff.
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Figure 22 Example Security Dashboard View

r
SecurityService [ Security Dashboard View v [X] |

System View | Station View

Vulcan All the users in the station are
superuser.

A Super User with name "admin"

o exists.
Unsigned program objects can be
- executed.
The following modules are not
[x]Alert 1 Warning 42 OK 45 Info 31 30 timestamped: aaphp-rt, aaphp-wb...
TOTAL FEATURES Hide Hide Hide Hide The following modules are signed
with a self-signed certificate: aaph...
The following modules are unsigned:
testLexicon-rt.
CJAlert 1
Https Min Protocol is TLSv1.0+.
Warning 11
Certificate is self-signed: tridium.
OK 11
Info 7 MORE
Bajor Unsigned program objects can be Earth Unsigned program objects can be Federation Https Min Protocol is TLSv1.0+.
executed. executed. . .
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3 0 testLexicon-rt. 3 O testLexicon-rt. 2 9 witha se lslgne certificate: a“%p
Https Min Protocol is TLSVL.0+. Https Min Protocol is TLSv1.0+. The following modules are unsigned:
testLexicon-rt.
Certificate is self-signed: tridium. Certificate is self-signed: tridium. The following logs are set to FINE,
) . ) . FINER, FINEST or ALL:...
ASuper User with name "admin ASuper User with name "admin Foxs Min Protocol is TLSv1.0+.
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(il £ The following logs are set to FINE, Fanine Rl The following logs are set to FINE, Ramincys Certificate is self-signed: tridium.
0K 11 FINER, FINEST or ALL:... 0K 11 FINER, FINEST or ALL:... OK 12
Info 8 MORE Info 8 MORE Info 8 MORE

CAUTION: The Security Dashboard View may not display every possible security setting, and should not
be considered as a guarantee that everything is configured securely. In particular, third party modules may
have security settings that do not register to the dashboard.

For each “card” included in the view, a number of security-related items (e.g. security settings on the FoxSer-
vice shown in the FoxService card) are listed. Each card displays a status color which reflects the lowest sta-
tus of any of its items. That is, if any item is red (alert), the card’s status color is red. Similarly, each item listed
in a card has a status displayed as a color flag (highest-to-lowest): “Info”, OK"”, “Warning”, or “Alert”) as
gray, green, yellow, or red icons.

* Gray Infoicon () indicates secondary information. For example, there is an info level that states how
many users are in the station. There is no particular action to take regarding this, it is just presented for
consideration.

e Green OKiicon (L) indicates the item'’s security status is good.

¢ Yellow Warning icon () indicates a warning status on the item which means that the setting should be
examined and possibly changed.

* Red Alerticon () indicates an alert status on the item which means that the setting is a security con-
cern and should probably be changed.

Each card displays several of the most urgent items. If there are more items than fit on a card, a More button
at the bottom of the card will popup the full list of items for that Service. Typically, a card provides a hyper-
link to that particular Service (or to a component) so that you can easily change the configuration. In cases
where there is no component to link to, no hyperlink is provided on the card. By default, the links on the indi-
vidual cards in the Security Dashboard view link directly to the remote station. However, this is configurable
via the Station Link Config property on the SecurityService component. For details, see nss-SecuritySer-
vice, page 105.

The Summary card, located in the upper left corner, summarizes the number of security status messages for
all Services on the station . The Summary card features Hide / Show options which allow you to hide, or
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show, all messages for one or more security status levels. For example, if you click the Hide option under
Warning (as shown below) all of the Warning status messages for each card are hidden from view.

Figure 23  Example Summary card set to Hide all Warning status messages

-
SecurityService

]. 19 [zl Alert 1 Warning 42 OK 45 Info 31
TOTAL FEATURES Hide Show Hide Hide
Vulcan All the users in the station are Bajor Http Enabled i
superuser. Https is Enable
Lock Out feature is enabled in the Cipher Suite G

User Service. sted a minute connections) it

g0 Http Enabled is set to false, while 8 Certificate is si
Https is Enabled. tridium.

Cipher Suite Group (for TLS

.
Require Https
3 0 connections) is set to:... 3 0 enabled.

Certificate is signed and valid: X Frame Optiol
tridium. attacks is sett
Require Https For Passwords is Lock Out featu
[l Alert 1 enabled. User Service.
X Frame Options for preventing XFS Fox is disabled
Warning 11 attacks is set to: Sameorigin. Warning 11 true.
0K 11 Fox is disabled, while Foxs is set to OK 11 Cipher Suite G
Info 7 MORE Info 8

Services reporting to the Security Dashboard include the following:
¢ Fox Service (e.g. TLS status)

e Web Service (e.g. TLS status)

¢ Authentication Service (e.g. weak password strength)

e Debug Service (e.g. FINE logs enabled)

* Module Permissions (e.g. SEVERE permissions requested)

e Module Signatures (e.g. modules unsigned)

® Program Objects (e.g. unsigned program objects)

¢ Platform Settings (e.g. TLS status)

¢ File System (e.g. users with write access)

® User Service (e.g. super user status

Other services and components may also be reporting to the Security Dashboard.

Additionally, the Dashboard is “pluggable” so that third parties can add their own security warnings for
drivers.

Security Dashboard Refresh

In addition to the action available on the SecurityService, there are several ways that you can trigger a data
refresh for this view:

e Attempting to retrieve the Dashboard data (e.g. by viewing the Dashboard) when there is no data avail-
able yet (possibly because the station has just restarted) triggers a refresh.

* An “Execute” action on the NiagaraNetwork-Station—SecurityDashboardDeviceExt—»Data Import-
er refreshes the data for that station.
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* Atime trigger on the NiagaraNetwork—Station—SecurityDashboardDeviceExt—Data Importer that
allows you to schedule a refresh. The default is to refresh daily.

* The Refresh System Dashboard Data action on the SecurityService takes a String argument. It will re-
fresh any station that matches that String. For example, the string, “Richmond*”, will match any station
that starts with Richmond; or “*"will match all stations).

¢ Onthe System Dashboard View, the card for each station has a Refresh icon (=) next to the “Gener-
ated x time ago” text. Click on the icon to trigger a refresh for the station.

platCrypto-CertManagerView

This view is a platform view on any Niagara host. It is also the default view of the CertManagerService
under a station’s PlatformServices. The Certificate Management view allows you to create digital certifi-
cates and Certificate Signing Requests (CSRs). You use this view to import and export keys and certificates
to and from the Workbench, platform and station stores. You access this view, via Tools— Certificate Man-
agement. Also included is a related Tools Certificate Signer Tool view.

You use this view to manage PKI (Public Key Infrastructure) and self-signed digital certificates to secure com-
munication within Niagara network. Certificates secure TLS connections to this host.

Figure 24 Example of a Key Store

/ Certificate Management

Certificate Management

Certificate Management for Niagara Workbench
User Key Store  System Trust Store  User Trust Store  Allowed Hosts
You have local certificates:

User Key Store 1 objects
Alias Subject  Not After Key Algorithm  Key Size Valid i

tridium  Niagarad ThuAug22 11:0%:4015T201% RSA 2048 true

View @ New i Cert Request Ers Delete
@ Import % Export I Reszet

The Certificate Management view has four tabs:
e User Key Store

e System Trust Store

® User Trust Store

¢ Allowed Hosts

User Key Store tab

The User Key Stores contain server certificates and self-signed certificates with their matching keys. Each
certificate has a pair of unique private and public encryption keys for each platform. A User Key Store sup-
ports the server side of the relationship by sending one of its signed server certificates in response to a client
(Workbench, platform or station) request to connect.

If there are no certificates in a User Key Store when the server starts, such as when booting a new platform
or station, the platform or station creates a default, self-signed certificate. This certificate must be approved
as an allowed host. This is why you often see the certificate popup when opening a platform or station.
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Default self-signed certificates have the same name in each User Key Store (tridium), however, each cer-
tificate is unique for each instance.

Clicking the New and Import buttons also adds certificates to the User Key Store.

Figure 25 Example of a Key Store

Certificate Management

Certificate Management for Niagara Workbench
User Key Store  System Trust Store

You have local certificates:

User Key Store

Alias Subject Mot After

tridium  Miagara4 ThuAug22 11:0%:4015T201% RSA

Key Algorithm Key Size Valid B

User Trust Store  Allowed Hosts

/ Certificate Management -

1 objects

2043 true

View @ New 3 Cert Request o Delete
@ Import 4 Export I Reszet

Name Value Description

Alias text A short name used to distinguish certificates from one another
in the Key Store. This property is required. It may identify the
type of certificate (root, intermediate, server), location or func-
tion. This name does not have to match when comparing the
server certificate with the CA certificate in the client’s Trust
Store.

Issued By text Identifies the entity that signed the certificate.

Subject text Specifies the Distinguished Name, the name of the company
that owns the certificate.

Not Before date Specifies the date before which the certificate is not valid. This
date on a server certificate should not exceed the Not Before
date on the root CA certificate used to sign it.

Not After date Specifies the expiration date for the certificate. This date on a
server certificate should not exceed the Not After date on the
root CA certificate used to sign it.

Key Algorithm text Refers to the cryptographic formula used to calculate the cer-
tificate keys.

Key Size number Specifies the size of the keys in bits. Four key sizes are al-
lowed: 1024 bits, 2048 bits (this is the default), 3072 bits, and
4096 bits. Larger keys take longer to generate but offer great-
er security.

Signature formula text Specifies the cryptographic formula used to sign the

Algorithm certificate.

Signature Size

KB

Specifies the size of the signature.
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Name Value Description

Valid Specifies certificate dates.

Self Signed text Read-only. Indicates that the certificate was signed with its
own private key.

User Key Store buttons

Name Value Description

View button Displays details for the selected item

New button Opens the window used to create the entity you are working
on.

Cert Request button Opens a Certificate Request window, which is used to create
a Certificate Signing Request (CSR).

Delete button Removes the selected record from the database.

Import button Adds an imported item to the database.

Export button Saves a copy of the selected record to the hard disk. For certif-
icates, the file extension is .pem.

Reset button Deletes all certificates in the User Key Store and creates a
new default certificate. It does not matter which certificate is
selected when you click Reset.

CAUTION:

Do not reset without considering the consequences. The Re-
set button facilitates creating a new key pair (private and pub-
lic keys) for the entity, but may disable connections if valid
certificates are already in use. Export all certificates before
you reset.

Trust Store tabs

The Trust Stores contain signed and trusted root certificates with their public keys. These stores contain no
private keys. ATrust Store supports the client side of the relationship by using its root CA certificates to
verify the signatures of the certificates it receives from each server. If a client cannot validate a server certifi-
cate’s signature, an error message allows you to approve or reject a security exemption (on the Allowed
Hosts tab).

The System Trust Stores contain installed signed certificates by trusted entities (CA authorities) recognized
by the Java Runtime Engine (JRE) of the currently opened platform. A User Trust Store contains installed
signed certificates by trusted entities that you have imported (your own certificates).

Only certificates with public keys are stored in the Trust Stores. The majority of certificates in the System
Trust Store come from the JRE. You add your own certificates to a User Trust Store by importing them.

Feel free to pass out such root certificates to your team; share them with your customers; make sure that
any client that needs to connect to one of your servers has the server's root certificate in its client Trust
Store.
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Figure 26 Example of a System Trust Store

/ Certificate Management -

Certificate Management

Certificate Management for Niagara Workbench
User Key Store  System Trust Store  User Trust Store  Allowed Hosts

You have system certificates that identify these certificate authorities:

System Trust Store 105 objects
Alias Subject B
a digicertassuredidg3 [jdk] DigiCert Azzured ID Root G3 E
a verisignuniversalrootca [jdk] VeriSign Universal Root Certification Authority W
a digicerttrustedrootg4 [jdk] DigiCert Trusted Root G4 E

View | @Export|

Trust Store columns

Name Value Description

Alias text A short name used to distinguish certificates from one another
in the Key Store. This property is required. It may identify the
type of certificate (root, intermediate, server), location or func-
tion. This name does not have to match when comparing the
server certificate with the CA certificate in the client’s Trust
Store.

Issued By text Identifies the entity that signed the certificate.

Subject text Specifies the Distinguished Name, the name of the company
that owns the certificate.

Not Before date Specifies the date before which the certificate is not valid. This
date on a server certificate should not exceed the Not Before
date on the root CA certificate used to sign it.

Not After date Specifies the expiration date for the certificate. This date on a
server certificate should not exceed the Not After date on the
root CA certificate used to sign it.

Key Algorithm text Refers to the cryptographic formula used to calculate the cer-
tificate keys.

Key Size number Specifies the size of the keys in bits. Four key sizes are al-
lowed: 1024 bits, 2048 bits (this is the default), 3072 bits, and
4096 bits. Larger keys take longer to generate but offer great-
er security.

Signature formula text Specifies the cryptographic formula used to sign the

Algorithm certificate.

Signature Size KB Specifies the size of the signature.

Valid Specifies certificate dates.

Self Signed text Read-only. Indicates that the certificate was signed with its
own private key.
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Trust Store buttons

The Delete and Import buttons are available only in a User Trust Store.

Name Value Description

View button Displays details for the selected item

Delete button Removes the selected record from the database.

Import button Adds an imported item to the database.

Export button Saves a copy of the selected record to the hard disk. For certif-
icates, the file extension is .pem.

Allowed Hosts tab

The Allowed Hosts tab contains security exemptions for the currently open platform. These are the certifi-
cates (signed or self-signed) received by a client from a server (host) that could not be validated against a
root CA certificate in a client Trust Store. Whether you approve or reject the certificate, the system lists it in
the Allowed Hosts list.

To be authentic, a root CA certificate in the client’s System or User Trust Store must be able to validate
the server certificate's signature, and the Subject of the root CA certificate must be the same as the Is-
suer of the server certificate.

Allowing exemptions makes it possible for a human operator to override the lack of trust between a server
and client when the human user knows the server can be trusted.

If this is Workbench to station connection, the system prompts you to approve the host exemption. Work-
bench challenges server identity at connection for unapproved hosts and, unless specific permission is
granted, prohibits communication. Once permission is granted, future communication occurs automatically
(you still have to log in). Both approved and unapproved hosts remain in this list until deleted.

If this is a station to station connection, and there is a problem with the certificates, the connection fails si-
lently. There is no prompt to approve the host exemption. However, the last failure cause in the station (ex-
pand the station ClientConnection under NiagaraNetwork) reports the problem.

The approved host exemption in the Allowed Hosts list is only valid when a client connects to the server us-
ing the IP address or domain name that was used when the system originally created the exemption. If you
use a different IP address or domain name to connect to the server, you will need to approve an updated
exemption. The same is true if a new self-signed certificate is generated on the host.
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Allowed Hosts columns

Figure 27

Certificate Management

- Nav

O

@ My Network

Niagara Station Security Guide

Example of an Allowed Hosts list

/ Certificate Management -

Certificate Management

Certificate M

@ My Host : IEGTDTGODRFD2.global.ds.hone

@ My File System

9 My Modules
n':’ My Tools
& Platform

# Station (Station_practice)

‘ Alarm

e Config
@ Files

[&] Hierarchv

- Palette

t for Niagara Workbench
User Key Store  System Trust Store  User Trust Store  Allowed Hosts
Hosts and host certificates that could not be validated:

Allowed Hosts 7 objects

Host Subject Approval Created Issued By Mot Before &

9 127.0.0.1:443 MNiagarad yes Mon Oct 01 14:55:1515T2018  Niagarad  Mon Aug20 15:48:59 (ST 2018

0 172.31.65.134:5011 Niagarad4 yes FriOct 12 11:34:24 |ST2018 Miagarad  Wed Jul2620:29:4115T2017

slocalhost:SDll Miagarad vyes ThuAug23 11:32:5215T2018  Niagara4  Mon Aug20 15:48:59 |ST2018

[ Delete |

@ Unapprove |

\ﬁew

% Approve

Name Value Description

Host text Specifies the server, usually an IP address.

Subject text Specifies the Distinguished Name, the name of the company
that owns the certificate.

Approval Yes orNo Specifies the servers within the network to which the a client
may connect. If approval is set to no, the system does not al-
low the client to connect.

Created date Identifies the date the record was created.

Issued By text Identifies the entity that signed the certificate.

Not Before date Specifies the date before which the certificate is not valid. This
date on a server certificate should not exceed the Not Before
date on the root CA certificate used to sign it.

Not After date Specifies the expiration date for the certificate. This date on a
server certificate should not exceed the Not After date on the
root CA certificate used to sign it.

Key Algorithm text Refers to the cryptographic formula used to calculate the cer-
tificate keys.

Key Size number Specifies the size of the keys in bits. Four key sizes are al-
lowed: 1024 bits, 2048 bits (this is the default), 3072 bits, and
4096 bits. Larger keys take longer to generate but offer great-
er security.

Signature formula text Specifies the cryptographic formula used to sign the

Algorithm certificate.

Signature Size KB Specifies the size of the signature.

Valid Specifies certificate dates.
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minates any attempted communication.

Name Value Description

View button Displays details for the selected item

Approve Yes or No Designates the server as an allowed host.

Unapprove Yes or No Does not allow connection to this server host. The system ter-

wbutil-CategoryBrowser

This view is the default view of the station’s CategoryService, and typically where you spend most of your
time assigning categories to components after initially creating the categories.

NOTE: When an admin user (user with Admin write privilege on the CategoryService and on a particular sta-
tion component being adjusted) is making a category mask adjustment, the user must also have at least Op-
erator write privilege on the category being adjusted in the category mask for the station object. This
includes changes to check marks in the “Inherit” column - the user must have at least Operator write access
to any altered categories applied from the Inherit change.

Figure 28 Category Browser

Category Browser

Inherit User Admin Operator Viewer Category5 Category6 Category7 Categorys @
A Alarm n/a Q
© config nfa ®
Services V4
Drivers w4
@ apps o]
category vy
Templ w4
Temp2 V4
) Alarm ®
Ramp v
SineWave o
E¥Files nja o
Columns
Column Value Description
Inherit check mark or A check mark indicates that the object inherits the category
blank from its parent in the table.
User Category 1 All system objects except for those listed as assigned to Ad-

min are assigned to this category.
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Column Value Description

Admin Category 2 These objects default to the Admin category:

* The configuration services: UserService, CategorySer-
vice, and ProgramService

e Allfiles (the entire file space)

Categories 3-8 bold bullet, grayed

out bullet, or blank A bold bullet indicates that the object is assigned to the

category.
A grayed out bullet indicates inheritance.

Blank indicates that the category has not been assigned.

wbutil-CategoryManager

This view of the CategoryService allows you to create, enable and delete the groups that the security model
uses to control access to the objects in a station. Once you create categories, you use the Category Brows-
er view to centrally assign system objects to categories. Or, at the individual component level, you use a
component’s Category Sheet view to assign the component to one or more categories.

You can assign an object to many categories at the same time. Each object stores its own categories.
Figure 29 Category Manager, Temperature Points as Category 3

My Host : IEGTDTDVZSXC2.GLOBAL (PxTest) . Station (PxTest) . Config I Services . CategoryService / Category Manager -

Category Manager 3 objects

& My Network Index MName Status Fault Cause [
@ services D1 user {ok}
O AlarmService e 2 Admin {ok}
@ BackupService e 3 Temperature points  {ok}
0 CategoryService
@ JobService
D RoleService

- Palette

A New | #Edit B Tagit

Column Value Description

Index number A unique number for the category, as it is known to the
station.

Name text string Descriptive text that reflects the purpose of the entity or logi-
cal grouping.
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Column Value Description
Status text Read-only field. Indicates the condition of the component at
last polling.
* {ok} indicates that the component is polling successfully.
e {down} indicates that polling is unsuccessful, perhaps be-
cause of an incorrect property.
* {disabled} indicates that the Enable property is set to
false.
® fault indicates another problem.
Fault Cause text Read-only field. Indicates why the network, component, or ex-

tension is in fault.

wbutil-CategorySheet

This view assigns a component to one or more categories (or configures it to inherit categories from its pa-
rent. Every component has a Category Sheet view.

NOTE: When an admin user (user with Admin write privilege on the CategoryService and on a particular sta-
tion component being adjusted) is making a category mask adjustment, the user must also have at least Op-
erator write privilege on the category being adjusted in the category mask for the station object. This
includes changes to check marks in the “Inherit” column - the user must have at least Operator write access
to any altered categories applied from the Inherit change.

Figure 30 Category Sheet

: Station (HQ102)

- Palette

: Config

@ My Network

Q SearchService

o TagDictionaryService
@ TemplateService
WebService

@ PlatformServices
#A nrivers

Category Sheet

. PlatformServices / Category Sheet -

Categories [#] Inherit

~/ User Select All
Admin [l peselect alLL
tempPoints B
p CategoryService
Category 4
Categorys
Category 6
Category 7

Category8
O Refresh

Option/button Value Description

Categories text Provides one table row for each category name.

Inherit toggle A check mark indicates that the component belongs to the
same categories as its parent component. No check mark al-
lows you to make explicit category assignments for this
component.

Select All button Effective if Inherit is cleared, clicking this button assigns this
component to all categories in this station.

Deselect All button Effective if Inherit is cleared, clicking this button removes
this component from all categories.

CategoryService button Opens the Category Browser.
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Option/button Value Description
Refresh button Re-displays the Category Sheet.
Save button Records the changes made.

wbutil-PermissionsBrowser

This view allows you to quickly review the objects that someone, who has been assigned a given role may ac-
cess. You access this view by right-clicking RoleService in the Nav tree and clicking Views—Permissions
Browser.

NOTE: In Niagara 4.8 and later, there is added support for the UserService in the Permissions Browser
view. Use the Show Permissions for dropdown list to switch between permissions for Users, and for Roles.
When viewing permissions for Users, the view displays a separate column for each user as well as any
prototype.

Figure 31  Permissions Browser view shows permissions for Roles and Users

. Station (NewSta001) . RoleService / Permissions Browser -
Show Permissions for Roles
Permission Brow] ;jses 14 Rows
Manager OperatorRole B
+ GCan\g rwi rwi
= eﬂles wR
+ charts WwR
] mportFiles wR
. |
= Dm Show Permissionsfor Users
-+ wem |'J|1
= @ Mistory Permission Browser 7Rows
= NewSta guest admin NoahF defaultPrototype B
Aul & Otonf\g
o A Del = @Files
T De + charts rwiRWl  rwiRWI
+ Lo + mportFiles rwiRWI  rwiRWI
+ Ne = ODX
+| template rwiRWI  rwiRWI

Columns represent roles or users, and rows identify the objects in the station, with each table cell showing
user permissions.

* Yellow rows are objects explicitly assigned with permissions.
e Dimmed rows represent objects that inherit their permissions from their parent object.

Double-click a cell to bring up the permissions window for that role or user depending on which option is se-
lected in the Show Permissions for dropdown list. This allows you to globally change a ermission levels for
any category in the station.

Additional enhancements to the Permissions Browser view include the following:
¢ Highlight Accessible — applies green shading to entries that are accessible by at least one displayed col-

umn (user or role). Do this by clicking the Highlight Accessible icon ( = ) in the Workbench toolbar.
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Figure 32  Highlight Accessible tool highlights entries accessible by this user

- - - -3

. Station (NewSta001) - UserService / Permissions Browser

Show Permissions for | Users

Permission Browser 12 Rows

kioskUser i
+ eCDm‘ig
= eFiles
0 Ocham
+ ImportFiles
= Opx
+ deploy

¥ defaultOptionsApp lied.px r

+ defaultOptonsTest‘px r

+ [F%) Graphic.px r

+ WxF\Le‘px I
s b |

* Filtering —filters results in the table for selected users/roles. Do this by clicking the table Options icon (

® ) at the far right side of the column heading row, to display the options menu, and click on Show
Users... (or Show Roles...) to open a window that lists all users (or roles) which you can filter by search
or selection and click OK.

Figure 33  Filtering shows persmissions for selected users/roles

4% Users ¥

Select one or more Users, orsearch:

Y

guest

admin

NoahF

defaultPrototype
' kioskUser

oK I Cancel
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Column Value Description

First column Nav tree for sta- Each Nav tree node occupies a row in the table. This expand-
tion Config, Files able tree lets you navigate to objects of interest to review cur-
and History rent permissions.

Admin permissionsR = Reports the rights assigned to the admin role. As this is a
readW = writel = super user, admin has rights to read, write and invoke an ac-
invoke actionad- tion for all objects.

min level permis-
sions appear in
upper case.

user permissionsr = Reports the rights assigned to the user role. The default is no
readw = writei = in- | rights assigned.

voke actionopera-
tor permissions
appear in lower
case.

wbutil-RoleManager

This manager allows you to create, edit and delete roles. It is the default view of the RoleService and is lo-
cated in the station’s Services container.

Figure 34 Role Manager view

182.168.1.222 (n4TitanDemo]  : Station (n4TitanDemo) ! Config  : Services @ RoleService / RoleManager ~

Role Manager 4 objects

@ My Network Name Permissions Viewable Hierarchies =

@) Programservice

liadmm Super User (access entire station, file system)
™ t

m RoleService I eues

o SearchService . web  SuperUser (access entire station, file system)

X systemMonitorService [ user

) TrenictinnanSenvice

- Palette Eaf [ New | # Edit

The system creates the admin role by default and grants it super user permissions. The admin role does not
appear in the Role Manager view and you may not delete it.

Column or field Value Description

Name text Identifies the role to be assigned to one or more users. Role
names are case sensitive.

Permissions text Associates a name with a specific set of permissions.

Viewable text Identifies the hierarchies this user may view.

Hierarchies

Type Role (default) Identifies the type of entity being created.

Number to add number Allows you to create many rows at once in the Role Manager

view's table.
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New role window

Figure 35 New Role window

new [IEH
TypetoAdd [ Role
Numberto Add 1
oK Cancel
Column or field Value Description
Type Role (default) Identifies the type of entity being created.
Number to add number Allows you to create many rows at once in the Role Manager
view's table.
New role properties
Figure 36 New role properties
New [ x|
Name Permissions  Viewable Hierarchies B
Il Role
gl Name Role
[l Permissions ] SuperUser (access entire station, file systen >

[l Viewable Hierarchies )

OK Cancel

CAUTION: It is important to understand the risk involved in giving any user broad permissions on the Role
Service. For example, giving a user admin write permissions on the Role Service allows that user to create,
edit, rename or delete any role. Best practices recommend that such permissions on the Role Service be lim-

ited only to appropriately authorized users.

Windows

Windows create and edit database records or collect information when accessing a component. You access
them by dragging a component from a palette to a nav tree node or by clicking a button.

Windows do not support On View (F1) and Guide on Target help. To learn about the information each con-
tains, search the help system for key words.

Certificate Export windows

These windows save a copy of the selected certificate to a folder on your hard drive or thumb drive.
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Certificate Export chooser

Niagara Station Security Guide

Certificate Export

Certificate

[ Exportthe public certificate

Issuer DN

q\ Private Key

TableView = ASN.1View PEM View

Properties:

Version V3

Serial Number 47 6 05 b1 75 44 70 70 35 54 50 0Of
lzszued By root 2

Cl=root 2,0=My Company,l=Rnywhere, ST=RAnys"

Private Key Password (required):

[ Encryptexported private key

[# Reuse password to encrypt private key

oK Cancel

Property

Value

Description

Export the public
certificate

check box, defaults
to selected

Indicates that the system will export the certificate with only
its public key.

Table, ASN.1 View
and PEM View

tabs

Shows the contents of the certificate in terms of properties,
ASN (Abstract Syntax Notation), and PEM (Privacy Enhanced
Mail).

Export the private
key

check box, defaults
to de-selected

Instructs the system to export the private key with the public
key. You would select this option only if you are backing up a
root CA or intermediate certificate to a second secure
location.

Private Key
Password

text

Supplies the password created when the certificate was
created.

Encrypt exported
private key

check box, defaults
to selected

Causes the system to encode the private key for enhanced
security.

Reuse password to

check box, defaults

Indicates that no additional password is required to encrypt

encrypt private key | to selected the private key. Deselecting this option allows you to assign a
second password to protect the private key.
Password and text Create and confirm the second password.
Confirm
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Certificate Export, file chooser

4% Certificate Export e

g File Spaces l:‘ Current Path
C:f Users / E522605 / Niagara4.4 / tridium / certManagement

emngwem O« o A E = o-RK[3
;] code-signing certificate.pem 9
a root ca certificate 2.pem
;] root ca certificate.pem
;] tridium.pem e

N Bookmarks [

5]

Filename: |code-signing certificate.pem Save
Files of type: | PEM Files Cancel

o Displays the available file spaces. The contraction ("f) and expansion (|:|) icons resize the selected
pane.

(2] The control icons determine the contents of the file view pane:
4returnstoa previous folder.

KA displays files in the folder above the current folder.

1] displays files in the root of the user home.

B creates a new folder.

configures the chooser to display the file name only.

configures the chooser to display the details for each file.
C] provides a drop-down list of available file paths.

™ creates an entry in the Bookmarks pane.

9 turns the display of the details pane on and off.

€ | The file view pane.

(4] This pane displays the details for the selected file.

Bookmarks pane.
(5] P

Edit history export window
The Edit window shows the configuration properties of the history export descriptor, plus Name, which is

equivalent to the right-click Rename command on the descriptor. To access all properties, including all sta-
tus properties, view the HistoryService property sheet.
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The NiagaraHistoryExport line above the properties summarizes the properties.

Property

Value

Description

Name

Text string fol-
lowed by numbers

For a history originating in the local host station, the name be-
gins with Local . If Discovered for import, typically left at de-
fault. For a system history export, originating in the remote
station, the name begins with
NiagaraSystemHistoryExport.

Execution Time —
Manual

N/A

Requires human intervention to initiate a history export or
import.

Historyld

Text in two parts:
/stationname/
historyname

Specifies the history name in the local station’s History space,
using two parts: “/<stationName>" and “/<history-
Name>". If Discovered, station name is “~" (a character repre-
senting the device name of the parent container) and history
name reflects the source history name. Typically, you leave
both fields at default values, or edit the second (<history-
Name>) field only.

Execution Time —
Daily (default)

Time Of Day hours:

minutes:seconds
AM/PM timezone
Randomization
Days Of Week

Defines when the daily export or import automatically takes
place. The hours follow a 24-hour clock.

Execution Time —
Interval

Interval hours:mi-
nutes:seconds
Time Of Day
Days Of Week

Defines the amount of time between automatic exports or im-
ports. Hours may number in the thousands.

Enabled

true or false

Activates and deactivates use of the function.

Generate Self-Signed Certificate window

This window defines the important information required to create a certificate. You use this window to create

your own certificates along with a key pair (public and private).

Figure 37 Default view of the Generate Self-Signed Certificate window

R,
Generate Self Signed Certificate KRR AN

Alias (required)

Comman Name (CN) (required)
* this may contain the host name or address of the server

Organizational Unit (OU)

Organiization {0} [required)

Locality (L)

State/Province (ST)

Cauntry Code (C (required)

NotBefore 9 AM EDT|&

MotAfter 4 L Iz

Key Size > 1024 bits @ 2048 bits ) 3072 bits > 2026 bits

Certificate Usage @ Server Certificate ¢ Client Certificate > CA Certificate

Alternate Server Name I

oK Cancel

Email Address
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This window opens when you click New at the bottom of the User Key Store tab.

A self-signed certificate provides data encryption only. Since it is not signed by a CA (Certificate Authority) it
cannot verify server identify. Generating a self-signed certificate should be a temporary measure until a
signed certificate is installed in the browser’s and station’s trust stores. After installing the signed certificate
you should delete any self-signed certificates. See the Niagara Station Security Guide for more information
about using TLS (Transfer Layer Security) to secure communication among security system components.

There is a limit of 64 characters for each of the following properties. Although blank properties are permit-
ted, it is recommended to correctly fill in all properties, as not doing so may generate errors, or cause third-
party CAs to reject your certificate. Spaces and periods are allowed. Enter full legal names.

Name

Value

Description

Alias

text

A short name used to distinguish certificates from one another
in the Key Store. This property is required. It may identify the
type of certificate (root, intermediate, server), location or func-
tion. This name does not have to match when comparing the
server certificate with the CA certificate in the client’s Trust
Store.

Common Name
(CN)

text, required, al-
phanumeric; do
not use “*" or "?"
as part of the name

Also known as the Distinguished Name, this field should be
the host name. It appears as the Subject in the User Key
Store.

Organizational Unit | text The name of a department within the organization or a Doing-
(OU) Business-As (DBA entry). Frequently, this entry is listed as "IT",
"Web Security," "Secure Services Department"” or left blank.
Organization (O) text The legally registered name of your company or organization.
Do not abbreviate this name. This property is required.
Locality (L) text The city in which the organization for which you are creating
the certificate is located. This is required only for organizations
registered at the local level. If you use it, do not abbreviate.
State/Province (ST) | text

The complete name of the state or province in which your or-
ganization is located. This property is optional.

Country Code (C) | two-character ISO- | If you do not know your country's two-character code, check
format country www.countrycode.org. This property is required.
code.

Not Before date Specifies the date before which the certificate is not valid. This
date on a server certificate should not exceed the Not Before
date on the root CA certificate used to sign it.

Not After date Specifies the expiration date for the certificate. This date on a
server certificate should not exceed the Not After date on the
root CA certificate used to sign it.

Key Size number Specifies the size of the keys in bits. Four key sizes are al-
lowed: 1024 bits, 2048 bits (this is the default), 3072 bits, and
4096 bits. Larger keys take longer to generate but offer great-
er security.

Certificate Usage: | text

Specifies the purpose of the certificate: server, client or CA
certificate. Other certificate management software utilities
may allow other usages.
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Name Value Description
Alternative Server | text This property provides a name other than the Subject (Common
Name Name) that the system can use to connect to the server. Like

the Common Name, the system uses the Alternative Server
Name to validate the server certificate making it possible to
specify both an IP (Internet Protocol) and FQDN (Fully Quali-
fied Domain Name).

Email Address email address The contact address for this certificate. It may also be the ad-
dress to which your signed certificate (.pem file) will be sent.

New category windows

The New window appears when you click the New button at the bottom of the Category Manager view.
When you click OK a second New window displays, allowing you to assign name and index details.

Basic category window

Figure 38 Creating basic categories

4% New o) |

Typeto Add "h) Category

Numberto Add |1 | [1-100]

OK Cancel [i—:?-r

Index  MName i
e-q Categoryd

'-Index 4
'-Name Categoryd

OK Cancel

% 4

Property Value Description

Name text A name for the given category. This can be any name that de-
scribes how you are using the category.

Index number A unique number for the category, as it is known to the
station.

New/Edit roles window

This window creates and edits roles and permissions. You access it from the Role Manager view
(RoleService).
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Figure 39 Example of an Edit role dialog box
(a3 Eait - |

Name Permissions  Viewable Hierarchies B
F. Manager Manager=rwi Name, displayName
. Name Manager

. Permissions [ Super User {access entire station, file system) |4=rwi ))

. Viewable Hierarchies MName,displayName ))

[+] 4 Cancel

Property Value Description
Name text string Descriptive text that reflects the purpose of the entity or logi-
cal grouping.
Permissions check box and Checking the All Powerful User (super user) check box sets
chevron up a role that allows the user to access the entire station and
file system. To set individual permissions for a role, click the
chevron.

The box between The All Powerful User and the chevron dis-
plays all categories. Basic categories display by index number
(for example: 3=rwi).

tags various Any tags associated with the object appear at the end of the
property sheet. The tag icon identifies them. The systems inte-
grator sets up tags to provide additional, searchable informa-
tion about the object.

Platform Authentication window

This window opens after a secure platform connection is made. Its purpose is to authenticate the platform
user.

Figure 40 Platform authentication window

Authentication “

q\ Authentication
Logon required for access
Realm

Name TechPubsJa004
Scheme  SCRAM-SHAS512

Credentials

Username  [ehets

Password ssssssss

[# remember these credentials
oK Cancel
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Credentials

Name Value Description

Name text The name may include your company network name (when
connecting to a Windows-based computer), the IP address of
the controller, or host name of the controller.

Scheme text This information identifies the authentication scheme used to
log on to a platform: HTTP-Basic, HTTP-Digest, or SCRAM-
SHA512.

Credentials— text This is where you enter the platform user name created when

Username the controller was commissioned. Access to this name is
through Platform Administration—»User Accounts.

Credentials— text This is the password created when the controller was commis-

Password sioned. Access to this password is through Platform Adminis-
tration—User Accounts.

Remember These check box Select this check box to have the system automatically fill in

the user name and password when you log on the next time.

Platform Connect window

This window opens when you open a platform (supervisor PC or controller).

Figure 41  Platform connect window
Connect n
Open Platform with TLS
Connecttothe host's secure platform daeman
Session
Type | g¥ Platform TLS Connection
Hest |IP 192.166.1.222 -
Port |5011
OK Cancel
Name Value Description
Type drop-down list Defaults to Platform TLS Connection.
Host (type) Defaults to IP.
IP address text This is where you enter the IP address or URL of the host
platform.
Port number The port for secure platform communication. Defaults to 5011.

Platform TLS settings

This window sets up the platformtls (niagarad) properties that provide server authentication and encryption.
To access it, right-click Platform—Views—Platform Administration and double-click Change TLS

Settings.
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Certificate tridium

Protocol TLSv1.0+

Save Cancel

Platform TLS Settings i
State TLSOnly
Port 5011

% = —=
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Name Value Description

State TLS Defaults to TLS only.

Port number The port for secure communication. Defaults to 5011

Certificate drop-down list Provides a list of available certificate aliases. The tridium cer-
tificate is the default, self-signed certificate created when you
first accessed the platform.

Protocol drop-down list The minimum level of the TLS (Transport Layer Security) proto-

TLSv1.0+
(default)
TLSv1.1+
TLSv1.2

col to which the server will accept negotiation. The default in-
cludes versions 1.0, 1.1 and 1.2. It works with most clients,
providing greater flexibility than an individual version.

During the handshake, the server and client agree on which
protocol to use.

Change Protocol from the default if your network requires a
specific version or if a future vulnerability is found in one of the
versions.

Permissions map

This window associates permissions with categories and permission levels. To access it, add or edit a role
and click the chevron next to the Permissions property.

Figure 42  Permissions map

Temperature Points
Manager

Category 5
Category &
Category 7

Category 8

7 3
4% Permissions [&J
Operator | Admin
Category
e RIwl IR W]
User 4 +
Admin v

oK Cancel
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Column

Value

Description

Category

table row

User and Admin are default categories created by the New
Station wizard. Each category occupies a single row in the Per-
missions map.

Operator

permission level

Provides a way to set access rights for components that are
configured with the operator permission level.

Permission level is set by the Operator config flag on the
component’s Property Sheet.

Admin

permission level

Indicates that the object may be read, written or an action in-
voked by only system users that have been granted admin
rights.

The Admin permission level is set by turning off the Operator
config flag on the component’s Property Sheet.

Session Info window

The Session Info window reports the security status of the current communication session. You view this

window by right-clicking the Session Info icon (|I|).

Figure 43 Example of Session Info when using a self-signed certificate

. You are connected as niagara.

m Hostname is localhost.

The identity of this host has not been ver

- Server's certificate is not trusted.
Certificate Information

encryption.The connection uses TLSv1.2.
@ The connection is encrypted using AES_2:

exchange mechanism.

ok |

- Server's certificate does not match the address.

Your connection to localhost is encrypted with 256-bit

SHA1 for message authentication and RSA asthe key

@ Your connection started at 01-Jun-1511:51 AM EDT.

ified.

56_CBC, with

Screen element

Value

Description

o9
A

Connection

Identifies the user account that is logged in to the station.

@

Hostname

Identifies the host name of the server.

9.9

Identity verification

Reports on the attempt to verify the authenticity of the server.

A green shield indicates that a root CA certificate in the client’s
Trust Store verified the authenticity of the server certificate.

A red shield indicates that the client system found no matching
root CA certificate in a Trust Store with which to verify the
server certificate.

Clicking Certificate Information displays the certificate.
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Screen element Value Description
g g Encryption Describes the Foxs session encryption strength.
-oor A green shield indicates that the transmission is encrypted.
A red shield indicates that the transmission is not encrypted.
Time Logs when the Foxs session began.

Station Authentication window

This window opens after a secure station connection is made. Its purpose is to authenticate the station user.

Figure 44  Station Authentication window

q‘ Authentication
Logon required for access

Realm
Name ip:192.168.1.222|foxs:
Scheme  Fox(nddigest)
Credentials
Username

Change User

password  [XTTXTTE
[# Remember these credentials
0K Cancel

Name Value Description

Name text The station name, which, for a controller, is usually its IP
address.

Scheme text This information identifies the authentication scheme used to
log on to this station. The scheme used depends upon the
user. Configuration is through the UserService.

Credentials— text This is where you enter your station user name.

Username

Credentials— text This is your platform password, which is the same as your per-

Password sonal station password.

Remember These | check box Select this check box to have the system automatically fill in

Credentials the user name and password when you log on the next time.

Station Connect window

This window opens when you open a station.
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Figure 45 Station Connect window

Open Station with TLS

Connect to station using foxover TLS

Session

Type ” Station TLS Connection
Host | IP 192.168.1.222

Port 4911

Niagara Station Security Guide

0K Cancel
Name Value Description
Type drop-down list Defaults to Station TLS Connection.
Host (type) Defaults to IP.
IP address text This is where you enter the IP address or URL of the host
platform.
Port number The port for secure station (foxs) communication. Defaults to
4911.
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certificate

A PKI (Public Key Certificate) or digital certificate is an electronic document

used to prove ownership of a public key. The certificate includes information
about the key, the identity of its owner, and the digital signature of an entity
that verified the validity of the certificate’s contents. If the signature is valid,
and the client can trust the signer, the client can be confident that it can use
the public key contained in the certificate to communicate with the server.

Certificate Authority
(CA)

An entity that issues the digital certificates used to certify the ownership of a
public key by the named subject of the certificate. This allows system users to
rely upon signatures or assertions made by the private key that corresponds to
the certified public key. In this relationship model, the party that relies on the
certificate trusts that the subject (owner) of the certificate is authentic because
of the relationship of both parties to the CA.

chain of trust

Also called a web of trust, certification path, or trusted certificate tree is an
approach to server verification that uses a self-signed certificate owned by a
CA (Certificate Authority) to begin the authorized relationships. The private
key of this root CA certificate signs a company'’s server certificate(s).
Intermediate certificates may be used to further isolate relationships, such as
by geographic location or corporate division.

Distinguished Name

A Distinguished Name (DN) is a string that uniquely identifies an entry in the
LDAP directory. It's comparable to a path in a file system. The CN portion of
the DN is comparable to a file name.

As it applies to SAML attribute mapping, an Identity Provider may return a DN
(e.g. CN=userGroup, OU=Users, DC=domain, DC=net) for the
prototypeName attribute. More details on SAML authentication and attribute
mapping are available in the “Single Sign On" section of the Niagara Station
Security Guide.

key

A digital key is a very large, difficult-to-predict number surrounded by a
certificate. Keys serve these purposes: 1) The public key of a root CA
certificate in a client’s System or User Trust Store verifies the authenticity of
each server. 2) The private key of a trusted root CA certificate may sign other
certificates. 3) After server authentication, matching public and private keys
encrypt and decrypt data transmission.

NEQL

Niagara Entity Query Language provides a simple mechanism for querying
objects with tags. Whereas BQL supports the tree semantics and pathing of
Workbench component space (for example parent.parent) and BFormat
operations, NEQL queries only for tags using the Niagara 4 tagable and entity
APIs.

object

An object is the base class required for all system entities that conform to the
baja model. Objects group information used to construct a model that includes
building devices, virtual devices, individual points, users, system features and
services. Objects appear in the Nav tree as files, modules, installers,
administrators, copiers, drivers and apps. Metadata associated with objects,
including categories, roles (permissions), and hierarchies, provide access
control and configuration options to manage automated buildings efficiently.

permission

The right to access a component slot, folder, file or history. Three rights may be
granted: the right to read information provided by the object, the right to
write (change) the object, and the right to invoke an action on the object.
Rights are granted using the Role Manager’s permissions map. Permissions
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are applied to users by assigning each user a role. A super user is automatically
granted every permission in every category for every object.

permission level

A slot config flag that indicates who is allowed to access the slot. When
unchecked (the default) at least admin-Read (R) permission is required (as
defined in the Role Manager’s permissions map). When checked a user with a
minimum of operator-read permission (r) may access the slot.

role

A logical grouping that is assigned as metadata to system users (human and
machine) for security purposes. For example, roles may be used to group users
as administrators (admin), regular users (user), and operators (operator).

Roles speed the management of permissions for a large number of users. The
permissions of a group of users that share the same role can be updated by
changing the role’s permissions instead of updating each user’s permissions
individually.

You manage roles using the RoleService.

signature

A digital signature combines a unique hash that is created using a
cryptographic algorithm (such as SHA-512) with a public key. This is done by
using a matching private key to encrypt the hash. The resulting signature is
unique to both the certificate and the user. Finally, the signing process embeds
the digital signature in the certificate.

user permission

See permission.
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