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ALWAYS EVOLVING ACROSS FIVE DIMENSIONS
INTEROPERABILITYDEPLOYMENT COMPLIANCECONNECTIVITY CYBER DEFENSE

• Provisioning Web Views
• Category Service Views
• GAuth Enrollment Workflow
• Added JACE 9000 features

• DHCP on secondary port
• 802.1x Support

• Core Driver Views
• Niagara Network 

History Views
• Brick Schema Tag 

Dictionary
• OnCall Service 

Views

• Certificate Signing 
Service

• Multi-Tiered Security 
Dashboard

• SAML Authentication
• Windows Auth for 

msSQL 

• BACnet Protocol 
Revision 16 Update

• ISA 62443 Process 
Certification

• Rdb History Views 
• Weather Service 

Views
• Unit Test Public APIs
• OPC-UA Driver 

Refresh
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NEW HTML5 
WEB VIEWS

A Significant Step-Up in

VISUALIZATION
CHOICES

DEPLOYMENT 
EASE

SECURE
CONNECTIVITY
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WORKBENCH INTO CORE
With every version of Niagara Framework®, we are adding more 
Workbench functionality into the core so you can take advantage of 
browser-based remote engineering. 
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NEW HTML5 WEB VIEWS
Save Time Engineering Niagara Stations through a web browser. 

Accessible 
and 

Open

Client Version 
+ Brand 
Agnostic

Niagara Cloud 
Suite: Remote 
functionality 

Workbench 
Functionality 

via Browser or
Dedicated App
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DRIVER MANAGER WEB VIEW
Deploy a selection of drivers to create interoperability between communication protocols. 
Bring devices into a Niagara ecosystem to leverage everything the Framework has to offer.
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Collect Data From 
All Stations

Flexible Archive 
Scheduling

NIAGARA NETWORK 
HISTORY COLLECTION WEB VIEW
Control where your building's data goes from a browser

Import and Export 
Managers for Data
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RDBMS NETWORK 
HISTORY COLLECTION WEB VIEW
Send your building data to mySQL, MSSQL, or OracleDb 
via browser. 

Store Data 

Schedule Operation

Import & Export Archives

Westerre_Pkwy_OATmp
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STANDARD BUILDING PROTOCOL WEB VIEWS 

Echelon networking 
platform communicating over 
FTT-10 twisted pair.
• Device Manager
• Router Manager
• Link Manager
• Utilities Manager
• Point Manager
 

TCP- and Serial-based 
communications protocol 
commonly used with energy 
metering.
• Device Manager
• Point Manager

ASHRAE Standard 135 open 
communication protocol of 
choice for field devices. 
• Export Table
• Schedule Managers
• History Import Manager

Save time, gain flexibility when integrating field devices and energy meters into Niagara.
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BRING YOUR PREFERED DEVICES INTO NIAGARA
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NRIO NETWORK WEB VIEW
Connect a station operating on a JACE 8000, JACE 9000, or Edge10 to native Niagara Remote-
I/O devices and operate equipment directly through Niagara.

Discover, 
Configure, Add

IO Devices

Discover, 
Configure, Add

IO Points

• NRIO-16
• NRIO-34
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Text or email alarm notifications to the right person at the 
earliest possible time automatically.

ON-CALL SERVICE WEB VIEW

Set up a flexible user contact list and schedule 
that list using the standard scheduler interface.

Contact Manager

Who’s on duty, set up 
schedules to focus 

alarm/reporting

Reporting
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Maintain awareness of current and forecasted weather conditions in the 
U.S. via the National Weather Service 

WEATHER SERVICE WEB VIEW

Adjust 
Operations Per 

Weather 
Conditions

Adjust 
Operations Per 

Outside Air 
Quality

See Current 
and Future 

Forecast Data
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Configure and manage authorization to 
station components by category 

CATEGORY SERVICE WEB VIEW

Categories play an integral role 
in station security, helping in the 
practice of Least Privilege Principle 
whereby access to data is only 
granted to users based on their 
need for it to serve in their role.
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Automate Workflows AT-SCALE!

NIAGARA PROVISIONING WEB VIEW

Run a provisioning job from 
anywhere you can open the 
Supervisor station.

Execute the same series of tasks (job steps) 
on any number of target hosts

Job Builder
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NIAGARA 4.14 
CONNECTIVITY 
UPGRADES
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Now you can more easily choose the datatypes of 
exported OPC UA points

OPC-UA DRIVER REFRESH

Integrate more easily with 
one of the most basic and 
familiar protocols used in 

industrial automation.

Property Sheet
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NIAGARA 4.14 
BRICK SCHEMA SUPPORT

INTEROPERABILITY
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• Energy management consultants and others doing 
sophisticated analytics want the foundation of  
building data enriched with standardized tagging! 

• Brick Schema is an ontology specified for more and 
more projects due to its knowledge graph 
methodology and descriptive relation definitions.

BRICK SCHEMA TAG DICTIONARY

• Built-in dictionary support 
makes tagging an easier 
lift! 

• Add standardized tags as 
you go about the job of 
systems integration with 
Niagara. 

• Augments Haystack 
support.

https://brickschema.org/
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• The Tag Dictionary Service was designed to 
accommodate several ontologies.  

• Just Drag and Drop the Brick Dictionary to the 
service.

NIAGARA TAG DICTIONARY SERVICE
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BRICK SCHEMA METHODOLOGY

Tags Groups Relations Rules
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NIAGARA 4.14 
COMPLIANCE UPGRADES

CERTIFICATIONS
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BACNET PROTOCOL REVISION 16 UPDATE

• Configuration Support New Protocol Revision 16 Types
o Examples: Binary Output Lighting Config Type, 

Access Door, Load Control, Pulse Converter 
• Added Interface Value Property
• Added “Change of State Alarm” Offnormal Algorithm 

for Numeric Points
• Added “Change of Discrete Value” Algorithm
• Exposing “Fault Out of Range” Algorithms
• Enhanced Loop Algorithm
• Can Set “Change of State Count” and “Elapsed Active 

Time” to Non-Zero Values
• Duplicate Time Values No Longer Allowed

Protocol Revision 16 
Certification Testing in Progress!

B-BC Profile for Supervisor, Jace 9000, & Jace 8000
with BACnet Secure Connect link layer!

ASHRAE Standard 135 open communication protocol of choice for field devices
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ISA 62443-4-1-2018 CERTIFICATION
Tridium processes have met all requirements defined by ISA “Security for 
industrial automation and control systems 
Part 4-1: Secure product development lifecycle requirements”

This lifecycle includes: 
• Security requirements definition 
• Secure design 
• Secure implementation (including coding guidelines)
• Verification and validation 
• Defect management 
• Patch management 
• Product end-of-life
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NIAGARA 4.14 
CYBER DEFENSE
FEATURES
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Establish, monitor, and renew Niagara 
installation's PKI at scale and with ease to 
enforce secure communication and 
maintain a strong security posture.

CERTIFICATE SIGNING 
SERVICE

Individual Signing Requester

Combined Request:
Fox Service, Web Service, Platform

Provisioning Jobs for Deployment
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CERTIFICATE SIGNING PROCESS

Signing Request
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…Not since 
Peanut Butter 
met Chocolate 
has there been 
a combo like…

MULTI-TIERED SECURITY DASHBOARD
Quickly assess the security posture of a Niagara Network at-scale!

Niagara Security Dashboard (intro’d 4.6)

Quickly assess the security posture of a 
Niagara Network of any layout, at scale

Multi-Tiered Navigation

Reachable 
Stations 
introduced in 
4.13 
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Meet stricter single sign-on authentication security 
requirements with support for specifying the 
authentication type requirement. 

SAML AUTHENTICATION TYPE 
CONFIGURATION

Password, 
PasswordProtectedTransport, 

TimeSyncToken

SSL/TLS Certificate, Kerberos

Smartcard, Smartcard PKI, 
Unspecified

Provide the required or 
minimum required type from 
these options:
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Meet strict authentication requirements set by 
Microsoft database administrators for accessing a 
Microsoft SQL Rdb Server. 

WINDOWS AUTHENTICATION 
for MS SQL

New Microsoft Authentication Mode!

Overcome IT hurdle! Database 
administrator preferred method of 

access!  

Convenience! Users can be 
authenticated via standard Windows 

domain accounts and utilities. 
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DEPLOYMENT
EASE

NIAGARA 4.14 
DEPLOYMENT
FEATURES
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Setup Google Multi-Factor Authentication 
(MFA) token upon the next login
Enhanced Security by reinforcing MFA for 
Niagara users

Improves 
Workflow Enrolling 
Users With G Auth

G AUTH ENROLLMENT

This new workflow will allow the admin to configure the 
authentication scheme to allow users to login with just their 
password if they do not have a private key set up yet, but 
force them to create a private key at next login
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NEW JACE 9000 FEATURES
Powerhouse controller and server platform for connecting multiple and diverse devices and 
sub-systems via Niagara Framework just got better!  

DHCP 
on secondary port

802.1x 
Support
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HIDDEN-GEM
FEATURES

DEPLOYMENT
EASE
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WORKBENCH NOW SUPPORTS MOUSE BUTTONS

Forward navigation

Backward navigation
Maps to buttons 4 and 5
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STRONGER PASSWORD PROTECTION

Before you could 
overwrite the password. 

Updating a non-admin user password now requires old password
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NEW PASSWORD UPDATE PROCESS

Right-click on Authenticator 
Use Action: Update password
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NEW PASSWORD UPDATE PROCESS

Current password is required 
before new password is accepted. 
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TAGGING EDITOR ENHANCEMENT
Additional flexibility to create rules with new 
tagDictionary Service: NotRule

Examples: NOT hs:equip 
                NOT hs:vav
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TAGGING EDITOR ENHANCEMENT
A new implied tag rule will imply a tag to indicate when a control 
point has an alarm extension. 

Implied tag rule: n:alarmablePoint
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HTML5 EDITOR ENHANCEMENT
Added the ability to Sync your navTree to the currently 
displayed page

Sync navTree
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UNIT TEST PUBLIC APIs
New public APIs available to the developer community to assist in writing unit 
testing, particularly for testing within a running Niagara station
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THANK YOU
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