Technical Document

NCS Customer Guide

Niagara

This PDF is generated from docs.niagara-community.com on: July 25, 2024



Connection preparation

Connecting to NCS requires that you sign up and authenticate with Salesforce MFA.
The following topic describes how to get started with connecting to NCS .

e Signing up for NCS Salesforce MFA
For all Niagara Cloud Management Portal users, multi-factor authentication (MFA) is
needed to meet high security standards. The following section describes how you can sign
up for the Salesforce MFA for Niagara Cloud Management Portal.

For all Niagara Cloud Management Portal users, multi-factor authentication (MFA) is needed to
meet high security standards. The following section describes how you can sign up for the
Salesforce MFA for Niagara Cloud Management Portal.

¢ You have credentials to sign in to Niagara Community for NCS associated with an email
address whose account you can access.

¢ The Salesforce Authenticator app or a generic authenticator app is installed on your
mobile device.

1. Sign in to the Niagara Cloud Management Portal (https://www.niagara-cloud.com) using
your Niagara Community credentials.

marketplace
Register for Identity Verification

To make sure your Salesforce account is secure, we
require additional identity verification. Click Register to
werify your identity with an existing verification method
Add an additional method to your account so that we

can easily verify you in the future

pack ‘

The Register for Identity Verification window opens.

2. Click Register.
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The Verify Your Identity window opens.

marketplace
Verify Your Identity

You're trying to Connect Salesforce Authenticator. Te
make sure your Niagara Community account is secure,

we have to verify your identity.

Enter the verification code we emailed to

Verification Code
‘ Facx ‘

Resend Code

3. Get the verification code from the associated email account, enter it in the Verification
Code field, and click Verify.
The Connect Salesforce Authenticator window opens.

Connect Salesforce Authenticator

You can use Salesforce Authenticator to quickly verify
your identity and sensitive transactions. Authenticator is
a free app that runs on your iOS or Android mebile
device

1. Download Salesforce Authenticater from the App
Store or Geogle Play and install it on your mobile
device

2. Open the app and tap to add your account

3. The app shows you a unique two-word phrase. Enter
the phrase below.

Two-Word Phrase

Choose Anather Verification Method

Cancel

4. Continue with the setup of the Salesforce Authenticator, or click Choose Another
Verification Method to use a generic authenticator app.

Continuing with Salesforce Authenticator

5. From the Apple App Store or Google Play Store, download the Salesforce Authenticator
app, open the app, and click Add an Account.
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o Salesforce Authenticator A

i

Let's Get Started

Add an Account

Restore from Backup

The Salesforce Authenticator window displays a two-word phrase.

Two-Word Phrase Help

gentle tale

W Copy to Clipboard

Enter this phrase on the app connection page in
your account. Then confirm the connection on your
phone.

Or Scan QR Code

6. Navigate back to your browser and enter the phrase in the Two-Word Phrase field.

Connect Salesforce Authenticator

‘You can use Salesforce Authenticator to quickly verify
your identity and sensitive transactions. Authenticator is
a free app that runs on your iOS or Android mobile
device

1. Dewnload Salesforce Authenticator from the App
Store or Google Play and install it on your mobile
device

2. Open the app and tap to add your account

2 The app shows you a unique two-word phrase. Enter
the phrase below.

Two-Word Phrase

‘ gentle tale

Cancel

Choase Ancther Verification Method

The browser displays a message to check your mobile device.
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Check Your Mobile Device

Use Salesforce Authenticater to verify the connection to your
admin@t Salesforce account.

&

Connect Account

Verify the
details

trying to oust
utif something's not right, e J

Having Trouble?

The app updates with the account information of the sign-up account.
7. On the Connect Account window, click Connect.

The Account Added message confirms that the procedure was performed successfully.
8. On the push notification that you receive, click Approve to approve the sign-up.

salesforce

B Trust and automate this request

Service

@ Salesforce

Username

& admin@

Action

A Access Niagara Cloud

Client

8 Chrome 117 on Windows 10 (acb3)

>

At this point, the enrollment process is complete and your browser continues to the NCS
user interface.

Note: The authenticator app will prompt you to enable the location, which is an optional
step that you can complete if you want the Salesforce Authenticator to auto-approve
logins based on source device and mobile location.

Each time you log in to NCS, you will receive a push notification from Salesforce
Authenticator. You can approve the logins from your mobile device.

Continuing with a generic authenticator
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9. On the Choose a Verification Code window, select Use verification codes from an

authenticator app option and click Continue.

marketplace

Choose a Verification Method

w would you like to verify your identity?
T) Use the Salesforce Authenticator mobile app

@ Use verification codes from an authenticator app

Facx ‘

You will be prompted to scan a QR code with your authenticator app.
10. Open your authenticator app and scan the code.

m “';“L{%U lace
Connect an Authenticator App

Connect an authenticator app that generates

ves

ation codes. You can use the codes when we need
to verify your identity

1. Download and install an authenticator app on your
mobile device

2. Use the app to scan this QR code

3. Enter the code generated by the app.

Verification Cade
‘ pece ‘

n the QR Code

other Verification Method

Your authenticator app displays a six-digit token for the newly added account.

11. Enter the six-digit token in the Verification Code field and click Connect.
You are asked to enter the verification code again to verify the login.
12. Enter the code from your authenticator app and click Verify.

The enrollment is complete. You will be asked for the verification code at each login.

Parent topic: Connection preparation




Niagara Cloud Suite

The Niagara Cloud Suite (NCS) is a collection of services to support and augment existing Niagara
systems. These services represent the next step to expand the functionality of Niagara.

The Niagara Cloud Management Portal, niagara-cloud.com provides visibility to the devices a
systems integrator (Sl) has registered with the Niagara Cloud for a given customer.

The Niagara Data Service uses histories stored in the Niagara Cloud to monitor trends. A Niagara
Community login authorizes you to view these charts at https:\\www.niagara-cloud.com.

e Users
A wide variety of people use the Niagara Cloud Management Portal to configure the cloud
system, manage the uploading of data, create reports, and use reports.

¢ NCS role-based access control - customer
The following tables give you an overview of the permitted actions that a specific role has
within Niagara Cloud Suite.

¢ Niagara Data Service
This service is used by an Sl to generate charts (reports). The charts are available at
niagara-cloud.com.

e Assigning customer user access
As a customer admin, you can assign access to a customer user at the project level.

¢ Viewing and exporting reports
Saved reports identify trends in the collected station data.

¢ Viewing saved backups
As a customer user of the Niagara Cloud Management Portal, you may view the current
list of up to five backup files for each device. You need an Partner Admin user to create,
restore, add notes and designate a backup as the preferred backup for your station.

A wide variety of people use the Niagara Cloud Management Portal to configure the cloud
system, manage the uploading of data, create reports, and use reports.

Figure 1. Types of users

F
OEM partners Distributor partners
Systems Systemns
integrators integrators
Customer organizations Customer organizations
“ustomer Customer Customer Customer
Lsers users users users

A Tridium partner is an original equipment manufacturer or distributor that resells the Niagara
Framework to its customer organizations.

The members of a partner’s staff who install and configure the Niagara Framework at customer
organization sites are systems integrators (Sls).

Six roles determine the functions an individual can perform:

e The Partner Admin role provides complete functionality for the systems integrator who
functions as the administrator on a partner’s staff.



Niagara Cloud Suite

e The Partner User role provides limited functionality for other people who are members of
a partner’s staff.

e The Customer Admin role provides access to other customer users.

e The Customer User role lets the customer’s facility manager or building owner view
reports.

e The Nds Operator role provides a moderate level of access to Niagara Data Service
components.

e The Niagara Remote role provides remote access to the stations web interface.

Parent topic: Niagara Cloud Suite

The following tables give you an overview of the permitted actions that a specific role has within
Niagara Cloud Suite.

Niagara Cloud Management Portal

Action Customer Admin | Customer User | Niagara Remote | NDS Operator

View customer o 0 o

View project

Create project

Edit project

Delete project

View device

Register device

Edit device

Delete device

View user

Modify user role

Q00000006 0 0
00000000 6o
00000000600
0000000060 90




Niagara Cloud Suite

Action

Customer Admin

Customer User

Niagara Remote

NDS Operator

View service account

)

)

)

o

Create service account

(%)

Edit service account

X

Delete service account

(X

Regenerate service account secret 0

Modify service account role

)

000 0 0

000 0 o

000 0 o

Niagara Data Service

Action

Customer Admin

Customer User

Niagara Remote

Nds Operator

Query model API o

o

%)

o

Query egress API o

Create report

&

Delete report

@

View report

@

Export history

@

Q00 06|0

000 0 0

Q0000

Niagara Recover

Action

Customer Admin

Customer User

Niagara Remote

Nds Operator

View backups

&

&

%)

%)

Edit backup details o

%)

%)

o




Niagara Cloud Suite

Action

Customer Admin

Customer User

Niagara Remote

Nds Operator

Download backup o

%)

)

o

Delete backup 9

%)

%)

(%)

Niagara Remote

Action

Customer Admin

Customer User

Niagara Remote

Nds Operator

Connect to station 0

1)

o

)

Live Read / Write

Action Customer Admin

Customer User

Niagara Remote

Nds Operator

Read point o

@

)

o

Write point o

(%

%)

o

Parent topic: Niagara Cloud Suite

This service is used by an Sl to generate charts (reports). The charts are available at niagara-
cloud.com.

The Niagara Data Service provides:
e Report creation implemented by an SI.
e Report viewing, which is available to all users.

Parent topic: Niagara Cloud Suite

As a customer admin, you can assign access to a customer user at the project level.

You are a customer admin. You have credentials to sign in to the Niagara Community.

Note: Customers can be supported by multiple system integrators. To avoid that one system
integrator can grant access to projects that are managed by another system integrator, you
cannot modify the access at the customer level.

1. Sign in to the Niagara Cloud Management Portal (https://www.niagara-cloud.c
using your Niagara Community credentials.
The Customer view opens.

om)

2. To select the desired customer, navigate to Users & Roles from the Niagara cloud menu.

10



Niagara Cloud Suite

3. Navigate to the customer of interest in the ACCESS BY CUSTOMER section, and click
Manage.

€ Back

USER INFORMATION

@ First Name Last Name
Email

User Type

scustomer-usergtridium.com Customer

ACCESS BY CUSTOMER

CUSTOMER CUSTOMER ACCESS

NCS Test Customer 3 Manage

The Manage Access page opens.
4. Select from the drop-down menu if you want to grant Custom access or No Access.

€ Back

Manage Access

CUSTOMER ACCESSO®

No Access ~
Overall Customer Access
You Can Assign A Role Directly To This User At Customer Level {'j
Custom
No Access

Parent topic: Niagara Cloud Suite

Saved reports identify trends in the collected station data.

You are a customer user. You have credentials to sign in to the Niagara Community.

1. Sign in to the Niagara Cloud Management Portal (https://www.niagara-cloud.com)

using your Niagara Community credentials.
The Customer view opens

= cloud ®

— e —

PROJECTS (1) EAST REGION Search Sort by v
Search Project 1 Result
DEVICE/HOST 1D PROJECT/LOCATION SUBSCRIBED SERVICES
East Reglon
East Region
] ~ D

2. tlick the menu button (=) and click Saved Reports.

11



Niagara Cloud Suite

The Saved Reports view opens.

i

cloud @

Saved Reports

ALL REPORTS Search Report

7 Results

REPORT TITLE ¥ DEVICE N SAVED BY b
BAS
BAS

BAS

3. Select the REPORT TITLE.
The report opens.

Each report can include data from more than one device.

4. To view the value for an individual point, move the cursor along the displayed line in the
center of the chart.

Passing the cursor over a time instance causes the tooltip to display the point’s value at

that time. When you select multiple points, the tooltip displays the values for all the
points at the selected time.

5. To export this on-demand chart, click the export button ( - ) in the upper right of the
view (upper right of the view).
The EXPORT AS window opens.
EXPORT AS o

File Format

History to Chart PDF v

Your choices are Export Chart as PDF and Export Histories as CSV.

6. Select the type of export from the drop-down list and click Continue.
The system saves the PDF or CSV file in your computer’s Downloads folder.

Parent topic: Niagara Cloud Suite

As a customer user of the Niagara Cloud Management Portal, you may view the current list of up
to five backup files for each device. You need an Partner Admin user to create, restore, add
notes and designate a backup as the preferred backup for your station.

You are a customer user with access to the Niagara Cloud Management Portal.

12



Niagara Cloud Suite

1. Sign in to the Niagara Cloud Management Portal (https://www.niagara-cloud.com)
using your Niagara Community credentials.
The Customer view opens.

__ nagera
= cloud ®
& Back
CUSTOMER
P —— & Service Accounts
PROJECTS (1) MATRIX Q_ Search Sort by v
Q_ Search Project 16:240f 24
. DEVICE/HOST ID PROJECT/LOCATION SUBSCRIBED SERVIC
Matrix
EPMCLQAFID4_3 l
Matrix M
va51vmWin2016_3
Matrix NS}
Go
12 t
+ Create New Project < % ©
= Page

2. Select a project and search for a device.

The device row displays in the CUSTOMER view.
3. Click the Recover icon (<).

The SAVED BACKUPS view opens.

 Back
PROPERTIES

DEVICE HOST ID LOCATION PROJECT
Global HQ East Region

SAVED BACKUPS

5 Results
NAME DATE SIZE BACKUP NOTES

#* backup_ 13 Jun 2023, 06:20 PM 333MB What a backup!!

backup, 28 Aug 2023, 08:35 AM sme
backup_ 17 Aug 2023, 08:33 AM 349 MB

The star to the left of the backup file name indicates that this backup is the preferred
backup to retain when making space to store a new backup.

Backup file names can be long.

4. To view the whole file name, hover your cursor over the ellipses to the right of the name.

If a backup note is longer than two lines, a More link provides access to the complete
note.

5. To view the whole note, click More.

13



Niagara Cloud Suite

The Notes window opens.

Notes X

Configured by M. Smith and it was taken
before configuring Niagara Data Service

Parent topic: Niagara Cloud Suite

14



Niagara Remote

Niagara Remote enables you to securely access the built-in web interface on your Niagara
stations directly from the Niagara Cloud Management Portal without using a VPN. You can
connect to multiple stations at once and switch between them if needed.

Without Niagara Remote, if a device is installed on a remote network, the only way for you to
access the web interface is by exposing the device's web interface on a publicly accessible web
address, or over a separate VPN solution, which is complex, expensive to administer, and
complicates access.

¢ Connecting remotely to the station
Niagara Remote allows you to securely access the web interface of a Niagara device from
where and when you need to connect. Here are the steps to follow.

Niagara Remote allows you to securely access the web interface of a Niagara device from where
and when you need to connect. Here are the steps to follow.

¢ You have installed all required CloudLink modules on the station to be registered.
¢ The station to which you want to connect remotely is registered with Niagara Cloud Suite.

¢ The station has a Niagara license with an active subscription for the Niagara Remote
product.

¢ You have the Niagara Remote or Admin role. You were able to multi-select Niagara Remote
role and, for example, User role.

1. Login to Niagara Cloud Management Portal and select the desired device.

uuuuuuuu

Customer 1 1 Service Accounts

PROJECTS (2) ALL PROJECTS wch  Sorthy

| AuProjects  DEVICE/WOSTIO  PROJECT/LOCATION  SUBSCRIBED SERVICES

The device, which has the Niagara Remote subscription, displays the Remote link.
2. Click on the Remote link.

15



Niagara Remote

Username:| admin |
s Change User
Password: | ]

Use of this software is subject to the
End User License Agreement and other Third Party Licenses

Your license expires on 30-Sep-42.

To connect using Niagara Web Launcher click here

The web login window for the station opens.
3. To log on remotely to the station, enter username and password.

Nav Config o® “ il [@ PropertySheet v [X]

|» @ config O Actions & Topics [B) Slot Details
@ Files

A Histories Display Name: Value Cenmands

(W Station Name NiagaraConnectJace

(g Sys Info Kd
@ services Service Container

@ Drivers Driver Container

© Apps. App Container

O folder Folder

You have accessed the station via browser. From here you can see all web views just like
you would when connecting to the station directly.

Note: Notice: In the URL, notice the device UUID (Universally Unique Identifier). This URL
will always be the same for this particular device.

5 0 (e I oo e
Nay Config
|» @ config
@ Files
A Histories Display Name Value Commands

[l Station Name NiagaraConnect Jace

e You can share the URL with another user who is permitted through Niagara Cloud to
remotely connect to this device.

e Another practical aspect is that you can bookmark the URL and later use it to
connect to the station without first logging in directly to the Niagara Cloud
Management Portal. First, you are directed to the Niagara Community login from
where you are asked to enter your credentials. This will prompt a multi-factor

authentication (MFA) request. From there, you will be redirected back to the station
login.

Parent topic: Niagara Remote

16



Reference

This chapter documents the views available to customer users.

e Saved Reports view

This view lists the reports that have been saved and are available to customer users.
e Report view

This view provides a chart of up to 10 data items stored in the Niagara Cloud.
e Saved Backups view for customers

This view provides access to all saved backup files.

This view lists the reports that have been saved and are available to customer users.

Figure 1. Saved Reports view

NIAGARA CLOUD X -
= cloud ®

Home
Saved Reports
Saved Reports

ALL REPORTS Q. Search Report

21-300f 93
REPORT TITLE v DEVICE U SAVED BY v
Lab Temps °F Last 7 Days va51trolaFox Admin

Lab Temps °F Today va51trolaFox Admin

LabTempsLast7Days va51trolaDel Admin

LabTempsMonthToDate va51tro1aDel Admin

LabTempsToday va51tro1aDel Admin

LabTempsYearToDate va51tra1aDel

To view this report, sign in to the Niagara Cloud, click the menu button (E) and select Saved
Reports.

Column Description
Report Title Identifies the report.
Station Selects the station whose data are plotted on the report.
By Reports the name of the Sl who created the report.

Parent topic: Reference
This view provides a chart of up to 10 data items stored in the Niagara Cloud.

Each line on the chart represents a data item collected from a point in the device.

17



Reference

= cloud T
& Back

DATA SERVICE
Test Customer

Toisiy | Asset-1 | Asset-2 | HARDCODED_MOCKED_POINT2

HD 4627
Asset - 1

B Ksset-2 .

To view a report, sign in to the Niagara Cloud, click the menu button (=), click the Data Service
link for your location and select the report.

Passing the cursor over a time instance causes the tooltip to display the point’s value at that

time. When you select multiple points, the tooltip displays the values for all the points at the
selected time.

Parent topic: Reference
This view provides access to all saved backup files.

Figure 1. Saved Backups view

__ niagara
= cloud ®
€ Back 1
N 2
- - - — - N
DEVICE HOST ID LOCATION PROJECT
Richmond Matrix

SAVED BACKUPS
Last Backup Saved on 21 Feb 2023, 10:12 PM

1 Result
NAME DATE SIZE BACKUP NOTES
3 ) i )
\f/'backu Johns test. 21 Feb 2023, 10:12 211 MB Configured by M. Smith and it was
i PM i taken before configuring Ni... More
Copyright © 2022 Tridium Inc. All Rights Reserved.
Number Description
1 Customer name.
2 Device name, which includes the device’s host ID, location and related project.
3 Backup information.

18



Reference

To access this view, log in to https://www.niagara-cloud.com, select a customer, select a
project and search for a device.

Table 1. Backup file columns

Column name

Description

NAME Shows the beginning of the backup file’s name. To view a tooltip with the full name, pass your
cursor over the name. The blue star identifies the preferred backup file.

DATE Indicates when (date and time) the backup was made based on the UTC timezone.

SIZE Indicates the size of the file in megabytes.

BACKUP NOTES

Provides up to 1024 characters of additional information. If the note is long, Niagara Recover
shows the first two lines and a More link. Click this link to view the entire note.

Parent topic: Reference
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Glossary

The following glossary entries relate specifically to the topics that are included as part of this
document.

To find more glossary terms and definitions refer to glossaries in other individual documents.
Alphabetical listing

e customer organization
e Sl admin

A company that buys the Niagara Framework from an original equipment manufacturer or
distributor. This is the organization that hires a systems integrator to set up Niagara Cloud Suite
services for their system.

Parent topic: Glossary

Systems integrator administrator: a person associated with an original equipment manufacturer
or distributor who installs and manages the Niagara Framework at a customer organization’s
site. This person is authorized to perform Niagara Cloud Suite functions.

Parent topic: Glossary
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